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[bookmark: _Toc206099402]Task 1 Q1 Project Management & Planning

[bookmark: _Toc206099403]Modernising Digital Health and Care Wales' IT Backup and Disaster Recovery Infrastructure
[bookmark: _Toc206099404]1. Executive Summary
This report evaluates Digital Health and Care Wales' 15-year-old IT backup and disaster recovery (DR) solutions. As a public body vital for hosting equipment, applications, and databases for NHS Wales, Digital Health and Care Wales faces significant risks from its outdated backup software and tape-based storage. The current infrastructure, despite using two data centres, is obsolete, vulnerable to cyber threats, costly to operate, and lacks scalability, jeopardizing data integrity, rapid recovery, and regulatory compliance.
The analysis highlights critical challenges: the legacy system's slow recovery times, susceptibility to media failure, and absence of modern cybersecurity defences like immutability and robust encryption. These deficiencies hinder compliance with UK GDPR and NHS Wales data retention requirements, leaving the organization exposed to ransomware and other escalating cyber threats.
To address these issues, the report recommends a strategic transition to a modern, security-centric backup and disaster recovery framework. The proposed solution advocates for a hybrid cloud backup model, integrating Disaster Recovery as a Service (DRaaS) for critical systems. It incorporates advanced cybersecurity measures, including Zero Trust Architecture principles, air-gapped backups, and mandatory Multi-Factor Authentication (MFA). This comprehensive approach, supported by Continuous Data Protection (CDP) and rigorous testing, aims to enhance data resilience, reduce recovery times, streamline operations, and ensure full regulatory compliance. A phased implementation timeline is provided to guide this crucial transformation, safeguarding patient data and ensuring uninterrupted healthcare service delivery across Wales.
[bookmark: _Toc206099405]2. Introduction
[bookmark: _Toc206099406]Background of Digital Health and Care Wales
Digital Health and Care Wales is a public body central to supporting the National Health Service (NHS) in Wales. Its responsibilities include hosting IT equipment, developing application solutions, and managing databases for NHS Wales. This role is foundational to the digital infrastructure for Welsh healthcare, making the integrity and availability of its data and systems paramount for patient care and clinical operations.
[bookmark: _Toc206099407]Purpose and Scope of the Report
This report comprehensively assesses Digital Health and Care Wales' existing 15-year-old IT backup and disaster recovery solutions. It includes a detailed analysis of the current system's architecture, challenges, and risks, supplemented by PESTEL and SWOT analyses. The primary goal is to recommend a new, technologically advanced backup and disaster recovery solution that integrates contemporary cybersecurity and robust disaster recovery testing. A phased implementation timeline for this transition is also outlined.
[bookmark: _Toc206099408]Overview of the Current NetBackup Solution
Digital Health and Care Wales' current backup infrastructure uses Veritas NetBackup software, approximately 15 years old. It operates across a primary and secondary data centre, providing basic geographic separation. Backups are stored locally on disk for two weeks, then moved to a remote disk for another two weeks and finally copied to tape for one month for long-term archival.

[bookmark: _Toc206099409]2.1 Scope and Definitions
This section defines key terms and concepts used throughout this report to ensure clarity and a shared understanding of Digital Health and Care Wales' IT backup and disaster recovery modernization.
· Digital Health and Care Wales: A public body responsible for providing hosting of equipment, creating, and providing app solutions, and managing databases used by NHS Wales 
· NHS Wales: The National Health Service in Wales, whose digital infrastructure and services are supported by Digital Health and Care Wales.
· Veritas NetBackup: The current backup software utilized by Digital Health and Care Wales, which has been in place for approximately 15 years 
· Tape-based storage:{1} A storage medium used for long-term archival in the current system, characterized by sequential access, physical media, and susceptibility to corruption and theft. 
· Primary Data Centre / Secondary Data Centre: The two distinct physical data centres currently employed by Digital Health and Care Wales for its backup solution, providing a basic level of geographic separation 
· PESTEL Analysis: A strategic framework used to analyse and monitor the macro-environmental factors (Political, Economic, Social, Technological, Environmental, and Legal) that may impact an organization.
· SWOT Analysis: A strategic planning tool used to identify an organization's internal Strengths and Weaknesses, and external Opportunities and Threats related to a specific objective.
· Hybrid Cloud Backup Model[2]: A data backup strategy that combines on-premises storage for immediate recovery with public or private cloud services for scalable, redundant, and cost-effective off-site storage and long-term retention. 
· Disaster Recovery as a Service (DRaaS)[6]: A fully managed IT disaster recovery service where a third-party provider replicates and hosts an organization's virtual and physical servers in their cloud infrastructure, enabling rapid recovery of the full IT stack. 
· Zero Trust Architecture[4]: A modern security paradigm based on the principle of "never trust, always verify," where no user, device, or network packet is implicitly trusted, and all access attempts are authenticated, evaluated, and authorized before access is granted. 
· [bookmark: _Int_nuZC2gWx]Air-Gapped Backups: A method of data storage where critical data is copied and stored on media or machines that are "offline" and not practically accessible over the internet, serving as a robust defence against ransomware. 
· Multi-Factor Authentication (MFA): A security mechanism that requires users to provide two or more distinct pieces of evidence to verify their identity before granting access to a system or application, significantly increasing security. 
· [bookmark: _Int_gzm7YUVs]Continuous Data Protection (CDP): A real-time data backup strategy that continuously captures every change made to data, allowing for recovery to virtually any point in time with a near-zero Recovery Point Objective (RPO). 
· [bookmark: _Int_hH04ft8H]Recovery Time Objective (RTO): The maximum acceptable time period from when a resource failure occurs to when critical resources, processes, and systems must be restored and reactivated after a disruption. 
· Recovery Point Objective (RPO): The maximum amount of data loss an organization can tolerate after a disaster happens, typically measured in minutes or hours. 
· Immutability/Immutable Storage: A type of storage protocol that protects stored data by preventing any modification, deletion, or alteration once it has been written, for either a set or indefinite retention period, crucial for ransomware protection and compliance. 
· Encryption (at rest and in transit): The process of transforming readable data into ciphertext using algorithms to protect it when stored on servers, databases, or backups (at rest) and when moving between systems or networks (in transit). 
· Deduplication: A data reduction technique that identifies and eliminates duplicate copies of data, storing only a single instance and using references to the duplicates, thereby reducing storage space. 
· Compression: A data reduction technique that reduces the size of files by using algorithms to encode information more efficiently, eliminating statistical redundancies within the data. 
· UK GDPR: The UK General Data Protection Regulation, which, along with the Data Protection Act 2018, rigorously controls how personal data is processed, stored, and secured in the UK, with significant penalties for non-compliance. 
· Procurement Act 2023[3]: A new UK law, effective February 2025, designed to simplify, streamline, and improve public procurement processes, with a focus on fostering innovation and value for money. 
[bookmark: _Toc206099410]3. Implementation Timeline for New Solution
Transitioning Digital Health and Care Wales' legacy IT backup and DR system to a modern, cloud-integrated, security-centric solution will be a complex, multi-phased project. Public sector contexts often entail longer innovation journeys, internal resistance, and stricter procurement. Meticulous planning, active governance, and continuous oversight are critical for success, as public sector IT projects frequently face cost overruns and delays. 
The IT infrastructure project lifecycle includes planning, acquisition, deployment, asset management, and retirement. For Digital Health and Care Wales, these phases must adapt to governmental procedures and critical healthcare data. 
[bookmark: _Toc206099411]Project Phases and Estimated Durations
The following timeline outlines key phases for implementing the new solution, with estimated durations based on typical large-scale public sector IT projects and data migration efforts.
Phase 1: Assessment and Strategy Definition (Estimated: 3-6 months)
Focuses on comprehensive analysis and strategic planning.
· Business Impact Analysis (BIA) & Risk Analysis: Assess critical systems, applications, data, dependencies, and threats. 
· Define RPO & RTO: Establish clear RPOs and RTOs for each system based on BIA and acceptable data loss/downtime. 
· Current State Audit & Gap Analysis: Detailed audit of existing infrastructure; identify gaps between current and desired states. 
· Solution Design & Vendor Selection Criteria: Develop technical requirements for hybrid cloud backup, DRaaS, and cybersecurity. Define vendor evaluation criteria (healthcare specialization, compliance, security features, track record). 
· Initial Business Case & Phased Planning: Develop a robust business case (benefits, costs, risks) and begin phased planning with measurable KPIs. 
Phase 2: Procurement and Acquisition (Estimated: 6-12 months)
Formal procurement of hardware, software, and cloud/DRaaS services. Public sector procurement is lengthy due to transparency, fairness, and value requirements.  
· Leveraging Procurement Act 2023: Utilise the new Act (effective Feb 2025) to potentially streamline tendering, focusing on innovation and value.  
· Tendering & Evaluation: Issue RFPs, rigorously evaluate bids against criteria (technical, security, compliance, SLAs, TCO). 
· Contract Negotiation & Award: Finalise contracts with selected vendors, ensuring all legal, compliance, and service delivery terms are met.
Phase 3: Pilot and Phased Rollout (Estimated: 6-12 months)
Initial implementation, testing, and training, starting with non-critical systems.
· Infrastructure Setup: Deploy new on-premises backup appliances, establish secure cloud connectivity, and configure DRaaS environments. 
· Software Installation & Configuration: Install and configure modern backup software, integrate with existing systems, and set up automation, deduplication, and encryption policies. 
· Pilot Program: Implement the new solution for a small, non-critical subset of data/applications. Conduct rigorous testing (e.g., parallel testing) to validate functionality and RPO/RTO achievement. 
· Staff Training: Provide comprehensive training on new software, cloud platforms, DRaaS management, and cybersecurity protocols (Zero Trust, MFA). 
· Refine DR Plan & Documentation: Based on pilot results, refine the disaster recovery plan, incident response procedures, and documentation.
Phase 4: Full Implementation and Data Migration (Estimated: 12-24 months)
Most intensive phase, migrating all remaining data and systems.
· Phased Migration of Critical Data: Systematically migrate critical patient data and applications, prioritizing based on BIA, ensuring minimal disruption. Healthcare data migration is complex, often taking 4-8 weeks per major effort. 
· Integration with Core Systems: Ensure seamless integration with EHRs, patient management systems, and other critical applications via APIs and compatibility checks. 
· Legacy System Decommissioning: Strategically retire old NetBackup servers and tape libraries after successful data migration, ensuring legal retention or demonstrable destruction per UK GDPR and NHS Wales guidelines. 
· Full DR Testing: Conduct full-interruption tests on newly migrated critical systems to validate complete recovery and consistent RTO/RPO achievement. 
Phase 5: Continuous Optimisation and Testing (Ongoing)
Modernisation is an ongoing process.
· Regular DR Testing & Review: Implement a continuous testing calendar (weekly, monthly, annually) for all DR test types (tabletop, simulations, full failover drills). Regularly review and update the DR plan to reflect system changes, new threats, and lessons learned. 
· Security Audits & Vulnerability Assessments: Conduct continuous monitoring, regular security audits, and penetration testing to identify and remediate vulnerabilities in the backup/DR environment. 
· Performance Monitoring & Optimisation: Continuously monitor the new solution's performance, storage utilization, and recovery speeds. Optimise configurations for efficiency and cost-effectiveness.
· Scalability & Adaptation: Regularly assess data growth and evolving technology to scale the solution and integrate new advancements (e.g., further AI integration).  
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[bookmark: _Toc206099412]Timeline Chart for Implementation
Key Milestones and Dependencies:
· Month 3-6: Completion of BIA and RPO/RTO definitions, critical for all subsequent decisions. 
· Month 9-18: Vendor selection and contract finalisation, a significant dependency for infrastructure setup.  
· Month 15-24: Successful pilot testing for critical systems, validating the chosen solution for broader rollout. 
· Month 24-42: Completion of major data migrations, often the longest and most complex part of the project. 
· Ongoing: Regular and documented DR testing, essential for maintaining readiness and compliance. 
This phased approach allows for lessons learned in earlier stages to inform later ones, mitigating risks inherent in large-scale public sector IT transformations.
[bookmark: _Toc206099413]Task 1 Q2 Project Design
Current Backup Solution
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Proposed backup solution
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In the proposed solution only one physical data centre is used. The cloud can be used as a failover site should there be an issue with the data centre.
Data is replicated in the cloud and then replicated to another region and is stored offline.  This meets the 3-2-1 method recommended for storing backups.
In the cloud the data is encrypted and made immutable . Access to this data is controlled to using Role based Access Control.
Within  the cloud an area is set aside for Recovery Testing. This means the  restore process can be checked and that the data is valid. This area is not public facing so would not cause disruption to production services
[bookmark: _Toc206099414]Task 2 Q1 Innovation 

[bookmark: _Toc206099415]PESTEL Analysis for Digital Health and Care Wales / NHS Wales IT Infrastructure
Understanding the broader environment is crucial for Digital Health and Care Wales' IT modernization.
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Political Factors
NHS UK, including NHS Wales, is heavily influenced by government funding, dictating IT investment. Welsh devolution allows distinct health policies, with the Welsh Government prioritising NHS digital infrastructure. However, the Welsh Government's ideological preference for public sector delivery directly risks ‘s Digital Health and Care Wales' ability to rapidly modernize its IT infrastructure, including backup solutions.  Digital Health and Care Wales' capacity to swiftly procure and implement a modern backup system may be severely hampered, prolonging exposure to legacy system risks and impacting patient care.
Economic Factors
Legacy IT systems impose substantial financial burdens, increasing downtime and vulnerability to attacks. Maintaining aging tape media incurs rising costs, unlike often decreasing cloud service costs. UK businesses are projected to invest £76 billion in emerging technologies by 2028, signalling a digital innovation shift. Digital Health and Care Wales operates within NHS Wales' "limited resources" and "financial delivery expectations". High initial costs and uncertain ROI are barriers to advanced technology adoption in the public sector. The Procurement Act 2023 (effective Feb 2025) aims to simplify public procurement, fostering innovation and value, potentially facilitating agile IT acquisition. 
Social Factors
Digital and data technologies are transforming health and care, enabling earlier detection, prevention, and services closer to home. The Welsh Clinical Portal (WCP) exemplifies this by providing seamless access to patient records. Citizens have growing expectations for digital services, driven by widespread adoption and AI. Video consulting gained traction during COVID-19, demonstrating demand for digital healthcare. However, digital exclusion is a risk, requiring Digital Health and Care Wales to ensure inclusivity. Data privacy is paramount for sensitive health data, with ongoing concerns about AI's ethical application. Workforce challenges include IT staff spending excessive time resolving issues, indicating skill gaps. 
Technological Factors
AI and cloud computing are reshaping healthcare technology, offering potential for AI-driven monitoring, threat detection, and compliance automation. Cloud computing provides scalability, accessibility, and automation for backups. A major challenge is the prevalence of legacy systems; 96% of IT leaders report difficulties, leading to interoperability issues and security vulnerabilities. Hybrid cloud environments are a pronounced trend, balancing scalability, security, and cost. Modern backup solutions offer deduplication, compression, immutable storage, Continuous Data Protection (CDP), and Disaster Recovery as a Service (DRaaS). Despite opportunities, a "lack of digital infrastructure" hinders Welsh healthcare improvements, with a strategic aim for "open, interoperable and more resilient infrastructure". 
While emerging technologies offer efficiency and improved patient outcomes, the public sector's challenges with legacy systems, procurement, and digital skill gaps present substantial adoption barriers. AI, cloud, and digital services hold transformative potential, but widespread legacy system issues hinder true digitization. Public sector entities face longer, fragmented innovation journeys with cost overruns and internal resistance. Digital exclusion and workforce skill needs are also concerns. The complex public procurement process further complicates technology adoption. This means Digital Health and Care Wales faces systemic hurdles beyond technical implementation, making modernization fraught with institutional and operational challenges.
Environmental Factors
The UK is committed to Net Zero emissions by 2050, with an interim goal to halve public sector building emissions by 2032.. The Government Property Strategy 2022-30 aims for a "smaller, better and greener" public estate, promoting sustainable procurement and energy-efficient technology. Modernizing IT infrastructure, including data centres and storage, can significantly contribute to these environmental goals through improved energy efficiency. 
Legal Factors
UK GDPR and the Data Protection Act 2018 rigorously control personal data processing, storage, and security, with non-compliance risking substantial fines. Key principles include lawful, fair, transparent, purpose-limited, minimized, accurate, and secure processing, with data retained only as necessary. Healthcare has specific, lengthy medical data retention periods in Wales (e.g., GP records 10 years after death, maternity records 25 years after last child's birth). Electronic patient record systems (EPRs) must demonstrate data destruction or inaccessibility with audit trails. Digital medical records are "prime target[s] for hackers" and require "highest standards of encryption and security" and constant backup. 
Cybersecurity regulations are tightening, with NIS2 Directive (Jan 2025) strengthening measures for critical sectors like healthcare. The DORA Act (EU, Jan 2025) signifies a trend towards mandated IT operational resilience. HIPAA guidelines also provide relevant best practices for healthcare security. The increasing cost of medical negligence claims adds legal burden to the NHS. Data loss or corruption, especially for patient information, can have "disastrous consequences, both medical and legal". 
The increasing stringency of UK GDPR and specific medical data retention requirements, coupled with escalating cyber threats (especially ransomware), creates an urgent compliance-security nexus that Digital Health and Care Wales' legacy system cannot handle. Detailed UK GDPR requirements for data integrity, security, and demonstrable destruction, alongside lengthy medical data retention, demand robust, verifiable data management. Ransomware attacks specifically target backups to prevent recovery, directly threatening the purpose of backup. Digital medical records are a prime target, necessitating top-tier encryption and continuous backup. The current tape-based system, lacking robust encryption and vulnerable to physical theft and corruption, is fundamentally incompatible with these modern legal and threat landscapes. This implies risks of data loss, massive fines, reputational damage, and legal consequences if data is compromised or cannot be recovered or retained as legally mandated. The legacy system's inability to meet these converging demands represents a critical and growing operational and legal risk.



[bookmark: _Toc206099416]SWOT Analysis of Digital Health and Care Wales' Backup Capabilities
A SWOT analysis provides a structured view of Digital Health and Care Wales' internal capabilities and external factors.
[image: A colorful squares with letters

AI-generated content may be incorrect.]
Strengths
· Existing Dual Data Centre Infrastructure: Provides a fundamental physical foundation for redundancy and off-site data storage, offering geographic separation against localised disasters.
· Established Operational Processes: 15 years of NetBackup operation means existing procedures and staff familiarity, providing a starting point for modernisation.
· Critical Role in NHS Wales: Digital Health and Care Wales' responsibility for NHS Wales IT infrastructure underscores its strategic importance, potentially facilitating funding, political support, and executive prioritisation for modernisation.
Weaknesses
· Outdated Technology: The 15-year-old NetBackup software is inefficient, complex, and may have compatibility issues with modern systems, leading to operational friction and support gaps. 
· Heavy Reliance on Tape Storage: Tape means slow recovery, manual handling, media degradation, and limited backward compatibility, increasing downtime, management overhead, and risk of unrecoverable data. 
· Significant Security Gaps: Lacks modern features like inherent encryption for tape and, critically, immutability, making data vulnerable to ransomware. Backups may also lack adequate network isolation. 
· Slow Recovery Times: Tape dependence implies recovery from major disasters could take "days," leading to unacceptable RPOs and RTOs for critical healthcare data, directly impacting patient care. 
· High Maintenance Costs and Complexity: Manual tape management and recurring infrastructure upgrades due to obsolescence result in high operational costs and complexity. 
· Limited Scalability: Scaling the current tape-based infrastructure for continuous data growth is a major, costly investment, lacking the agility of modern solutions. 
· Potential for Regulatory Non-Compliance: System limitations make it challenging to meet UK GDPR requirements for data integrity, security, and demonstrable destruction, as well as specific NHS Wales data retention periods. 
Opportunities
· Adoption of Cloud/Hybrid Cloud Solutions: Offers scalability, accessibility, automation, and redundancy for cost-effective, secure off-site backup. 
· Implementation of Disaster Recovery as a Service (DRaaS): Provides managed, cloud-based rapid recovery for critical systems with low RTOs/RPOs, reducing the need for a second dedicated data centre. 
· Integration of Advanced Cybersecurity Measures: Opportunities to adopt Zero Trust Architecture, immutable storage, air-gapped backups, and Multi-Factor Authentication (MFA) to enhance data protection against cyber threats. 
· Automation and Efficiency Gains: Modern solutions offer automated processes, advanced deduplication, and compression, reducing storage, bandwidth, and human error. Continuous Data Protection (CDP) offers near-zero RPOs for critical data. 
· Improved Patient Care through Digital Transformation: Modernizing IT, including robust backup and DR, enables faster, safer, and more integrated healthcare, aligning with Welsh Government digital strategies. 
· Leveraging New Procurement Act: The Procurement Act 2023 (effective Feb 2025) aims to simplify public procurement, prioritizing innovation and value, potentially streamlining IT solution acquisition. 
Threats
· Escalating Ransomware and Cyberattacks: Cybercriminals increasingly target backup environments to eliminate recovery options, forcing ransom payments. Healthcare data is a prime target. 
· Risk of Data Breaches: Sensitive Protected Health Information (PHI) means breaches carry severe financial penalties, legal repercussions, and reputational damage. 
· Regulatory Non-Compliance: Failure to meet UK GDPR and medical data retention periods can result in substantial fines and legal action. 
· Funding Limitations and Budget Constraints: Financial constraints within NHS Wales and high initial costs of new technologies could impede necessary investment. 
· Internal Resistance to Change: Public sector entities often face resistance to new technologies, leading to project delays and cost overruns. 
· Political Interference and Delays: Welsh Government's preference for in-house solutions could significantly delay IT modernization.  
· Digital Exclusion: While not a direct threat to backups, digital exclusion could impact the effective rollout of new digital healthcare services relying on modernized IT. 
· Human Error: Remains a significant cause of IT downtime and data loss, amplified by manual processes in legacy systems. 

[bookmark: _Toc206099417]Task 2 Q2 Innovation 
[bookmark: _Toc206099418]Concepts, methods, practices and tools

Concepts used in this project include
· Hybrid Cloud Architecture – Combining om-premise infrastructure with cloud services to balance speed scalability, and cost efficiency

· Disaster Recovery as a service (DrasS) – Leveraging cloud-based failover and recovery to meet RTO/RPO targets
· Zero Trust Security – Enforcing strict access controls, segmentation and continuous verification
· Immutability & Air Gapping  - Ensuring backup data cannot be altered or accessed by ransomware
· Continuous Improvement  - Using feedback loops from testing and monitoring to refine system

[bookmark: _Toc206099419]Development Methodologies include :

· Agile – Iterative development cycles( known as sprints)  with stakeholder feed back at each sprint
· Infrastructure as code (IaC) - Cloud based infrastructure can be written as code and then be deployed consistently reducing human error and improving deployment times – Terrafrom [5]is a declarative program language used for such deployments.
· Security by Design – Embedding Cybersecurity controls from the outset. ( This would include Role Based Access Control,  Multifactor Authentication and encryption

[bookmark: _Toc206099420]Deployment Methodologies include:
· CI/CD Pipelines – Used for automating deployment of backup agents, monitoring tools and configuration update
· Change management – Following ITIL aligned processes for approvals, rollback plans and documentation 
· Pilot Testing – Deploying in a controlled environment before full roll out

[bookmark: _Toc206099421]Maintenance Methodologies include:
· Automated Backup Verification – Ensuring backups are complete and restorable 
· Patch Management – Regular updates to backup software and OS components
· Monitoring and Alerting  - Using tools like Azure Monitor , Sentinel for real time insights

[bookmark: _Toc206099422]Evolution  Methodologies include:
· Regular DR testing -  Tabletops, simulations and full interruption tests to validate recovery procedures
· Scalability Reviews – Assessing storage, compute and network needs as data grows

[bookmark: _Toc206099423]Task 3: Project Reflection
[bookmark: _Toc206099424]Developing New Skills Through the Project
This project offers a valuable opportunity to deepen my technical and strategic capabilities, particularly in cloud infrastructure, cybersecurity, and disaster recovery. By leading the transition from legacy tape-based backups to a hybrid cloud model using Disaster Recovery as a Service (DRaaS), I will gain hands-on experience with Azure Backup, Terraform, and Zero Trust Architecture. Implementing Infrastructure as Code (IaC) with Terraform will enhance my automation skills and reduce configuration errors).
The integration of Continuous Data Protection (CDP), immutable storage, and air-gapped backups will allow me to apply advanced cybersecurity principles in a healthcare setting. These technologies demand proficiency in encryption protocols, role-based access control (RBAC), and multi-factor authentication (MFA), all essential for safeguarding sensitive health data (NHS Digital, 2024). Disaster recovery testing will also strengthen my skills in incident response, business impact analysis (BIA), and recovery time objectives (RTO).
Beyond technical growth, the project will improve my leadership and stakeholder engagement skills. Coordinating across departments, managing change, and aligning with regulatory frameworks will develop my ability to lead complex, high-impact initiatives.
[bookmark: _Toc206099425]Societal Impact and Value Creation
Modernising Digital Health and Care Wales’ backup infrastructure has significant societal benefits. It enhances the resilience of NHS Wales’ digital systems, ensuring uninterrupted access to patient records and clinical applications. This contributes directly to improved patient care, faster diagnostics, and more reliable healthcare delivery. The project aligns with the Welsh Government’s digital transformation goals and supports the NHS’s broader strategy for safer, smarter healthcare (Welsh Government, 2023).
Environmental sustainability is another key benefit. Moving away from energy-intensive tape storage to cloud-based solutions reduces the carbon footprint of public sector IT operations, supporting the UK’s Net Zero targets (Government Property Strategy, 2022). Cloud scalability also promotes cost efficiency and resource optimisation, creating long-term value for taxpayers.
The project also supports digital inclusion. By ensuring modernised systems are secure, accessible, and reliable, it helps vulnerable populations access healthcare services digitally. Embedding security by design and ensuring UK GDPR compliance protects patient privacy and builds public trust in digital healthcare systems.
Risks and Mitigation Strategies
Several risks could impact the project. Internal resistance to change is common in public sector IT transformations. Staff may be hesitant to adopt new systems, leading to delays. To mitigate this, I will implement a change management strategy including stakeholder engagement, pilot testing, and training (ITIL Foundation)[7].
Regulatory non-compliance is another risk. Healthcare data is subject to strict retention and security requirements under UK GDPR and NHS Wales policies. To address this, the solution will include immutable storage, encryption at rest and in transit, and automated backup verification to ensure compliance (ICO, 2024).
Cybersecurity threats, particularly ransomware, pose a serious challenge. Attackers increasingly target backups to prevent recovery and force ransom payments. To counter this, the project will incorporate air-gapped backups, Zero Trust principles[4], and continuous vulnerability assessments using tools like Azure Sentinel and Defender (Microsoft, 2024).
Procurement delays and budget constraints could also hinder progress. Leveraging the Procurement Act 2023, which prioritises innovation and value, will help streamline acquisition and reduce friction (UK Government, 2025)[3].
Conclusion
This project is a strategic initiative that enhances healthcare resilience, supports sustainability, and protects patient data. It will allow me to develop advanced technical and leadership skills while contributing meaningfully to society. Though risks exist, structured planning, stakeholder engagement, and continuous testing will ensure successful delivery. Ultimately, this initiative demonstrates how digital transformation in healthcare can create lasting value for individuals, institutions, and the wider public.
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Phase Task Summary Start Date End Date Duration (Days)

Phase 1

Assessment and Strategy Definition Business Impact Analysis & Risk Analysis 12/08/2025 12/09/2025 31

Define RPO & RTO 13/09/2025 13/10/2025 30

Current State Audit & Gap Analysis 14/10/2025 14/11/2025 31

Solution Design & Vendor Selection Criteria 15/11/2025 10/12/2025 25

Initial Business Case & Phased Planning 11/12/2025 31/12/2025 20

Phase 2

Procurement and Acquisition Leverage Procurement Act 2023 10/12/2025 10/01/2026 31

Tendering & Evaluation 11/01/2026 11/04/2026 90

Contract Negotiation & Award 12/04/2026 07/06/2026 56

Phase 3

Pilot and Phased Rollout Infrastructure Setup 07/06/2026 07/07/2026 30

Software Installation & Configuration 08/07/2026 08/08/2026 31

Pilot Program 09/08/2026 09/09/2026 31

Staff Training 10/09/2026 10/10/2026 30

Refine DR Plan & Documentation 11/10/2026 04/12/2026 54

Phase 4

Full Implementation & Migration Phased Migration of Critical Data 04/12/2026 04/06/2027 182

Integration with Core Systems 05/06/2027 05/12/2027 183

Legacy System Decommissioning 06/12/2027 06/03/2028 91

Full DR Testing 07/03/2028 01/06/2028 86

Phase 5

Continuous Optimisation & Testing Regular DR Testing & Review 01/06/2028 Ongoing 60

Security Audits & Vulnerability Assessments 01/06/2028 Ongoing 60

Performance Monitoring & Optimisation 01/06/2028 Ongoing 60

Scalability & Adaptation 01/06/2028 Ongoing 90
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Master Server - Initiates the backup and recovery activities on the Media Servers

Media Servers - Writes data from the clients to storage devices (Disk and Tape) as backup images and restores the data to
the client

Replication - Each sites data is then replicated to the other data centre
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