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[bookmark: _Toc37936247]Abstract	Comment by Carlene Campbell: 
Well done you have written an abstract. Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.

This report contains information regarding BYOT and the software’s that are associated with BYOT. It also contains a password policy that has been created which could be beneficial to the company. There is a data flow diagram for the password policy which shows how the policy would work. There is a section about cloud service providers. There are two examples of cloud service providers and there are advantages given for both of them. There is also a section about mobile device management software. There is also a network design which has been created for CoffeeCapulus. There is a conclusion and recommendations for CoffeeCapulus. Finally, there are references at the end of the report.
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Introduction can include background literature of the subject area.

CoffeeCapulus has come under pressure to allow their employees and customers to be allowed to use their own devices to access the company’s network and resources.
CoffeeCapulus wants recommended guidelines on a comprehensive security policy. They would also like a recommended Mobile Device Management Software. A written report will be provided to CoffeeCapulus. A design for their computer enterprise network will also be provided.

[bookmark: _Toc37936249]BYOT (Bring Your Own Technology)

This section of the report is going to talk about BYOT. A description will be given. The advantages and disadvantages will also be listed.
BYOT stands for Bring Your Own Technology. BYOT is a policy that allows staff members and customers to use their own devices on a company’s network [1]. This means that staff are able to use their own devices to work on, instead of using technology that has been provided by the company.
BYOT has a variety of advantages. One advantage is that the company does not have to buy devices for each staff member. This is because the staff will be bringing their own devices in. This will save the company a lot of money as they do not have to purchase or replace any devices if they are broken or lost.
Another advantage of BYOT is that staff members may be more comfortable working from a device that they are familiar with. This is good as it can help to improve productivity as the staff will be aware of how the device works and where everything is located in the device [2].
An additional advantage of BYOT is that staff members can take their devices anywhere. This means that they can do work on their devices while at home. This allows staff to get more work done as they do not have to wait until they are in work to be able to work on their tasks. These are the advantages of BYOT.
However, there are some disadvantages of BYOT. The first disadvantage is security. This is because the staffs personal devices may not have the same level of security as the company’s devices. This means that they may be more susceptible to viruses and hackers. This could result in vulnerable or personal data being lost.
Another disadvantage is that the staff members may not have the software or applications needed to carry out their tasks. This would result in the staff members being unable to do their job. Depending on the policy, the company may have to purchase the applications for the staff members which could be very expensive if they have to do it for each staff member.
The final disadvantage of BYOT is that it may make it difficult for maintenance [2]. This is because there will be a variety of different devices being used by staff members. This reduces the likelihood of there being any spare parts for a particular device. This means that if a staff member is using their own laptop and some of the letters on the keyboard break, there may not be any replacement letters for that particular laptop. These are the disadvantages of BYOT.
In conclusion, BYOT is a useful policy that can be beneficial to a company. However, the company has to be aware of the risks and disadvantages of implementing this policy.
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It is important to be secure when implementing a BYOT policy. This is why you should use software that can help to make the devices more secure. One way you can do this is to implement EMM (Enterprise Mobility Management) [3]. EMM is a way for a company to overlook the devices that are being used on their network. There are different sections of EMM. These are MEM, MAM, and MIM [3].	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
MEM (Mobile Email Management) is a way for a company to manage the way that e-mail is used on the devices [4]. For example, MEM allows the company to ensure that only certain devices can access the e-mail. This can help to ensure that unauthorised people and devices cannot access the e-mail. The company can also use MEM to prevent unauthorised e-mail attachments [4]. This will make the devices more secure as it reduces the risk of a staff member opening an e-mail attachment that contains viruses and trojan horses. This is why MEM is an important feature when implementing BYOT.
MAM (Mobile Application Management) is a way for the company to manage the applications that the staff members will use while on the company’s network [5]. For example, MAM allows the company to install the required applications on the device. It also makes sure that the applications are up to date with the latest version. The company can also manage the data that is being used by the applications [5]. This can help to prevent any confidential data from being passed through the applications. It also prevents staff members from using applications that can cause viruses. This is why MAM is an important feature when implementing BYOT.
MIM (Mobile Information Management) is a way for the company to protect any confidential or important data from being shared by members of staff [6]. This is important as it can prevent staff members from purposely or accidentally giving away important information. The software is able to identify sensitive information and disable the features that would allow the user to share this information outside of the company [6]. MIM can help with security because it is an extra layer of protection that can be put onto the staffs software to stop them from giving away important information. This is why MIM is an important feature when implementing BYOT.
In conclusion, when implementing a BYOT policy, you should also consider getting these different software’s to help with security and to protect any vulnerable or important information.
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The following policy is a password policy for the company CoffeeCapulus. This policy contains guidelines that all members of staff must abide by when creating a password.
All passwords must be appropriate. This means that no profanity can be used in the passwords. This is to enforce professional workplace standards.
All passwords must be at least 8 characters long. This is to help make the password more secure.
All passwords must contain an uppercase letter, a lowercase letter, a number, and a special character. This is to ensure that the password is a strong and secure password.
The user must not write their password down. This is to ensure that the password cannot be seen by other people. The user should memorise the password they create.
The password must be a unique password. It should not be the similar to another password that the user has.
The user should not use any personal information in their password. This is to protect their personal information and to make their password harder to guess.
The user must not share their password with other people. This is to prevent other people from accessing confidential and personal work.
If a user needs to reset their password, their new password cannot be the same as their old one.
If a user fails to abide by these guidelines, disciplinary measures may be taken against the user.
By signing this document, I acknowledge that I have read the policy in its entirety and fully understand that disciplinary measures may be taken if I fail to abide by the policy.
Signature:
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This is the password policy data flow diagram for CoffeeCapulus. First, the system asks if the user already has a password. If they do, they enter the password and login. This ends the process. If they do not already have a password, they must create a password.
The system then checks to see if the password meets the set guidelines. If it does not meet the guidelines, it sends the user back to the login screen where they would have to try to create a password that meets the guidelines.
If the password does meet the guidelines, the password will be created. The user will then enter the password which will then log them in. This is the end of the process.
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Cloud based service providers are useful as they allow you to store work in servers that are accessed over the internet [7]. This can be useful as you do not have to worry about storing information on site. It can also help to prevent data from being destroyed if an accident occurs.
There are a variety of different service providers that CoffeeCapulus could benefit from. The first one that will be discussed is Microsoft Azure. This is a good cloud service provider for many reasons. The first reason is because it has several data centres and delivery points [8]. This allows data to be transferred quickly. Another reason why this is a good cloud service provider is because it has good security. This is because they have two-tier authentication on all of their data centres [8]. This means that data is more secure which reduces the risk of hackers accessing confidential information. These are some reasons why Microsoft Azure is a good cloud based service provider.
Another cloud based service provider is Google Cloud Platform. One reason why this is a good cloud service provider is because each customer has their own private network [9]. This makes it more efficient for the users which can help to save time. Another reason why this is a good cloud service provider is because they have redundant backups [9]. This means that a backup will be created if a component is not functioning [9]. This is useful as it can help to prevent data loss. These are some reasons why Google Cloud Platform is a good cloud based service provider.
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MDM (Mobile Device Management) is a way for a company to monitor staff members devices while on the company’s network [10]. This is because MDM allows the company to install app whitelisting and blacklisting [10]. This means that the company can choose what applications the staff members can and cannot use while on the network. The company is also able to perform a remote wipe on the device [10]. This allows them to delete any data on a device so the data is not shared with anyone it’s not supposed to be shared with. This is what MDM software is and some of its features. A recommended MDM software is Hexnode. This is because it contains a variety of features and it is very cheap.
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[image: ]The username for all of the devices is cisco. The password for all of the devices is cisco. 

This is the design for the CoffeeCapulus network. This was created to demonstrate appropriate security configurations that CoffeeCapulus could implement. The reason why this design was chosen, is because it offers security measures which are important to a company. The security measures which were chosen was a username and password. These security measures were chosen as they can help to prevent any information from being lost or stolen. This design can help minimise the risk of any important information from being misused.
There are three BYOD devices that are connected to the first switch which is called S1. The S1 requires a username and password to configure it. This is to increase the security on the S1.
The S1 is then connected to a router called R1. The R1 also requires a username and password to configure it. This makes it harder for hackers to gain access to important information.
The S1 is connected to a switch called S2. The S2 also has the username and password security measures.
Connected to the S2 is a router called R2. This router has the same security measures as the previous devices. Connected to the R2 is a cloud called C1.
Also connected to the S2 is a wireless network called WR1. There are two BYOD devices connected to the WR1. The devices connected to the WR1 can communicate through the network wirelessly.
The third device connected to the S2 is a switch called R3. This device has the necessary security measures.
A switch called S3 is connected to the R3. This switch also has the recommended security measures. 
Connected to the S3 are two servers. There are two serves because if one of the servers happened to go down or break, the company will have a backup server that they can use.
This design is recommended as it is secure, and it can prevent any important information from being mishandled or lost.
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In conclusion, this report has given information on what BYOD is, and the software’s associated with BYOD. It has also provided a password policy that CoffeeCapulus could implement into their workplace. A data flow diagram for the password policy was also provided which demonstrates how the policy would work. There was also a section which gave information on cloud service providers. There were two examples of cloud service provides which were given. There was also a section that talked about mobile device management software. Finally, a network design was provided for CoffeeCapulus which they could also implement into their workplace.
It is recommended that CoffeeCapulus implement the password policy and the network design. This is because it will increase the level of security on their network and in their workplace. This will help to prevent any personal information or work from being lost or stolen.
It is also recommended that CoffeeCapulus implement BYOD into their workplace. This is because it will be beneficial to their employees. This is because they will be familiar with the device they are working on which can help them to be more productive.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with some credible sources, though more current ones could be used and reduce the number of websites. Key concepts discussed and referencing convention used.  (Grade mark: 63.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and principles. You have used the IEEE report format. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have written an abstract see report for more feedback. Your report discuss the relevant areas for this assignment; policy, DFD, network design and you have written a conclusion. (Grade mark: 68.75%)
	[bookmark: totalANA]40
	[bookmark: markANA]27.5

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Your practical design works when pinging end devices with LAN. Your routers have been configured with security measures. The wireless router not configure; using default, no security measures considered. Ports not configured on servers.  (Grade mark: 55.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]11

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work could do with some formatting alignment/justify to make it look more professional. Your writing style can be improved. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]64%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
Page 10 of 10

image1.jpeg
Send user back to
login screen.
“"Password does
not meet the
guidlines”

N

Does user
already have a
Password?

No

RN SN

User creates a
Password

Does the
Password meet the
guidlines?

Yes

Password is
created.

User enters

Password

User is logged in.

End




image2.png
® Cisco Packet Tracer - C:\Users\kalan\Documents\Uni\Semester 2\Internet Technology & Security (Carlene)\Assignment\Assignment.pkt -
Fie G Opons Vew Tos Sxemsons e

IiER%0sd @a¢Y QaQaaoBE B8 ?
Qea B/ meg¢mm

S
Loptop-PT. Loptop-PT. Laptop PT ,
BY0D 1 Y002 BY0D3 {
SHARTPHONE.PT  TabPC-FT

‘Smartphone 1 Tablet 1

(] ] )] Seee

1641 2200 26200 | 2811

] ] ] ]

(Select 3 Device to Drag and Drop fo the Workspace)





