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1: Routing:

The task is to configure Windows Server 2022 (B-DC) as a router with Routing and Remote Access Services (RRAS) to forward traffic between the Birmingham and London networks. The Windows Firewall is set to allow ICMP traffic for connectivity testing via ping.
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1.1 Routing in Birmingham Network (Windows Server 2022) B-DC
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Figure 1
This screen shows the Add Roles and Features Wizard inside Server Manager on a Windows Server virtual machine running in VirtualBox. The wizard is on the Select installation type step. Two installation options are displayed:
· Role-based or feature-based installation — used for installing standard server roles and features on a single server.
· Remote Desktop Services installation — used for deploying RDS environments such as session-based desktops or virtual machine–based desktops.
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Figure 2
The screenshot displays the Select server roles step in the Add Roles and Features Wizard, listing available roles such as Active Directory Certificate Services, DHCP Server, DNS Server, File and Storage Services, Print and Document Services, Remote Access, and Web Server (IIS). The highlighted Remote Access role includes support for DirectAccess, VPN, and routing services.
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Figure 3
This screen shows the Select role services step for Remote Access. A pop-up titled Add features required for Remote Access appears, listing components like Group Policy Management, Remote Server Administration Tools, Role Administration Tools, and Windows Internal Database. It features "Add Features" and "Cancel" buttons.
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Figure 4
This screenshot displays the Role Services for the Remote Access role, which includes DirectAccess and VPN (RAS) and Web Application Proxy. On the right, a panel describes routing features like NAT, LAN routing, and RIP, while the wizard steps are on the left.
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Figure 5
The Routing and Remote Access management console in Server Manager shows one server listed under Server Status:
- Server Name: WIN-39R4V6U4UQ0 (local)
- Server Type: Windows Server 2019 Standard Evaluation
- State: Stopped
This means the Routing and Remote Access service is installed but not running.
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Figure 6
This screenshot shows the Routing and Remote Access Server Setup Wizard. The welcome page explains that the wizard will help configure Routing and Remote Access services. Buttons Back, Next, and Cancel appear at the bottom.
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Figure 7
Selecting the type of remote access or routing configuration (VPN, NAT, secure connection, etc.).
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Figure 8
Choosing custom routing and remote access features like VPN, NAT, or LAN routing.
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Figure 9
The screenshot shows a Windows Server virtual machine named BDC in Oracle VirtualBox. It has two open windows: Server Manager displaying network status and Network Connections listing available network adapters. This screen is used to verify network interfaces and configure IP settings in a virtualised environment.
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Figure 10
Configuring NAT by selecting which network interface acts as the public or private side.
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Figure 11
Assigning an IP address, subnet mask, and gateway via command line.[image: ]
Figure 12
This screenshot shows a Command Prompt with the results of the route print command, displaying the IPv4 Route TableThis screen helps diagnose routing behaviour and troubleshoot network connectivity in a virtualised Windows Server environment.
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Figure 13
The screenshot shows the Oracle VirtualBox Manager with virtual machines like B-DC, Client1, and the running L-CD. The Linux terminal displays system messages, network outputs, and routing information, indicating active network processing in the virtual environment.






1.2 Routing in London Network (Debian Server) L -CD
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Figure 14
Viewing Linux network configuration and diagnostic commands.
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Figure 15
Enabling IP forwarding so the Linux system can route packets.
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Figure 16
Checking whether IP forwarding is enabled or disabled.
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Figure 17
Modifying system logging configuration using the Nano editor.

[image: ]
Figure 18
Performing administrative tasks inside the /opt directory.
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Figure 19
Displaying all network interfaces and their configurations.
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Figure 20
Adding a static route to reach another network.
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Figure 21
Viewing all active routes and network interfaces.
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Figure 22
Configuring a static IP address, gateway, and DNS settings.
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Figure 23
Setting up DHCP and static interfaces with custom routing rules.
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Figure 24
The screenshot shows the installation of DNS tools on an LCD VM using `apt install dnsutils`, displaying download and installation logs as part of preparing the Linux system for DNS testing.
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Figure 25
Installing Node.js and related system packages inside a Linux virtual machine for software or network service setup.
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Figure 26
Installing virtualisation-related packages for managing VMs.
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Figure 27
Setting a manual IPv4 address, gateway, and DNS on a Linux VM.

[image: ]
Figure 28
This screenshot shows a Windows virtual machine named Client1 running in VirtualBox. The open window is Internet Protocol Version 4 (TCP/IPv4) Properties, where the user is manually configuring network settings:
· IP address: 192.168.1.10
· Subnet mask: 255.255.255.0
· Default gateway: 192.168.1.1
DNS settings can be automatic or manual. Buttons at the bottom include OK, Cancel, and Advanced… This screen shows typical manual IP configuration for a Windows client.





Task 2 – Domain Server (Birmingham):
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Figure 29
The screenshot shows Windows Server Manager in a VM with the Add Roles and Features Wizard for Active Directory Domain Services. It includes options for Group Policy Management and Remote Server Administration Tools, along with a checkbox for management tools, as part of preparing the server to become a domain controller.
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Figure 30
The screenshot displays a Windows Server VM with the Add Roles and Features Wizard open, prompting to install required features for the DNS Server, including Remote Server Administration Tools. It features buttons for Add Features, Cancel, and Next.
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Figure 31
This screenshot shows the Install button, prompting to add DNS Server management tools with the "Include management tools" checkbox selected, confirming the DNS tools before installation.
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Figure 32
The screenshot displays the Confirm installation selections step in Server Manager, where Active Directory Domain Services and DNS Server are set for installation. A pop-up prompts for permission for automatic restarts with Yes and No options, shown before starting the domain controller installation.
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Figure 33
The screenshot displays the Server Manager Dashboard after installing the AD DS and DNS roles. A yellow notification banner reads: “Post-deployment Configuration” with options to promote the server to a domain controller or add roles and features. The AD DS and DNS sections show status indicators, visible right after domain services installation.
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Figure 34
This screenshot displays the Active Directory Domain Services Configuration Wizard at the Deployment Configuration step, with the option to add a new forest selected. The Root domain name is set to Ehsan.local, indicating it's for a new AD forest.
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Figure 35
The screenshot depicts the Additional Options step of the AD DS wizard, where the NetBIOS domain name is HSAN. Navigation buttons include Previous, Next, Install, and Cancel, confirming the NetBIOS name before installing the domain controller.
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Figure 36
This screenshot shows the Prerequisites Check step, indicating that all checks passed. A warning notes that Windows NT 4.0 clients require a legacy cryptography setting to authenticate. The available buttons are Previous, Next, Install, and Cancel, and this screen appears just before installing AD DS.
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Figure 37
This screenshot displays Internet Information Services (IIS) Manager in a Windows Server VM. The left panel includes Start Page, Server name, and Sites, with the Default Web Site selected. The right panel shows actions like Add Website… and Set Website Defaults…, used for managing web services on Windows Server.
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Figure 38
The screenshot displays the Select server roles step in the wizard, featuring roles such as AD CS, AD DS, DHCP, DNS, File and Storage Services, Remote Desktop Services, Web Server (IIS), and WSUS. The right panel describes Remote Desktop Services for role selection.
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Figure 39
This screenshot displays the Select role services step for Remote Desktop Services, including Connection Broker, Gateway, Licensing, Session Host, and Web Access. The right panel describes Remote Desktop Session Host during RDS component configuration.
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Figure 40
This screenshot shows another instance of the AD DS required features pop‑up, listing:
· AD DS and AD LDS Tools
· AD module for PowerShell
· AD DS Tools
· Snap‑ins and command‑line tools
The checkbox Include management tools is selected. This screen appears when adding AD DS.
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Figure 41
This screenshot shows a DNS Server features pop-up, listing selected DNS Server Tools. It includes Add Features, Cancel, and Install buttons, and appears when adding a DNS Server.
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Figure 42
This pop-up asks: “Do you want to install DNS Server on this computer?” It appears during domain controller setup because AD DS requires DNS. Buttons: Yes and No.
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Figure 43
This screenshot shows the Additional Options step with the NetBIOS domain name EHSAN, verifying the name before installation.
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Figure 44
This screenshot shows the Prerequisites Check. The wizard indicates prerequisites passed and allows installation. This screen appears before finalising AD DS setup.
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Figure 45
This screenshot shows the DNS Manager with the Server Properties window open, displaying IP addresses, forwarders (8.8.8.8, 8.8.4.4), root hints, event logging settings, and advanced DNS options for server configuration.
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Figure 46
This screenshot shows the New Host dialogue in DNS Manager.
The option Create associated PTR record is checked. This screen is used to create a new A record in DNS.
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Figure 47
The screenshot shows a Windows Server VM in Oracle VirtualBox with the DNS Manager open. The left pane displays DNS hierarchy, including Forward and Reverse Lookup Zones, while the right lists DNS records such as Host (A), IPv6 (AAAA), and Name Server (NS), detailing Name, Type, Data, and Timestamp for managing DNS records.
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Figure 48
This screenshot displays the New Zone Wizard in DNS Manager at the Reverse Lookup Zone Name step. The Network ID is set to 10.0.0, creating a reverse lookup zone for IP addresses from 10.0.0.1 to 10.0.0.254, resulting in the zone name 0.0.10.in-addr.arpa. Navigation buttons include Back, Next, and Cancel, which are part of configuring reverse DNS resolution for a network.
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Figure 49
This screenshot shows the final step of the New Zone Wizard in DNS Manager. The wizard confirms successful configuration of a new reverse lookup zone with the following details:
· Name: 1.1.1.1.in-addr.arpa
· Type: Active Directory–integrated Primary
· Lookup zone: Reverse
The wizard advises verifying records and testing name resolution using nslookup. Buttons include Back, Finish, and Cancel. This screen appears after creating a reverse DNS zone.
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Figure 50
This screenshot shows the final step of the New Zone Wizard in DNS Manager. The wizard confirms successful configuration of a new reverse lookup zone with the following details:
· Name: 1.1.1.1.in-addr.arpa
· Type: Active Directory–integrated Primary
· Lookup zone: Reverse
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Figure 51
This screenshot shows the Add Website dialog inside Internet Information Services (IIS) Manager on a Windows Server VM. The configuration fields include:
· Site name: Birmingham.website
· Application pool: Birmingham.website
· Physical path: C:\inetpub\wwwroot

Task 3. Encrypted Connection between Birmingham and London
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Figure 52
After installing the Active Directory Domain Services (AD DS) role, the Server Manager prompts for Post-deployment Configuration. Selecting "Promote this server to a domain controller" configures the server as the Domain Controller, essential for creating the Active Directory environment and centralising management of users, computers, and network resources before deploying services like DNS and DHCP.
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Figure 53
The Active Directory Domain Services Configuration Wizard created a new forest by selecting "Add a new forest" and entering the root domain name ehsan.acca. This establishes the Active Directory structure, creating the root domain to manage all servers, clients, users, and security policies.
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Figure 54
The IIS Manager was opened to confirm the web server installation, showing the configured website alongside the default one. IIS will host the internal website webs.ehsan.acca for secure access by authenticated domain users.
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Figure 55
The Add Roles and Features Wizard in Server Manager installs the Remote Desktop Services (RDS) role, enabling secure remote access to Windows Server for management without physical access.
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Figure 56
The Remote Desktop Services Role Services, including Session Host, Licensing, Connection Broker, and Web Access, were selected during installation. These services enable secure remote connections for authenticated users via a web browser or Remote Desktop client within the domain.

Task 4. User Accounts
	First Name
	Last Name
	SAM Account Name

	Aisha
	Rahman
	a.rahman

	Danial
	Morgan
	d.morgan

	Fatima
	Ahmad
	f.ahmad

	James
	Wilson
	j.wilson

	Sofia
	Khan
	s.khan
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Figure 57
This command configures the Windows machine to act as a network router. It allows the system to forward network traffic between different network interfaces or subnets.
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Figure 58
shows the process of creating a new Organisational Unit (OU) inside Active Directory Users and Computers on a Windows Server virtual machine
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Figure 59
This command is to temporarily unlock PowerShell so you can run scripts that would otherwise be blocked by Windows security.
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Figure 60
This script is to automatically create multiple new user accounts in Active Directory at once.
Task 5. Domain Membership
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Figure 61
The command on this screen is to test and verify network Domain Name System (DNS) resolution between a client computer and a domain controller.
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Figure 62
The command on this screen verifies that the Domain Controller is properly advertising its Active Directory services on the network.
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Figure 63
The action on this screen is to apply a new computer name to the network client.
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Figure 64
The purpose of the action on this screen is to join the client computer to a Windows Active Directory domain.
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Figure 65
The action on this screen is to authenticate and authorise the addition of the client computer to the domain.
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Figure 66
The command on this screen is to verify the identity and domain status of the currently logged-in user account.
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Figure 67
The purpose of this screen is to verify that the client computer successfully joined the Active Directory domain.


Task 6. DHCP Server
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Figure 68
Install the DHCP Server role onto the Windows Server.
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Figure 69
This screen is to monitor the live installation progress of the DHCP Server role and its administration tools.
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Figure 70
Launch the Post-deployment Configuration wizard to finalise the setup of the DHCP Server role.
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Figure 71
The purpose of this screen is to provide the necessary network permissions to authorise the DHCP server in Active Directory.
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Figure 72
Confirm the successful completion of the DHCP post-installation security configuration.
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Figure 73
Restart the DHCP Server service using the Windows Services management console.
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Figure 74
The purpose of this screen is to configure DNS Forwarders on the Windows Server.
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Figure 75
The purpose of this screen is to launch the New Scope Wizard within the DHCP console.
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Figure 76
Name and describe the new DHCP scope.

6.3 Verify Automatic IP Address Allocation
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Figure 77
Set the DHCP scope’s IP address range for automatic client addressing.
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Figure 78
Add the router/default gateway that DHCP clients will use.

Task 7. Test and Troubleshoot

1: Verify IP Address Configuration
2: Test Connectivity Using Ping

Task 8. Disk Drive
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Figure 79
Creating a new virtual machine and selecting OS type/version.
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Figure 80
Configuring virtual machine storage disks and ISO attachments.
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Figure 81
Creating a new DNS host (A) record and optional PTR record.
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Figure 82
Logging into a Windows domain using domain credentials.
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Figure 83
Formatting a new disk partition and selecting file system options.
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Figure 84
Managing files stored on a server drive inside a Windows Server VM.
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Figure 85
Choosing a user or group to assign permissions to a file or folder.
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Figure 86
Sharing a folder on the network and assigning access permissions.
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[2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
Linksether brd
altname enxe80027ha771f
inet /24 brd scope global dynamic noprefixroute enpes3
valid_lft 83tesec preferred Lt 75510sec
inetg /64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 86307sec preferred_Lft 14307sec
inetg /64 scope global dynamic mngtmpaddr proto kernel_ra
valid_lft 86186sec preferred_Lt 14186sec
inetg /64 scope link
valid_lft forever preferred_lft farever
[3: enposB: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
Linksether brd
altname enx08002786e295
inet /24 brd scope global enpess
valid_lft forever preferred_lft farever
inets /64 scope Link proto kernel_LL
valid_lft forever preferred_lft farever
j4: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
Link/ether brd
altname enx080027ce8859
inet /29 brd scope global enpes3
valid_1ft forever preferred_lft farever
inets /64 scope Link proto kernel_LL
valid_lft forever preferred_lft farever
rooteLCD: “#
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valid_lft 86307sec preferred_Lft 14307sec
inetg /64 scope global dynamic mngtmpaddr proto kernel_ra
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inetg /64 scope link
valid_lft forever preferred_Lft forever
© enposi: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default glen
Linksether brd
altname enx08002786e295
inet /24 brd scope global enpess
valid_lft forever preferred_Lft forever
inets /64 scope Link proto kernel 11
valid_lft forever preferred_Lft forever
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Link/ether brd
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inet /29 brd scope global enpes3
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inets /64 scope Link proto kernel 11
valid_lft forever preferred_Lft forever

dev enpsa proto dhcp src metric 1002
dev enpass proto kernel scope link src

dev enpos3 proto dhop scope link src metric 1002
dev enpesé proto kernel scope link src
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Tnstalling dependencies:

sugzested packages:
firewalld

File Home .
Upgrading: @, Installing: 5, Removing: @, Not Upgrading: ¢
Download size: 458 kB

Space needed: 2,799 kB / 17.6 GB available

1 http://deb.debian.org/debian trixie/main amded libipdtce amded 1.8.11-2 [20.0 kB]
2 http://deh.debian.org/debian trixie/main amdsd libipetce amdsd 1.8.11-2 [20.3 kB]
3 hittp://deb.debian.org/debian trixie/main amdsd libnfnetlinke amded 1.0.2-3 [14.4 kB]
4 hittp://deh.debian.org/debian trixie/main amdsd libnetfilter-conntrackd amded 1.1.0-1 [42.1 k8]
S hittp://deh.debian.org/debian trixie/main amdsd iptables amded 1.8.11-2 [361 kB]
Fetched 458 kB in 8s (4,115 kB/s)
selecting previously unselected package libipdtce:amdsd.
(Reading datahase ... 34240 files and directories currently installed.)
Preparing to unpack .../libipdtce_1.8.11-2_amds4.deb ...
Unpack ing 1ibipétce:amdse (1.8.11-2)
selecting previously unselected package libip6tce:amdsd.
Preparing to unpack .../libip6tce_1.8.11-2_amdsd.deb ...
Unpacking libipetce:amdsd (1.8.11-2)
select ing previously unselected package libnfnetlinke:amded.
Preparing to unpack .../libnfretlinke_1.0.2-3_and6dé.deb ...
Unpacking libnfretlinko:amdsd (1.9.2-3)
[select ing previously unselected package libnetfilter-conntrack3:amdss.
Preparing to unpack .../libnetfilter-conntrack3_1.1.0-1_ande4.deb ...
Unpack ing 1ibnetfilter-conntrack3:amd6e (1.1.6-1)
select ing previously unselected package iptables.
Preparing to unpack .../iptables_1.8.11-2_anded.deb ...
Unpacking iptables (1.8.11-2) ...
[setting up libipdtc2:amded (1.8.11-2)
setting up libiptc2:amded (1.6.11-2) ...
[setting up libnfnetlinke:amdsd (1.0.2-3) ...
setting up Libnetfilter-conntrack3:amded (1.1.0-1)
setting up iptables (1.8.11-2)
update-alternatives: using susr/shin/iptables-legacy to provide /usr/shin/iptables (iptables) in auto mode
undate-alternatives: using /usr/shin/ipgtables-legacy to provide /usr/shin/ipetables (ipstables) in auto mode
update-alternatives: using susr/shin/iptables-nft to provide /usr/shin/iptables (iptables) in auto mode
update-alternatives: using susr/shin/ipstables-nft to provide susr/shin/ipstables (ipétables) in auto mode
update-alternatives: using susr/shin/arptables-nft o provide susr/shin/arptables (arptables) in auto mode
update-alternatives: using susr/shinsebtables-nft to provide /usr/shin/ebtables (ebtables) in auto mode
Processing triggers for man-db (2.13.1-1) ...
Processing triggers for libc-bin (2.41-12+deh13u3)
rooteLcD:“# apt install iptables -y_
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2 http://deh.debian.org/debian trixie/main amdsd libipetce amdsd 1.8.11-2 [20.3 kB]
3 hittp://deb.debian.org/debian trixie/main amdsd libnfnetlinke amded 1.0.2-3 [14.4 kB]
:4 http://deb.debian.org/dehian trixie/main amded Libnetfilter-conntrack3 amded 1.1.0-1 [42.1 kB]
:5 http://deb.debian.org/dehian trixie/main amded iptables amdsd 1.8.11-2 [361 kB
Fetched 458 kB in 8s (4,115 kB/s)
selecting previously unselected package libipdtce:amdsd.

(Reading database .

Preparing to unpack .

Unpack ing 1ibipstce

. 34240 files and directories currently installed.)
-/libip4tc2_1.8.11-2_anded.deb ...
ande4 (1.8.11-2)

selecting previously unselected package libip6tce:amdsd.

Preparing to unpack
Unpack ing 1ibipetce

-/libipbtc2_1.8.11-2_anded.deb ...
64 (1.8.11-2)

select ing previously unselected package libnfnetlinke:amded.

Preparing to unpack .

./libnfetlinke_1.0.2-3_amdsd. deb ...

Unpacking libnfretlinko:amdsd (1.9.2-3)
[select ing previously unselected package libnetfilter-conntrack3:amdss.

Preparing to unpack .

./libnetfilter-conntrackd_1.1.0-1_anded.deb ...

Unpack ing 1ibnetfilter-conntrack3:amd6e (1.1.6-1)
select ing previously unselected package iptables.
Preparing to unpack .

-/iptables_1.8.11-2_and6d.deb ...

Unpacking iptables (1.8.11-2)

setting up libipdte
setting up libipstc

mied (1.6.11-2)
mded (1.8.11-2)

Setting up Libnfnetlinke:andsd (1.0.2-3) ...
[Setting up libnetfilter-conntrack3:amd64 (1.1.6-1)

setting up iptables
update-alternat ives
update-alternat ives

undate-alternat ives:

update-alternat ives
update-alternat ives
update-alternat ives:
Processing triggers
Processing triggers

(1.8.11-2)

using susr/shin/iptables-legacy to provide /usr/shin/iptables (iptables) in auto mode
using susr/shinipstables-legacy to provide /usr/shin/ipstables (ipstables) in auto mode
using susr/shin/iptables-nft to provide /usr/shin/iptables (iptables) in auto mode
using susr/shin/ipstables-nft to provide susr/shin/ipstables (ipétables) in auto mode
using susr/shin/arptables-nft to provide susr/shin/arptables (arptables) in auto mode
using susr/shinsebtables-nft to provide /usr/shin/ebtables (ebtables) in auto mode

for man-oh (2.13.1-1) ...

for libc-hin (2.41-12+deb13u3)

rooteloo:# iptables -t nat -A POSTROUTING -0 enpds3 - j MASQUERADE
rootaLCD:“# iptables -A FORWARD -i enp@s -o enpos3 - ACCEPT
rooteLoD: “# iptables -A FORHARD -1 enpes3 -o enpess -m state --state RELATED,ESTABLISHED -j ACCEPT
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