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Cybersecurity risks in UK care homes using digital care records

Introduction 
This report explores the issue of cybersecurity risks in UK care homes that use digital care records. Many care homes are moving from paper files to electronic systems to improve efficiency, accuracy, and information sharing. However, this also creates new risks if data is not properly protected. The report will identify who is affected by these risks, explain why the issue matters for residents, staff, and organisations, and outline how a small research project could be designed to study it. It will also discuss suitable research methodologies, data collection approaches, and reflect on my reasons for choosing this topic.

Selection of a research topic 
The research topic I have chosen is cybersecurity risks in UK care homes using digital care records. In recent years, many care homes have adopted electronic care planning systems and digital records to store information about residents’ health, medication, and personal details (NHS Transformation Directorate, 2022). While these systems can improve communication and reduce errors, they also create vulnerabilities if cybersecurity is weak. For example, care homes may be at risk of data breaches, ransomware attacks, or unauthorised access to sensitive information (National Cyber Security Centre, 2023).
This issue affects several groups. Residents are directly affected because their personal and medical information must be kept confidential and secure. A data breach could damage their privacy, dignity, and trust in the service. Staff and managers are affected because they are responsible for using digital systems safely and following data protection rules. If systems fail or are attacked, staff may struggle to access important information needed for safe care. Care organisations are also at risk of financial loss, reputational damage, and regulatory action if they do not protect data properly (Care Quality Commission, 2023). Finally, families and regulators are concerned that poor cybersecurity could undermine confidence in digital care.
I chose this topic because it combines digital skills, data protection, and real‑world care practice. It is also a current and growing issue, as more care homes move to digital systems but may not always have strong IT support or staff training (Skills for Care, 2023). I am interested in how care homes can balance the benefits of digital records with the responsibility to keep information safe. This topic also links to my wider interest in quality and safety in health and social care, and it allows me to think about how research could help improve practice in this area.

Evaluating information sources 
For this report, I have identified and evaluated several credible sources that discuss cybersecurity, digital records, and data protection in health and social care. Here, I will focus on three key sources and explain how they support my topic, as well as highlight some gaps.
The first source is guidance from the National Cyber Security Centre (NCSC) on cybersecurity for health and social care organisations. The NCSC (2023) provides practical advice on protecting systems from cyberattacks, including using strong passwords, updating software, backing up data, and training staff. This source is useful because it is produced by a UK government‑backed body specialising in cybersecurity, which makes it highly credible and authoritative. It is directly relevant to my topic because it explains common cyber threats, such as phishing and ransomware, and how they can affect organisations that hold sensitive data. However, the guidance is quite general and not focused specifically on care homes, so there is a gap in understanding how smaller providers with limited resources apply this advice in practice.
The second source is a report from the Care Quality Commission (CQC) on the use of digital records in adult social care. The CQC (2023) discusses how digital systems can improve care quality but also warns that providers must ensure data security and comply with data protection laws. This source is valuable because the CQC is the regulator for health and social care in England, and its reports are based on inspections and evidence from real services. It supports my topic by showing that digital records are becoming more common in care homes and that cybersecurity is part of the “well‑led” and “safe” domains. A limitation is that the report focuses more on overall digital maturity and less on detailed cybersecurity incidents, so it does not fully explore the experiences of staff dealing with cyber risks.
The third source is guidance from the Information Commissioner’s Office (ICO) on data protection in health and social care. The ICO (2021) explains legal responsibilities under the UK GDPR and Data Protection Act, including the need to keep personal data secure, limit access, and report serious breaches. This source is important because it highlights the legal consequences of poor cybersecurity, such as fines or enforcement action. It supports my topic by showing that care homes must treat cybersecurity as part of their legal duty to protect residents’ information. However, the guidance is written in a legal and technical style, which may be challenging for some care home staff to interpret without additional training.
Other useful sources include Skills for Care (2023), which discusses digital skills and training needs in adult social care, and NHS Transformation Directorate (2022), which looks at digital social care records. These sources highlight that staff confidence and training are key factors in using digital systems safely. Overall, the literature shows that cybersecurity is recognised as important, but there is a gap in research specifically focused on how care homes manage cyber risks day‑to‑day, and how staff experience and understand these issues. This gap suggests that a small research project exploring staff perspectives in care homes could be valuable.

Research methodologies 
Research methodology refers to the overall approach used to study a topic. The three main types are quantitative, qualitative, and mixed‑methods research.
Quantitative research focuses on numerical data and often uses surveys, questionnaires, or existing statistics. It can be used to measure how common a problem is or to compare groups (Bryman, 2016). For example, a quantitative study on cybersecurity in care homes might use a survey to measure how many providers have experienced a cyber incident in the last year.
Qualitative research focuses on words, experiences, and meanings. It often uses interviews, focus groups, or observations to explore people’s views in depth (Creswell, 2018). A qualitative study on my topic might involve interviewing care home managers and staff about their experiences of using digital records and their concerns about cybersecurity.
Mixed‑methods research combines both quantitative and qualitative approaches in one study. This can provide a more complete understanding of a topic by using numbers and detailed experiences together (Creswell, 2018).
For my future study on cybersecurity risks in care homes, I would choose a qualitative methodology. This is because I am interested in how staff and managers understand cybersecurity, what challenges they face, and how confident they feel using digital systems. These are questions about experiences and perceptions, which are better explored through interviews or focus groups rather than just numbers. Qualitative research would allow participants to describe real situations, such as near‑misses, training gaps, or worries about data breaches. This approach fits the aim of understanding the issue in depth and could help identify practical improvements for training and support in care homes.


Data collection 
Data collection refers to how information is gathered for a research project. Primary data is data collected directly by the researcher for a specific study, such as through surveys, interviews, or observations (Bryman, 2016). Secondary data is data that already exists and was collected by someone else, such as reports, statistics, or previous research articles.
For my research on cybersecurity risks in care homes, I would choose to use primary data, collected through semi‑structured interviews with care home managers and staff. This would allow me to ask open‑ended questions about their experiences with digital care records, training, and any cyber incidents or near‑misses they have encountered. Primary data is suitable because there is limited detailed research on how staff in care homes personally experience cybersecurity issues, and interviews would provide rich, first‑hand insights.
The advantages of using primary qualitative data include the ability to explore the topic in depth, ask follow‑up questions, and focus specifically on care homes rather than the wider health sector (Creswell, 2018). It also allows the researcher to clarify meanings and ensure that the data collected is directly relevant to the research question. However, there are also challenges. Collecting primary data is time‑consuming, and it may be difficult to recruit participants due to workload pressures in care homes. There are also ethical considerations, such as ensuring confidentiality and protecting sensitive information about cyber incidents (ICO, 2021). Despite these challenges, I believe primary qualitative data would be the most appropriate choice for understanding the real‑life experiences and concerns of staff and managers regarding cybersecurity in digital care records.

Conclusion 
In summary, this report has explored the issue of cybersecurity risks in UK care homes that use digital care records. The topic is important because it affects residents’ privacy, staff responsibilities, and organisational safety. By reviewing credible sources, I identified that while guidance exists, there is limited research focused specifically on care homes. I proposed a qualitative research approach using primary data from interviews with staff and managers to explore their experiences and challenges. This small‑scale study could help care homes and policymakers better understand how to support digital safety in practice and strengthen cybersecurity in adult social care.
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