Research and case scenario in data security and compliance
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[bookmark: _Toc153120051]Task 1
[bookmark: _Toc153120052]Abstract:
The abstract should provide a concise summary of the research paper's main objectives, methodology, and key findings.

[bookmark: _Toc153120053]1. Introduction:

Introduce the importance of cryptography in modern organizations.
Present the scope and objectives of the research.
Provide an overview of the structure of the paper.
[bookmark: _Toc153120054]2. The Need for Secure IT Environments:

Explain why modern organizations are vulnerable to cyber threats.
There are several reasons why organizations are vulnerable to cyber-attacks, from the employees that work there, the technology used to cyber criminals getting better and more skilled. The employees can be a risk to organisations because of an inside threat where one or more employees turn their back on the company by using their privilege and inside information to leak secret or sensitive information, or to create a back door or exploit sensitive areas of the network for then an outside hacker to then exploit. A vulnerability could also arise due to human error this can also be known as unintentional insider threat. Human error commonly occurs when people do not properly secure their credentials allowing hackers to get a hold of it. Human error can also occur on site when employees don’t shut and secure the door behind them or log out on a workstation when they are finished, both these allows the attacker to gain physical access to their systems. [1]

Discuss the potential consequences of security breaches.
If a company does not do enough to protect their data it can results in it being leaked and spread online, this is known as a security breach. When a security breach occurs it can result in lots of damage to the company and its customers. Financial loss is one of the most immediate and hard-hitting consequences they must deal with. This can include compensation to any or all customers, having to set up an incident response effort, they will have to investigate the issue which will also take up time as well as money, investing and setting up new security measures and dealing with any regulatory penalties by GDPR (general data protection regulation). Besides financial it also affects the reputation of the company as news travels fast once it gets out. The results in loss of trust with the consumer and along with the negative press, it can cause irreparable damage as well as long term damage to attracting customers or hiring new employees. [2]
Emphasize the critical role of IT systems and infrastructure in organizational operations.
IT systems and infrastructure play a critical role in keeping a business in success. Some of the top benefits of IT infrastructure include; an increase in productivity will allow teams to work together more efficiently, having features like a low-latency network help to decrease downtime and mitigate the delays and responses between devices on the network, streamlining the communication between each other. Security is also a very crucial benefit of infrastructure as it will offer protection against most basic attacks as well as some harder attacks that could cause problems. Having a comprehensive infrastructure will predict and minimize any current security risks which will reduce the amount of fallout and damage if it does happen. It also applies to staff, employees, and the company in protecting the data management systems, and the recovery and backups storage. [3]
[bookmark: _Toc153120055]3. Protection:

Discuss the use of cryptographic techniques to protect sensitive data and communication.
Encryption has a very crucial role in protecting data, sensitive information, and communication. The best way to secure data is to encrypt it using mathematical concepts and rule-based calculations or algorithms to hide a message that is the harder to decipher. The most important part in privacy is, confidentiality as it is necessary to securing personal information. Encryption is therefore the only way to properly make sure that information is secure while at rest or in motion. This ensures that if the data does get intercepted the unauthorised individual will not be able to use it while it is encrypted. Other techniques to protecting data involve, authentication where digital certificates are handed out by trusted authorities to help authenticate website and to establish a secure connection. Having secure communication channels like a VPN, these help to create secure channels over public networks by encrypting data before it is sent over. Another technique like VPNs are secure messaging apps that use end-to-end encryption where only the sender and receiver can read the message contents. [4]
Explain encryption methods, including symmetric and asymmetric encryption.
There are several methods of encryption but the most common are symmetric and asymmetric encryption. Symmetric works by only using one key for encryption and decryption of data. When using symmetric encryption the devices in communication must exchange a key for the decryption process to take place. Symmetric start by generating a key by using a random string of characters and number that have been generated by a secure random number generator. It then encrypts the readable data by using a block algorithm, which encrypts the data a set number of bits at a time and stores it in the systems memory until it has all been encrypted which it then sends to the recipient at once. Or it could use a stream algorithm which encrypts the data then sends it straight to the recipient without storing it in memory, it will keep sending the data until it has all been encrypted and sent over [5]. Asymmetric encryptions also known as public key encryptions uses two related keys to encrypt and decrypt data. When someone wants to send data to you the recipient, they would grab the recipient public key which they can find in a public directory, encrypt the data with the public key then the sender would send the encrypted data over for which the recipient would uses their private key to decrypt the encrypted message. This ensure that only the recipient of the message can view it as they are the only one able to decrypt with their private key. [6]
Provide examples of how encryption is applied in practice.
Some examples of how encryption is used are; secure communication using end to end encryption typically found in messaging apps. Secure web browsing, the most used methods are secure socket layer (SSL) and transport layer security (TLS) encryption which encrypt data while it is being transmitted from the web browser to the servers. Secure email communication uses pretty good privacy (PGP) and S/MIME to encrypt the content and provide a digital signature to verify the integrity of the files. File level encryption uses software like BitLocker or FileVault depending on what operating system is currently in use, these software’s allow you to encrypt an entire driver or specific files making them inaccessible for those who do not have the key. Wi-Fi encryption uses the Wi-Fi protected access 3 (WPA3) protocol as it provides stronger encryption for wireless networks. Secure voice and video calls uses a voice over IP (VoIP) encryption which prevents eavesdropping and unauthorized access. File sharing, secure file transfer protocols (SFTP) and HTTPS services are used for secure file transfers by encrypting data before transmission.
[bookmark: _Toc153120056]4. Detection:

Explore techniques for detecting security breaches and anomalies in IT systems.
Companies need to use many tools to prevent security breaches in their system, but first they need to detect that there is a breach otherwise they could be hacked into without being aware of it happening, until it is too late to react. They are several techniques that can be used to detect breaches from hardware to software. Next generation firewalls (NGFW) combined traditional firewalls capabilities with more advanced capabilities. They include applications awareness which can filter traffic and apply complex rules based on application. Deep-packet inspection which allows the firewall to inspect the data within the packet. Intrusion prevention system (IPS) which can look at for malicious activity on a network and block it when necessary. Greater performance, they can help with monitoring large amounts of traffic with having to slow down [7]. Another technique for preventing breaches is to have a data leakage prevention (DLP). DLP software allow rules and protocols to be established when accessing sensitive information when can they prevent unauthorized user from sharing the data in a malicious way.
Discuss intrusion detection systems, network monitoring, and log analysis.
There are a few methods for detecting malicious activity on a network. The first is an intrusion detection system (IDS) which monitors traffic on a network for any malicious activity or policy violations. If it does find something that could be a threat it will report it to an event management system. There are some IDS which can respond to the detection, and these are classified as an intrusion prevention system (IPS). The second method you could use to detect malicious activity is to use a network monitoring system, this tool can help track network activity, such as traffic, bandwidth usage, uptime as well as provide status reports on any device that is connected to the network. The final method is logging analysis, this is a process that shows the visibility of performance and the health of IT systems. This is done through the interpretation of the log files that are created by networks, OS, applications, servers, and other components. Log files typically contain time series data that is streamed or collected and stored for later use.
Highlight the importance of real-time threat detection.
Real time threat detection is used by organizations to identify and mitigate any suspicious activity happening and can deal with it in real time while maintaining minimal impact on the operation. There are several benefits that come with using real time threat detection. The main advantage to using it, is the rapid detection and response as this would deal with any threats as they occur this also minimizes any potential risk it would have brought with them. Another advantage it brings with it is the adaptiveness and intelligence of the detection system. Most real time threat detection system will use AI and machine learning, which will be able to adapt and learn to new threats as they occur. The system includes analysis capabilities which allows them to learn from new attack patterns and continuous improvement to their detection algorithm without the need for interruption. [8]
[bookmark: _Toc153120057]5. Reaction:

Examine the strategies and procedures for reacting to security incidents.
When a security issue occurs there are steps that must be followed, one of the most used incident response frameworks are national institute of standards and technology (NIST) and the SANS institute. Both follow a similar structure from step 1; preparation, having a team ready with the right skills, and an appointed team leader, this is so they can get straight to work on the incident. For a smaller business or less serve threat the SOC team or management should be able to manage it. Step 2 is detection and analysis or identification. The security team should be aware that an incident is or has happened based on several indicators. Anti-malware programs, file integrity checking software, users or staff reports it in or logs and any audit related data. Step 3 is containment, eradication, and recovery. Once you have detected an incident you need to find the source then contain it and any damage it has done, this could mean disabling network access for any infected devices, reset passwords for breached accounts, or block accounts for any insiders that cause the incident. along with containing the threat, the team should also back up all affected system for forensics later. After containing the threat the team would have to perform system or network validation to check all system operate as normal, followed by rechecking any compromised components. The last step is post-incident activity, this is where you examine any lessons learned to prevent future incidents. This could include patching vulnerabilities, training employees, or rolling out better technologies for better monitoring. [9]
Emphasize the importance of swift and effective incident response.
It is important for a business to have an effective incident response team, because if it is not dealt with quick enough the business can fall. Several reasons for having a quick and effective response team are as follow. Minimize damage, a quick response prevents the escalation of the threat, having rapid contamination measures prevents the threat from spreading and having to deal with compromised devices. Reduced downtime, quickly restoring systems to normal operations, which maintains continuity and avoids interruptions. Protecting sensitive information, having quick contamination reduces the chances of unauthorised access. Preserving trust and reputation, demonstrates a commitment to security and can help preserve trust. Meeting legal and regulatory requirements, having a swift response team avoids any legal consequences and financial penalties. [10]
[bookmark: _Toc153120058]6. Safeguarding Applications:

Describe how cryptography is used to secure applications and software.
Cryptography is a fundamental tool used within applications and software to protect data from unauthorized individuals and ensure file confidentiality, integrity, and authenticity. Cryptography is used in many applications from the internet with transport layer security (TLS) which ensure that the communication between the browser and a server are protected. Along with TLS many applications use end to end encryption especially when sensitive data like, banking information, is being moved in transit. To software with file encryption or hashing, this makes sure any sensitive data at rest more secure. [11]
Highlight the role of digital signatures and certificates.
Digital signatures are another way to secure and protect data, they work by using a mathematical technique to validate the authenticity and integrity of a digital document. They are many reasons why someone or a business might use a digital signature over something else. Its time saving since everyone in the deal does not have to plan and meet somewhere to sign a document, instead all they must do is send the document over. Another benefit is that it is cheaper, since if correctly implemented the use of paper, ink, printers, scanners and sometimes couriers. It provides a better experience as its fast and has enhanced security compared to alternatives [12].
[bookmark: _Toc153120059]7. IT Systems and Infrastructure:

Analyse the role of IT systems and infrastructure in supporting cybersecurity.
Discuss the importance of network security, hardware security modules, and secure configurations.
[bookmark: _Toc153120060]8. Conclusion:

Summarize the key findings and their significance.
Provide recommendations for modern organizations to enhance their cryptographic security measures.


[bookmark: _Toc153120061]Part 2
[bookmark: _Toc153120062]Executive Summary
StresSolution (SS) is venturing into establishing a new Information Security Unit to proactively address cyber threats and enhance the overall security posture of the organization. This report outlines a comprehensive approach to meet the needs of the new unit, encompassing organizational structure, policies and procedures, compliance, governance, strategic planning, risk management, contingencies planning, and protection mechanisms.

[bookmark: _Toc153120063]1. Organizational Structure/Chart (200 words)
[bookmark: _Toc153120064]1.1 Chief Information Security Officer (CISO)
Responsible for strategic decision-making and overall information security leadership.
A key member of staff needed for setting up a new security unit or business is a Chief Information Security Officer (CISO). A chief information security officer will usually lead and focus on the development of the information security program within the unit. This staff member will be involved in protecting several organizations assets like applications and software. All businesses need a security leader who will look over the organization assets, however that person doesn’t necessarily need the title of a CISO. For small and startup organizations it is more effective to outsource a CISO role. [13]
[bookmark: _Toc153120065]1.2 Information Security Managers/Officers
Implementing security measures, monitoring threats, and ensuring compliance.
Another key member of staff for a security unit is an Information security manager. A security manager specializes in protecting data and systems within an organisation network by setting up defences and responding to any security breaches. Any information security manager role is building, maintaining and updating cyber security; however they are also responsible for monitoring network operations and internal and external policy this makes sure there is no suspicious activity occurring. They are also responsible for maintaining and implementing new security tools and technologies.
[bookmark: _Toc153120066]1.3 Security Analysts
Involved in day-to-day monitoring, incident response, and vulnerability assessments.
Like a security manager is a security analyst who role is to protect an organization network, systems and databases from any potential cyber-attacks or data breaches. The job of a security analysts is to monitor various security systems from physical, software and networks this also involves working alongside other teams when developing new systems tools. Along with actively protecting the system they also need to be aware a new emerging threat often done by communicating with outside sources. [14]

[bookmark: _Toc153120067]2. Policies and Procedures (400 words)
[bookmark: _Toc153120068]2.1 Information Security Policy
Defines acceptable use, data classification, and security responsibilities.
Once there are key staff available, policies and procedures need to be put in place to dictate resources are managed. One of these policies is an information security policy which dictates how information technology assets and resources are used, managed, and protected. When creating a policy, the unit needs to reflect on unique aspect of the operation and threats related to the current industry. Along with managing the industry policy, the unit needs to apply policies based on the region, which may have its own local regulation or extreme weathers. The policy will still have to be based around how the organization manages its operation and whether it needs to include policies for remote offices, field staff or any contract workforce.
[bookmark: _Toc153120069]2.2 Incident Response Plan
Outlines steps for addressing security incidents promptly and effectively.
When setting up a security unit, one of the important features is to set up an incident response (IR) plan. This is a document that highlights the procedures and steps for when an incident occurs. Some key features that are included in the plan include, activities in each phase, roles and responsibilities, communication between the incident response team. The procedure of an incident response plan involve; preparation, compile a list of IT assets and their importance. Setup monitoring to identify abnormal activity. Create response steps for common incidents. The next stage of the plan is detection and analysis, detection involves collecting data from various sources and identifying precursors and indicators. Then analysis involves checking if any suspicious activity occurs which is defined by the severity and type. Once an incident has occurred, you will need to contain the threat to prevent any further damage and limit its effect, then eradicating the threat after trapping it. After the threat has been dealt with, the post-incident recovery starts which involves improving the system on the weaknesses that the incident occurred in. [15]
Diagram of response plan
[bookmark: _Toc153120070]2.3 Access Control Policy
Defines user access levels and permissions.
Along with protection from outside threats you also need to protect information and data from within the organisation. Access control policy helps with this by limiting access to information to the right people who need to use it. Having a properly setup access control policy allows you to be in compliant with data privacy laws preventing any legal issues. The key reasons to have an access control policy is security of data and privacy as it makes sure unauthorized people don’t have access to data they shouldn’t have. It can also help with identifying the cause of a security breach because it can keep track of who has access to what information.
[bookmark: _Toc153120071]3. Compliance (Laws and Ethics) (200 words)
[bookmark: _Toc153120072]3.1 Regular Audits
Periodic assessments to ensure compliance with data protection laws and industry standards.
To ensure long term success you should have scheduled audits. Having regular audits are crucial for making sure the organisations practises are in line with data protection laws, industry standards and internal policies. Key aspects of audits include; risk identification by identifying potential vulnerabilities and risk in the security systems by measuring its effectiveness and identifying areas of improvement. It also verifies whether employees and stakeholders are following any security policies and procedures that have been put in place, this makes sure security systems has been implemented as intended. By performing regular audits the organization can continue to form and maintain strong security procedures. Not only does it help with preventing security incidents, but also demonstrates compliance and risk management to stakeholders and regulatory bodies.
[bookmark: _Toc153120073]3.2 Employee Training
Regular training sessions on data protection laws and ethical standards.
Your organisation should have regular training sessions on law and ethical standards. The topics that should be covered will depend on any recent events, but should overwise cover; data protection law, ethical standards and conduct, confidentiality and privacy, security and best practices, incident response and reporting, compliance requirements. An important factor for training employees is the method used, this will depend on the topic and how in depth you want to be with it. Some of the methods involve; giving real life examples and case studies, encourage open discussion and debates, giving out learning materials and creating interactive activities, quizzes and assessment. [16]
[bookmark: _Toc153120074]4. Governance and Strategic Planning for Security (400 words)
[bookmark: _Toc153120075]4.1 Security Governance Framework
Defines roles and responsibilities of different stakeholders.
Each organisation needs a hierarchy structure for the roles within the organisation, however the hierarchy structure can vary based on the organisation needs, size, industry and regulations. Generally the structure for the roles within an organisation follows a similar pattern; executive leadership team, their main role and responsibilities are to make sure there are resources and support for programs available and to make sure things stay aligned with the business’s goals. Next on the hierarchy chart is the chief information security officer (CISO) whose role and responsibilities are to oversee the security program by aligning with business objectives and ensuring effectiveness of security measures. Followed by the information security managers/officers whose role is to manage and implement security features and their responsibilities is to oversee certain security domain, managing security incidents and making sure everything is allowed within the policies. Further down the hierarchy is the IT administrators, their job within the organization is to maintain the security of the IT infrastructure like configuring and managing security technologies, releasing patches and enforcing access control. Coming from the executive leadership team is a senior human resources (HR) executive, this is where HR staff report to. HR role in the organization is making sure that security is part of the employee lifecycle, by doing background checks, managing access control and talking about security policies to employees.
(diagram)
[bookmark: _Toc153120076]4.2 Strategic Security Plan
Aligns security initiatives with business objectives for a proactive approach.
Having a security plan helps an organization by being prepared for attacks and threats by covering a wide range of situations. Security leaders and executives should have a great amount of knowledge about their organization as this will greatly impact the security program. To ensure the best security, business should integrate some of the following points into the security plan; by recognising ever changing strategies used by attackers you can in front of them and prevent future attacks. Understand the attackers’ motivations for the attacks and find out where there attacking, also the tools and methods used that way you know what to defend from and know the strengths and weaknesses so you can prepare accordingly. Keep up the pace on new emerging threats, and plan on new strategies for these threats also review and prioritise the threats so you can understand how it works. Share new information about threats with others, develop and take part in a network of security professionals from similar organizations. Having a security plan available is critical to protecting and managing risks effectively since it involves lots of resources and times. To get the most out of the security plan you will need to fully understand the operation and focus on how the security plan can improve the organization. [17]
[bookmark: _Toc153120077]5. Risk Management (200 words)
[bookmark: _Toc153120078]5.1 Risk Assessment
Regularly assesses the organization's risk landscape.
Performing a risk assessment will allow an organization to do a simulated and controlled attack from the perspective of an attacker, this can help identify, assess and implement security controls in the weak areas of the network. The steps to having a successful risk assessment are; identify critical assets and create a risk profile for each one. Next step is assessment, determine an approach to assess the critical assets then analyse between assets, threats, vulnerabilities and mitigation controls. Once an approach has been determined, define a mitigation strategy to use and enforce security controls for each risk identified. After the attack has taken place, determine what the best prevention method is to use to prevent further attacks.
[bookmark: _Toc153120079]5.2 Risk Mitigation Strategies
Implements measures to reduce identified risks to an acceptable level.
When performing a risk assessment you need to think about what risk mitigation strategy is going to be used, that way it will minimize the harm and damage done. Depending on the circumstances will depend on what type of risk mitigation is used. Risk acceptance is when you acknowledge the risk and face the consequences. The opposite  is risk avoidance where you completely avoid any chance of risk. Risk transfer is when you give the full responsibility of the risk onto another party. Slightly similar is risk sharing is where the risk is shared across several parties where each party shares the risk equally.
[bookmark: _Toc153120080]6. Contingency Planning (200 words)
[bookmark: _Toc153120081]6.1 Business Continuity Plan (BCP)
Outlines how the organization will continue operations during and after a disruption.
When a disaster occurs, you need to be ready for it so you can get back to full operations, that’s what a business continuity plan (BCP) is for. A BCP is a procedure that is put in place to prevent and help recovery from potential threats. To create a business continuity plan you start off with the impact analysis, identify areas of the business and the effect that the disruption will cause. The next step is to identify and implement plans to recover areas of the business. Afters these steps have been completed a continuity team needs to be created, this team will then implement a plan to manage the disruption. Once a team has been created, they must be trained and tested, this could include exercises that go over the plan and strategies.
[bookmark: _Toc153120082]6.2 Disaster Recovery Plan (DRP)
Specifies procedures for recovering and restoring IT systems after a disaster.
A disaster recovery plan (DCP) is like a business plan in that they both involve implementing a plan the get the business back up and operational after an incident, however a DCP is used when there is an unplanned incident such as a natural disaster or power outages. There are different types of plans depending on the incident that has occurred. A virtualised DCP involves setting up virtual machines to use in the meantime. A network DCP involves developing a step-by-step plan to recovering a network and it should include information that is specific to the network.
[bookmark: _Toc153120083]7. Protection Mechanisms (200 words)
[bookmark: _Toc153120084]7.1 Firewalls and Intrusion Detection/Prevention Systems
Defends against unauthorized access.
Every device regardless of if it is part of an organization or a personal device, needs a firewall. This is a security feature that prevents and blocks malware and application-layer attacks from happening. It works in real time so it acts quick and seamlessly to any threats from outside networks. Another feature that operates along side firewalls are intrusion detection (IDS)/ prevention (IPS) systems. IDS and IPS work by monitoring traffic on a network and checking it for any signs of intrusion attempts such as exploits or incidents that could be an imminent threat.
[bookmark: _Toc153120085]7.2 Endpoint Protection
Safeguards individual devices from malware.
For larger organisations the need for endpoint security increases as the business grows. Endpoint protection works by using a mixture of network and device level defences. For the network defence the organization may implement restrictions on what can be accessed for a device while still complying with security policies and required privileges. For security on the device side of defences the organization may install software to monitor, control and protect the device while it is outside the enterprises network. There are a wide range of methods for endpoint protection some include: endpoint detection and response (EDR), endpoint protection platform (EEP), mobile threat defence (MTD) and advanced threat protection (ATP). [18]
[bookmark: _Toc153120086]Conclusion
This proposed approach aims to establish a holistic and proactive Information Security Unit for SS, addressing organizational, procedural, legal, and technical aspects. Regular reviews and updates will be essential to adapt to the ever-evolving landscape of cyber threats.
Conclude the report
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