Screenshot 1: RRAS running
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Screenshot 2: RRAS configuration and IPv4 configuration
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Screenshot 3/4: ICMP Firewall rule
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Screenshot 5: Successful ping from Swansea server (S-DC) to London server (L-DC)
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Screenshot 6: London server (L-DC) pinging the Swansea server (S-DC) 
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Screenshot 7: IP forwarding on Linux enabled 
[image: ]

Screenshot 8: Linux Routing 
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Screenshot 9: Active directory Domain Services installed 
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Screenshot 10: Domain name Luke.acca
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Screenshot 11: Get-ADDomain command run in PowerShell showing details of my domain [image: ]
Screenshot 12: Foward lookup zones 
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Screenshot 13: Reverse lookup zone 
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Screenshot 14/15: PTR records 
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Screenshot 16: Reverse DNS Test: 
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Screenshot 17: VPN working
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Screenshot 18: Cross network ping (Swansea pinging London) 
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Screenshot 19: route print on Windows server 
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Screenshot 20: IP route on Linux server 
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Screenshot 21: Evidence that the windows client is in the luke.acca domain 
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Screenshot 22:  users being created using a PowerShell script
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Screenshot 23: list of the users in the AD 
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Screenshot 24/25: information on the users 
[image: ][image: ]









Screenshot 26: DHCP server installed and visible on server manager 
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Screenshot 27: DHCP scope [image: ]









Screenshot 28:  DHCP scope options 
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Screenshot 29:  DHCP leases 
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Screenshot 30: Client DHCP evidence 
[image: ]


Screenshot 31:  DHCP active on Linux 
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Screenshot 32: relay configuration 
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Following screenshots show the testing part of the brief 



Screenshot 33: Ping s-dc
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Screenshot 34: ping l-dc
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Screenshot 35: ping s-client
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Screenshot 36: DNS test
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Screenshot 37: IIS website
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IIS website 


Screenshot 38: IIS Manager 
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Screenshot 39: IIS manager authentication Tab
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Screenshot 40:  Remote desktop service overview 
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Screenshot 41: Remote Desktop enabled 
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Screenshot 42: connecting to the windows S-DC server using remote desktop access on my S-Client machine. 
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Screenshot 43: Remote Desktop Web access HTTPS enforcment 
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Screenshot 44: E drive shown
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Screenshot 45: Swansea files
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Screenshot 46: Swansea files sharing 
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Screenshot 47: sharing permissions; Domain users have full control. 
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Screenshot 48: Security tab showing who has access to the E/ disk 
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Screenshot 49: Advanced sharing tab on the e/ disk 
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Distibuted Transaction Coordinator (RPC... Distributed Transaction Coo... All No Alow  No ' Filter by Group.
Distibuted Tiansaction Coordinator (TCP... Distrbuted Transaction Coo... All No Alow  No View
18 DNS (TCP, Incomi DNS Service Al Yes Allow No
€ DNS (UDP, Incoming) DNS Service Al Yes Alow  No g Refresh
€ RPC (TCP, Incoming) DN Senvice A Yes Alow  No [2 BportLis.
DS Senvice Al Yes Alow  No B Hep
d Print
9 Fil and Printer Sharing (Echo Request - L. File and Printer Sharing Al Yes Alow  No flczor BrigiegShusipaFg
€ File and Printer Sharin[yLLMNR-UDP-In)  File and Printer Sharing. Al Ves Allow  No @ Disable Rule
€ Fil and Printer Sharing (NB-Datagram-In)  Fle and Printer Shar A Yes Alow  No ¥
@ File and Printer Sharing (NE-Name-In)  File and Printer Sharing A Yes Alow  No
€ File and Printer Sharing (NB-Session-In)  File and Printer Shar A Yes Alow  No
€ File and Printer Sharing (SMB-In) File and Printer Sharing Al Yes Alow  No K Delete
€ Fil and Printer Sharing (Spooler Servic -.. File and Printer Shar A Yes Alow  No () propeties
File and Printer Sha A Yes Alow  No B e
File and Printer Sharing (SMB-QUIC-In)  File and Printer Sharing over... All No Alow  No
File and Printer Sharing over SMEDirect i Fileand Printer Sharing over... All No Alow  No
@ File Replication (RPC) File Replication A Yes Alow  No
@ File Replication (RPC-EPMAP) File Replication A Yes Alow  No
@ File Server Remote Management (DCOM... File Server Remote Manage... Al Yes Alow  No
@ File Server Remote Management (SMB-In)  Fle Server Remote Manage... Al Ves Alow  No
G File Server Remote Management (WMLIn)  Fle Server Remote Manage... Al Ves Alow  No
iSCSl Service (TCP-In) iSCSI Service Al No Allow No
@ Kerberos Key Distibution Center - PCR (T.. Kerberos Key Disribution C.. Al Ves Alow  No
3 Kerheros Kev Distribution Center - PCR (... Kerherns Kev Distribution C.. Al Veo Allow No v
>« >
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or: Command Pron

iicrosoft Windows [Version 16..20348.4893]
(c) Microsoft Corporation. All rights reserved

I (C: \Users\Adninistrator>ping 20.0.0.2

Mf;v)ng)ng 20.6.0.2 with 32 bytes of data
Reply from 20.0.0.2: bytes-32 timecims TTL-64
Reply from 20.0.0.2: bytes-32 timeims TTL-64
Reply from 20.0.0.2: bytes-32 timeims TTL-64
Reply from 20.0.0.2: bytes-32 timecims TTL-64

ping statistics for 20.6.0.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

c: \Users\Administrators

EVENTS
Al

Windows License vali¢
Build 20348 e.release
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ation

[Linux LDC 6.12.73+dehi3-amdsd #1 SHP PREEMPT_DYNAMIC Debian 6.12.73-1 (2026-02-17) x86_64

[The prograns included with the Debian GNU/Linux system are free softuare; e
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copuright.

pebian GNU/Linux comes with ABSOLUTELY NO KARRANTY, to the extent
fpernitted by applicable law.
LukeaLoc:~s ip a
1: 1o: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loopback brd
inet /8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether brd
altname enxo800276160hh
inet /24 brd scope global dynamic noprefixroute enpos3
valid_lft 86298sec preferred_lft 75438sec
inete /64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 86293sec preferred_lft 14293sec
inete /64 scope link
valid_Lft forever preferred_lft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether brd
altname enxo8002779204c
inet /24 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether brd
altname enx080027c9dcl1o
inet /30 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
~$ ping 18.0.2.2
PING 10.0.2.2 (10.0.2.2) 56(84) butes of data.
64 butes from 10.0.2.2: icmp_sen=1 t11=255 time=0.527
¢ butes from 10.0.2.2: icmp_sen=2 t11=255 time=0.257
¢ butes from 10.0.2.2: icmp_sen=3 t11=255 time=0.270
64 butes from 10.0.2.2: icmp_sen=4 t11=255 time=0.333
¢ butes from 10.0.2.2: icmp_sen=5 t11=255 time=0.261
°C
--- 16.0.2.2 ping statistics ---
5 packets transmitted, 5 received, 6% packet loss, time 4084ms
rtt min/ave/max/mdev = 6.257/0.330/0.527/0.102 ns
ukeale: 3
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