Che-Si Cyber security policy

Introduction
The risk of data loss, scams and potential security breaches can have a massive impact on a company’s system, reputation, and technical infrastructure. As a result, che-Si has created this policy to help outline the security procedures put in place to ensure data remains secure and protected.
Purpose
The purpose of this policy is to (a) protect Che-Si’s data and infrastructure, (b) outline the protocols and guidelines that govern the cyber security measures, (c) define the rules for company and personal use, and (d) list the company’s disciplinary process for violation of the policy rules.
Scope
This policy applies to all Che-Si’s remote workers, permanent, and part time employees, contractors, volunteers, interns, supplies and/ or any individuals with access to the company’s electronic systems, information, software, and/ or hardware.
Confidential data
Che-Si define the following as ‘confidential information’ as:
· Unreleased and classified financial data.
· Customer, supplier, and shareholder data
· Customer leads and sales-related data.
· Patents, business processes, and/ or net technologies
· Employees passwords, assignment, and personal information
· Company contacts and legal records
Personal Device security
When employees of Che-Si use their digital devices to access company emails or account, they introduce and security risk to the company’s data. We ask all our employees to keep both their personal devices (including but not limited to phone, tablet, laptop). Use VPN whenever accessing information on laptop devices when not connected to internal network (from home, coffee shop etc).
Email security
Emails are often used to send malicious software or gain personal information. To avoid virus infection or data theft, please can all employees:
· Verify the legitimacy of each email, including the email address and the sender name
· Avoid opening suspicious emails, attachments and clicking on links
· Look for give-ways in email addresses such as grammar mistakes, capital letters
Manage passwords properly
Password leaks are dangerous since they can jeopardise the entire infrastructure. Please adhere to the following password structure, this will be enforced by IT. Please use a minimum of 8 characters, including at least one capital letter and a number. Please refrain from using east to guess passwords, such as the month and year. Please do not write down your password.
Transferring data
Please refrain from transferring classified data to employees and outside parties.
Disciplinary action
Violation of this policy can lead to disciplinary action, depending on the magnitude of the violation and number of times it has occurred. This will be looked at on a per violation basis. 

