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I. Introduction	Comment by Carlene Campbell: New page or spaces between It is a major heading and new section.Pay attention to your formatting.  Space needed
Very sparse introduction. Can be improved to state a little background of what you will covered in the two section since you had no abstract.

As businesses all over the world move towards a greater reliance on IT systems and services, the need for the subsequent security frameworks and guidelines becomes more apparent as attacks become more frequent whereas security lags behind. The purpose of this assignment is to better understand the security frameworks used by businesses internationally and their subsequent implementation, of which in this assignment is separated into two parts, the research and implementation sequentially.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.



II. Framework Research

One of the most popular security frameworks is the National Institute of Standards and Technology Cybersecurity Framework, or NIST CSF for short, developed in 2014 at the behest of US executive order 13636 in order to improve the security of critical infrastructure. As a security framework it is official purpose is to; “identify a prioritized, flexible, repeatable, performance-based, and cost-effective approach, including information security measures and controls that may be voluntarily adopted by owners and operators of critical infrastructure to help them identify, assess, and manage cyber risks.”[1] In layman’s terms; a cyber-security framework that specifies the security measures, access-controls and risk-assessment criteria and controls needed for the implementation of an adequate level of cybersecurity in the modern age, at a cost-effective yet flexible/customisable basis for near any and all systems. Having said this version 1.1 of NIST CSF puts focus on “industries vital to national and economic security, including energy, banking, communications and the defence industrial base”[2], of which brings it a high level of credibility, as it sees use in Government agencies such as the Department of Defence. While this framework was designed for use in the United States, it is used by many a business internationally due to the fact that the framework is both extensive and versatile enough to be put into use in many business environments, ranging from smaller businesses to international businesses. According to surveys over 90% of companies in the US, as of 2017, use a policy derived from either NIST CSF or ISO/IEC 27000 series[3], a number which is only likely to increase as the need for adequate risk management and cybersecurity does so. Worth noting that while NIST CSF is a NIST framework, it does not technically include the regulatory Special Publications, documentation for specific topic areas, such as SP 800-53. Instead NIST CSF is much larger-in-scope but more concise and user-friendly, as it is aimed largely at executives. This isn’t to say they cannot be used, the NIST CSF actively encourages their use, often references them and other frameworks; if the framework is to act as the base, then special publications are the more-advanced additions.	Comment by Carlene Campbell: 
For better reading this should be broken doen into paragraphs and nullets points could be used in some areas.  Formatting and presentation would make it easier to read.	Comment by Carlene Campbell: 
instead of or but this in bracket
[bookmark: _Hlk29494169]There are three major sections of NIST CSF; Core, Tiers and Profiles. When it comes to the Core of NIST CSF, there are five major functions; Identify, Protect, Detect, Respond and Recover. Each of these functions encompasses a wide range of specialised categories, these categories then encompass a number of subcategories, these subcategories then “provide an example of the outcome focused statements that are found throughout the core”[4], as well as give references to achieve the outcome, most often directed towards other documentation such as the included NIST CSF informative documentation or externally such as NIST’s own Special Publications, COBIT or ISO. The next section of the framework is Implementation Tiers, these are the level of security, as well as their handling of risk management, starting from tier 1, which is partial cybersecurity framework implementation to tier 5 which is complete implementation of NIST CSF, allowing for them to prepare and respond to nearly any sort of risk. NIST CSF Documentation is ~50 pages long which is relatively short for such a widely used framework, especially so when comparing it to other industry adopted frameworks such as COBIT and ITIL. This due to the aforementioned referencing of other already established frameworks, and the fact that NIST is largely an executive summary, making it more usable/understandable by the executives who are in charge of whether or not it is implemented because while NIST was created by executive order, its implementation was not; it is completely voluntary.
The downsides to NIST is the previously mentioned lack of how or what to do to achieve the outcomes given in the framework, making the mapping and/or use of additional security frameworks and models all but a guarantee, at the very least if the business wants the best outcome/result.

Another well-known business security framework is the Control Objectives for Information and Related Technology or COBIT, created by the Information Systems Audit and Control Association or ‘ISASA’. While there are iterations of COBIT, this will mainly be looking at COBIT 5, as it builds off of COBIT 4.1, but each level of COBIT defines a different aspect of security control.[5] COBIT 1 and 2 are IT audit and control frameworks, 3 is an IT management framework and 4-4.1 are IT governance frameworks. COBIT 5 is then an update to 4.1 that now covers enterprise as a whole, not limited to IT enterprise, as well as improvements for better integration with other frameworks such as ISO 27000 and ITIL.[6] The guiding principles of COBIT 5 are; Meetings the requirements specified by stakeholders, Covering enterprise as a whole, application of a singular integrated framework, Enabling a holistic approach (understanding all aspects of an approach) and Separating governance from management[7], [8].	Comment by Carlene Campbell: 
This could be a submit heading.  Same comments as before apply here.
An interesting note is that while COBIT is a very large framework, encompassing many sections of business, it understands that no single framework can be an all-in-one solution, as of yet, as seen by the main principle of “Applying a singular integrated framework”, integrated being the important word here. COBIT is designed to work well with other frameworks such as the aforementioned NIST and ITIL, as well as vice versa, as each framework refers to each other in their respective documentation.[9] If successfully mapped together, each framework can make up for the others as a way to ‘patch the gaps’ where one framework would overlook.
COBIT is often used outside of IT enterprise as it can act as a framework for the management of a company as well as a framework for better communication between upper management and IT, specifically COBIT 5. To further expand upon this point COBIT as it stands in 2019 has 5 major sections; Framework, Process descriptions, control objectives, management guidelines and maturity model, each with their own respective publication. As you may see COBIT focuses more on managing enterprise IT well from a upper-management and stockholder point of view, as the difference in value of a company that does “manage IT well and those that do not, or cannot, is tremendous”[10]. This is due to the fact that it is not uncommon for businesses to see IT as an expense, and as such COBIT aims to align IT with business to a better degree .Having said this, while it focuses more on management and governance, that isn’t to say it disregards the individual and the rest of the company, but rather understands that for the different sectors of a business to work efficiently, there needs to be sufficient structure, set practices ,objectives, communication and subsequent management in place. 	Comment by Carlene Campbell: 
	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

The next framework is ITIL or ‘Information Technology Infrastructure Library’, and is a “well-known set of IT best practices designed to assist businesses in aligning their IT services with customer and business needs”.[11] Currently ITIL is at version 4 although as of the time of writing it isn’t completely released, only the foundation and two of the four managing modules. Having said this while it would be worthwhile to use version 3 as it is complete, doing so would put ITIL at a worthwhile disadvantage in terms of comparison as v3 is nearing nine years old, and as such version 4 despite its near incomplete state will be discussed here. Originally developed by the British government as standards for the ever-growing IT sector, it is now used by both government-related and non-government-related entities as the “guidance organizations need to address new service management challenges and utilize the potential of modern technology”[12], by both businesses domestic and internationally. The core principles that define ITIL are; Focus on value, start where you’re at, progressively iterate with feedback, collaboration and promote visibility, think holistically, keep simple and practical as well as optimise and automate.[13] As you may see from the guiding principles, ITIL takes a more value-centric approach that improves progressively, increasing the value of the business with every iteration. To reach these principles/objectives ITIL follows what it calls the ‘IT Service Strategy’, this is a guide to creating a plan for the business depending on the current market and is split into 5 sections of management; Service Portfolio, Financial, Strategy for IT Services, Demand and Business Relationship. As is the same with other frameworks, these sections are then split into subsections of which will then focus on specific scenarios and/or controls. While the IT Service Strategy is a large part of the framework there are multiple other guides based around services such as design, transition, continual improvement and operation. An important point to make about ITIL is that in terms of the implementation of the framework, it quite often points to ISO 27000 series, another popular framework, that while not as high a level framework as ITIL, it gives a more detailed approach to implementation, and as such refers to it rather than give a less detailed approach. Therefore, while a company could only use ITIL alone, they would most likely have to use another framework implementation guideline for the best result.

To start to compare the three frameworks, first we look at their scope, while it could be said they are all competing frameworks, that is not entirely accurate. Each framework has a separate scope, and while there is often a significant amount of overlap. NIST’s scope is the critical systems and infrastructure used by companies, COBIT is the IT Control and Governance and ITIL is aimed at the Operational/Service environment of a business. In actual fact they could all be used together, and likely are in some scenarios, the chosen of the overlap being chosen depending on the scenario[14]. Having said this once you introduce the additional branches from the foundation, there is significantly more comparisons. Take NIST 800-35, a guide on IT security services, will directly overlap with ‘IT security management’ section of ITIL, the ‘Service design’ section to be more precise and as such the business will need to choose between them. Add to this the fact that NIST special publications often refer to other frameworks such as ITIL and COBIT as references and you start to see how often they’re used together. The weakness in NIST especially is that its scope is limited to IT, which depending on the needs of the user can be either a positive or negative, but in comparison, COBIT and ITIL have references and frameworks/models for use by non-IT management whereas NIST has management but of cybersecurity-related systems. Worth noting is that while they have different scopes, for the most part they all cover the basis of security policy no matter the scope, although they might call it something different.
The next comparison would be that while NIST, ITIL and COBIT are all frameworks, of them only NIST is a standard in addition. This means that COBIT and ITIL are optional and as such a company may choose which parts to follow, NIST for the most part is the same but for certain special publications such as NIST SP 800-53, if a company is obligated to use it due to some scenario such as being federally contracted or partnered, they must follow it in its entirety, lest face legal repercussions if discovered. The distinction here is between NIST as a whole and NIST Cybersecurity Framework, although many companies follow standards of their own volition as it provides a solid foundation/basis for any IT relevant business. 
One major weakness that these frameworks share would be that due to the way they’re marketed, managers may see it as a magic tool that can solve all cybersecurity problems, rather than a tool to assist in that goal. By that point a framework can only be as good as those who implement it, which if a business doesn’t have their own specialist, which is unlikely, it can become an expense many would rather not deal with.
III. Practical Implementation	Comment by Carlene Campbell: 


While the specification lists the business as international, for the implementation we will be focusing on a singular business location. The first step in security development would be a security and risk assessment of the systems and assets already in place, as there is no official policy, it would be unlikely for a business like this to have no security. Taking this holistic approach from the very beginning the business can start to develop their ideal of what the policy should cover, with expert/specialist opinion include. Now that the initial assessment of the current state of the company is complete the company’s security is easier to understand, and therefore the main problems can be addressed in priority order, from critical to insignificant, such as the fact that if this weren’t theoretical, the company’s legal department would be dealing with fines and lawsuits in abundance due to their apparent lack of security of intellectual property and personal information, the latter of which even more so due to the relatively recent EU General Data Protection Regulation (GDPR). 
Before the actual security policy is developed or implemented it would be beneficial for company restructuring in accordance with InfoSec and COBIT 5 to segment and reorganise the company into roles and responsibilities depending on their subsequent department, while there may already be a structure implemented, due to the lack of formal security policy it is highly unlikely that it is up to standards, worth noting that this would only be of the IT-related sections as a business-wide restructuring is much too risky and would likely cost much too much. This restructure would follow recommended roles and responsibilities as dictated in the NIST CSF, as well as the relatively separate InfoSec portion of the IT department. As a guideline to the roles and responsibilities of those in an IT environment please refer to ISO 27001-related documents[15] or NIST SP 800-100[16]. In terms of the actual structure to follow, this writer would advise the use of a divisional  organisational design[17], largely in part due to the international presence meaning dividing the company’s IT structure based on geographical location would best allow for the company to work in a place-by-place manner.
The development of the subsequent security policy will have to cover multiple systems including those already in place as well as those to be introduced in the future. This can bring quite a significant amount of turmoil in implementation and as such some aspects will need to be gradually introduced whereas some changes will need to be immediate, depending on the priority. For guidelines on the development of security policy those present in the frameworks in task 1 all have relevant guidelines for this subject as well as the aforementioned NIST special publications as well as the SANS institute security policy templates and guidelines[18]. As specified in the specification, the need for wireless capabilities comes with its own problems, off which can be mitigated by following the correct standards and guidelines such as those present in NIST SP 800-97[19] & 153[20]. The act that employees may begin their own device (BYOD) means that further security measures will be needed either to secure the network, or more likely secure or restrict the devices that access said network. The access controls needed for the systems will depend on how secure they need to be and who is allowed to access them, for example those containing personal information on customers and employees will need to be very secure, and as such the guidelines in NIST SP 800-53 Rev 5[21] (currently draft, in publication schedule ) will suffice, as a whole or basis, as it is designed for federal systems as well as assets accessing them meaning it should be more than sufficient. On the other hand, for less-secure systems the access-control guidelines present in ITIL and access governance present in COBIT will be more than sufficient, although using both and the latter as a basis for the resulting policy would be preferable. With regard to wireless access to the network, it would have to be restricted to employees and depending on both the employee’s clearance and device used to access the network via the use of an authentication server with guests such as customers using a separate guest network and depending on both the employee.
A significant section of this policy would be risk management, be it internally or externally. All of the frameworks discussed previously have their own approach to risk management and frameworks, some sharing the same approaches to risk. For a more precise approach NIST SP-800-37 revision 2 would be useful as an additional approach to incorporate into the policy. While not technically risk management, rather risk recovery should also be established here, as a responsive approach to any risks that may happen such as natural disasters, digital disasters, attacks, etc. Luckily COBIT & ITIL both have aspects of their approach which cover or assist in the design of a disaster recovery plan. 
Now that the policy has been created in its draft form, it must go through the relevant departments such as HR and legal to make sure it is compliant with existing policies, legal and otherwise. Should it be successful, then it must be passed to employee’s relevant and the terms and conditions be accepted by said employees so that the company has written or digital proof that said employee is aware of the policy. Therefore, access to the network should be premeditated by an agreement with the policy, either when the employee is employed or after they sign an acceptance of the policy after which access to the network is allowed, otherwise a highly restricted access would be allowed, or action depending on the stance of the company such as renegotiation of contract or termination.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]While you have discussed some key concepts and use the appropriate referencing format, this much more could be done in critical appraisal of content.  Not written at a master’s level. (Grade mark: 40.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]6

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Knowledge of the area can be identified but depth and quality need improvement for this level.  (Grade mark: 43.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]6.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have done research on three models which could be better discussed and analysed.  Task 2 discusses one of the framework that could apply to the case study.  However, you have not developed your own model and discussed same. (Grade mark: 50.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]20

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You only did a theoretical discussion. You have not design your own framework model.  Tables, charts and or other networking diagrams could be used.   (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]This report was very difficult to read.  It need formatting.  There were a number of typo and grammatical errors. (Grade mark: 40.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]37%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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