BASIC DIGITAL SAFETY

Maintain a clean machine

To limit the risk of infection from ransomware and malware,
keep all software on internet-connected devices, including
personal computers, cellphones, and tablets, up to date.

Create strong passwords.

Length takes precedence over intricacy. Passwords must be

' atleast 12 characters long and contain letters, numbers, and
symbols. Your password should ideally not be recognisable as
a word or phrase.

2 Factor Authrorisation

Multi-factor authentication (MFA), often known as 2-factor
authentication, offers an extra layer of security to your critical
accounts, such as a code sent to your phone, in addition to
your password.

Secure Wi-Fi Networks

Wi-Fi connections should be secured and secure. If possible,
avoid using public Wi-Fi for sensitive activity. If you must use
public Wi-Fi, utilise a virtual private network (VPN) to offer an
extra layer of protection.

Back up data regulary

Making copies and storing them carefully to an external hard
driveor a cloud service is the greatest approach to safeguard
your precious work, music, images, data, and other digital
stuff.




