Section 1
What is Digital Forensics?
In an ever evolving digital world, the use of technology to store electronic data for and provide electronic data to users becomes a service that is crucially important and prevalent in today’s society. According to the Association of Chief Police Officers (ACPO), there is a suggestion that digital evidence may be present in the majority of Crimes[1].
“Technology is one of the defining features of humanity. It is ubiquitous in modern society and plays an important role in nearly everything that humans do”[2].
As technology is used to process and store various types of electronic data, Digital Forensics is the method in which scientific principles are used in discovering information from digital devices[3]. 
Crime in the digital spectrum requires specialist expertise. In order for an efficient investigative processes to be successful, a proven digital forensic model must be followed. There are many models available for investigators to follow, and many models agree on standard concepts and phases that apply in order to meet the end goal of a Digital Forensics investigation[4]. 
In essence, certainly in the United Kingdom (UK), there is no standard definition to Digital Forensics, however the UK Forensic Science Regulator state digital Forensics as:
“ the process by which information is extracted from data storage media (e.g. devices, systems associated with computing, …), rendered into a useable form, processed and interpreted for the purpose of obtaining intelligence for use in investigations, or evidence for use in criminal proceedings.”[5].

 
UK Law and Digital Forensics
Digital Forensics investigation and all actions related would be categorised[1] under the :
· Computer Misuse Act 1990 Chapter 18[6] 

· The Police & Criminal Evidence Act 1984[7] 
 
· Criminal Justice & Police Act 2001[8]  

· Sexual Offences Act 2003[9]

· Coroners and Justice Act 2009[10]

The Acts explain, at legal lengths, any digital crime that would admissible in court and meet the criteria for legal proceedings to commence. It is important for any professional who works in the Digital Forensic field to understand the legislation aspect of the materials as:
“The defining characteristic of forensic investigations is that their results must be admissible in court”[11]. 
Integrity to the forensic investigation is crucial to the outcome of any case. It is a very complicated field that involves with many organisations. One of the main challenges that arise is that a free society (public) is dependent on the rule of law and the outcome of the case[12]. 
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Figure 1: Forensic science from crime scene to court[12].
Figure 1 provides the reader with a visual representation of the journey from the beginning (Crime Committed) to the end (Judicial Outcome) of a Digital Forensics case. The phases in the diagram conveys to the reader how each phase is relevant to the (UK) system. 
There are standards and accreditations in the UK set out for any Digital Forensic involvement. This allows certain criteria to be met prior to any investigative authority conducting any activities.
· BS EN ISO/IEC 17020:2012[13] – Crime Scene Activity
· BS EN ISO/IEC 17025:2005[14] – laboratory function
· ISO/IEC 17025[15] – international standard for competence of testing and calibration labs.

In the following section, we will focus on the Digital Forensic Process, which will cover each phase.  
 







Digital Forensic Processes / Chain of Custody
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Figure 2: Comparative Analysis of Digital Forensic Process Models[16].
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Figure 2 shows an extensive yet not limited availability on Digital Forensic models that can be adopted depending on case requirements. The table conveys to the reader that many models offer different paths relating to Digital Forensic Cases, however the leading model is the Systematic Digital Forensic Investigation Model (SRDFIM), however it is agreed that most of the models share the first four steps and almost all approaches available today divide the steps into:
· Collection
· Examination
· Analysis
· Reporting
The key to any Digital Forensic Process is that the integrity of the data and the investigation is kept throughout and that the evidence will always remain admissible in court.  The National Institute of Standards and Technology has set out recommendations to integrating forensic techniques into incident response in which the four steps are explained further[17]. 
Collection : This phase is usually carried out by a trained Digital Forensic First Responder (DFFR) or a Digital Forensic Investigator (DFI). The expected duties would primarily be to identify, label, record and acquire the data from relevant media resources, ensuring that integrity of the evidence is kept throughout. There are many scenarios that DFFR or a DFI may be presented with at site, for instance a site where the laptop is booted up and logged in, or where a laptop has been unplugged and an attempt to destroy it has been made. 
Examination : The trained DFI would be in an approved laboratory (either a temporary or permanent fixture). They would be required to review the collected evidence using either automatic or manual means and collecting the interesting data, without altering it’s integrity. In this phase a bit by bit image of the hard drive would be conducted. A good practice for the DFI would be to write protect the drive to avoid any compromises to the state of the secondary storage device. The original device will be sent back to an authorised evidence holding site (Police Station), and the copy will be worked on. If Random Access Memory was available (ie the machine was still running) then this should also be acquired.
Analysis : A DFI would interrogate the image files using certified software to search for deeper evidence, for example, hidden / altered files. A hash of the image will be made, to ensure that at the end of the analysis phase the image files are still identical. The software also enables the DFI to perform searches on the file system that may lead to other interesting evidence. All evidence will be prepared for the final phase. 
Reporting : The DFI prepares a report of their findings. A step by step of the DFI’s journey would be documented, they would contain software used, types of information found, date and timestamps and also a conclusion. They would have to give a non-bias account so that jury opinions couldn’t be influenced by their own opinion. The report will also be read by other agencies who may not be as technical as the DFI, so technical jargon will usually be discarded. The report will be handed over to an Expert Witness, who would be responsible to attend any court hearing and be cross examined. 
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Figure 3: Chain of Custody flow diagram[18]
Chain of Custody document
The chain of custody is the sequential documentation of evidence. It is a log detailing every action and finding in a case. It allows for a chronological order in a case to be identified. The records show who, what, when and why[19]. Appendix 1 is an example of a Chain of Custody document[20]. Ultimately the Chain of Custody document will be used in court to display no tampering has been made to the evidence.


Data Carving
Data Carving can only be done using a Hex editor as it deals with data in Raw form without a file structure. You will see examples of raw data when using network analysers like Wireshark or digital forensic software. Data in its Raw form is unreadable without specialist software. File carving is the method a DFI would use in order to put a number of hex values together to view its contents when associated to a file structure[21].
Password Cracking
There will be occasions where digital files that are being interrogated will be password protected. The techniques used to discover the passwords is called Password Cracking. There are many types of Password Cracking methods[22]:
· Dictionary Attack 
· Brute force Attack 
· Rainbow Table Attack 
· Guessing
· Password Cracking tools
· Cain and Abel
Hash Analysis
When an image is taken of a drive, a hash value can be generated for it. The hash value generated, considers the placement of binary bits within the image. If the copied image is changed in anyway, a hash algorithm analysis can be run against the original drive image. Any changes will result in a difference in hash values, rendering the copied image redundant. This is why it is important that a hash algorithm is generated from the original drive[23].
Disk Slack Checker
Hiding evidence in a computers slack space has been a known action by culprits. Slack space is an area where files that reside on a hard disk do not need all the space it has been given. This makes it challenging for investigators to explore. Along with disk slack usage, culprits will also attempt to disguise files by changing their names, deleting files and hiding true file form[23].
Write Blockers
As aforementioned, one of the first actions an investigator would need to do before beginning any analysis of an original drive is to write protect the data before carrying out any other task. This is important as it protects the drive throughout the Chain of Custody phases. Write blocking tools can be acquired and must be inline to the National Institute of Standards and Technology standards, meaning:
· The tool can not allow a protected device to be altered
· The tool can not prevent obtaining any information from or about any drive
· The tool can not prevent any operations to a drive that is not protected[24].

Timestamp Converter
A time stamp converter allows for unix timestamp to be converted into a readable timestamp. This benefits the investigator as it describes points in time that an action was taken on a culprits file system[25].

 
Computer Forensic Lab Requirements
A number of key conditions need to be met when consideration to build a Data Forensics Laboratory (DFL) is taken. The DFL’s purpose is to ensure the security of electronic evidence and ensure the safety of the staff and equipment. The minimal requirements as specified by Interpol[19] are:
· Surveillance system
· Access control
· Fire control 
· Windows, doors and wall protection
· Sufficient power sockets
· Anti-Static flooring
· Radio Jammers
· Cooling system
· Off-site Data Storage Backup
· Archival Data Storage
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Figure 4: A basic floorplan for a DFL setup[19]
An important note in relation to figure 3 is there is only one access into the laboratory and there are no windows for outside visitors to look in. Access to the DFL would be secured and only accessible by authorised persons.

Forensic Toolkits
In this section we will look at the EnCase and FTK suites and provide an overview of what they offer to the digital investigator. Please see Appendix 2 for a comparison between the two.
EnCase
EnCase is a powerful forensic tool created by guidance software[26]. It is used to acquire, analyse and report on evidence. The main focuses of the Encase software are:
Triage – Lots of data when beginning an investigation. A triage can effectively reduce the amount of time that an investigator spends on a case. The most important and volatile data can be prioritised, ensuring the most important data is investigated first. The Triage facility from Encase allows for[27]:
· Efficient Investigation Workflows
· Targeted processing and indexing
· Swift report generation
Collect – collection of data is a critical stage in the investigation phases. Data needs to be preserved and integrity kept. EnCase ensures that an image can be made using the software without compromising its integrity. Encase has its own file formats for evidence cases, which proves a globaly renowned company software was used to collect the data. The file format of the image is in the EO1 industry standard for forensic containers. Encase can also target various device types.
Decrypt – As Encryption is used by many culprits to make life difficult for investigators, EnCase product allows for decryption of files and password cracking capabilities. This will be vital to close cases.
Process – This allows for efficient indexing of evidence and can be customisable and automated to perform investigator tasks.
Investigate – Uncovers evidence from many operating systems and file systems, including apple, android, windows and blackberry.
Report – Comprehensive report building for any audience to understand. Templates can be made to suit the audience.
FTK
FTK by Access Data is an effective forensic tool used in the digital forensic world today[28].
Access data boast about the toolkits speed and stability, advising buyers that unlike other vendors, FTK uses one hundred percent of resources making it easier for investigators to find all their evidence faster.
As the index file is shared, investigators do not need to duplicate files, a process that can make it confusing to an investigator when dealing with a large file system. The indexing of data is done for the investigator, so filtering and searching are more efficient.
Centralisation is key for FTK, as the software is database driven, users in the team can use the same data, again without the need of duplicating data. The centralisation ensures that the rest of the team have the most current case evidence.
Remote Machine Analysis means that investigators can access the evidence remotely over the network. The FTK machine can be placed in a secure containment.
Internet Browser and Webmail can be viewed. The files are organised for the user by the software, meaning it cuts the time of the investigation. The Password Cracking facility, like EnCase, allows for access to protected files[29]. 
Conclusion
Section 1 should provide the reader with an introduction to What is Digital Forensics? The report detailed the UK approach when defining digital forensics. The report highlighted how UK Law categorises digital forensics from a litigation perspective, it outlined acts that certain crimes would be covered under and how standards need to be met before a crime is brought before the UK Courts ensuring that integrity of the evidence is always maintained throughout the process from when the evidence is seized through to it’s lifecycle in the judicial system when a verdict on a suspect has been made.
The report outlined models that could be followed depending on the type of Cyber Crime that had been committed, however the SRDFIM was the model that would cover the investigation process best, especially in general terms. The importance of the Chain of Custody form was also highlighted.
Key concepts in relation to data analysis were discussed so that methods used in relation to data analysis investigations could be understood and aided when delving into Section 2. The Lab Layout set’s out the scene that one would expect from a Forensic Laboratory, a secured room that has the equipment and systems and procedures in place for any Forensic Investigative task. 
Finally a comparison of the main software that are used today for Data Analysis by Forensic Investigators / Case handlers was given. The software’s selected are used by major industries in the UK today. Although the user interfaces are very different, they set out to accomplish the same results, to provide Forensic Investigators with the interfaces they require to analyse evidence data, and collate, in accordance to a specific process model, for external agencies to utilise, all whilst maintaining its integrity.

Section 2

Assumptions
Due to the restricted limitations in relation to access to the specialised software in order to analyse the evidence from the original disk image, it is assumed that John used a flavour of analysis tools to interrogate the evidence.
John will only provide results of the analysis and will not provide his own opinions. John will then pass his findings onto Mr. Mark Wales the Chief Investigator along with an invoice.
Background
John is the Incident Handler, he was handed the laptop and evidence bag for forensic analysis by the first responder who would have gathered the evidence from the crime scene and take the necessary steps to prepare the evidence for John to examine[30].  He was handed an evidence portfolio to assist Chief Inspector Wales with his case. Johns objective as the Case Handler was to extract information through analysing the evidence, to determine whether the subject in question could be associated with terror offences, and to what degree of involvement he had.
Problem Formulation
What steps does the incident handler take before handing over their findings to a technical / expert witness?
Steps Taken
1. John was presented with the evidence, which included a Dell Laptop and photographs from the crime scene fingerprints from the terrorist were also included as part of the evidence.
2. John received the laptop whilst it was in standby mode, John realised that there would be some files still active in Random Access Memory[31].
3. John photographed the evidence using his digital camera.
4. John gathered all the system information he could, including make and model, running Operating System, Serial number and mac-address, RAM and memory specifics.
5. John ensured that he was in a secure environment and had all the resources available he required in readiness to commence his duties. Working form a forensic lab ensured that when the case reached the court, the legal requirements would be met. The evidence would be documented in accordance to court requirements, the journey of the evidence disk (packaging, transportation and storage) would be lawful, there would be no risk of damage to the source and the quality and integrity of the evidence could be kept[32].

The first action John performed was to protect over writing any of the disk evidence using a write-blocker[33]. John could use a software or hardware write blocker provided, as he was planning to conduct his work on his Forensic Computer he opted for the software version as it was already installed[34]. As the evidence disk was now write protected, John took the steps to make a Bit by Bit copy of the evidence disk with Access Data FTK imager[35]. 

a) He loaded his forensic workstation and connected the evidence disk which is write protected to a Universal Serial Bus (USB) external drive.
b) He opened the FTK Imager software on his forensic workstation and mounted the disk image.
c) He made a copy of the disk image to a secured USB device as a backup.
d) John performed an Md5 checksum in order to prove that the copied version was a mirror image of the original evidence. He used this using the inbuilt md5 checksum function embedded in the FTK software.
Once the evidence disk was identically copied and John was happy with the md5 checksum comparison. He returned the original evidence to the custody suite where it could be preserved in a secure location. John could now interrogate the mounted version on his forensic workstation, and if he compromised the copied file, he had a backup on his secure USB device.
A chain of custody form could now be created so that a log of the exchange in hands of the evidence could be made, detailing the Contact information of the custodian, the serial number of evidence taken out, who, what, when, why the evidence was removed, where the evidence is now stored, when the evidence was returned. 
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6. John was asked to retrieve files of specific interest associated with the terrorist’s digital activities. John was required to interrogate normal office files (word, excel), multimedia files (.mpeg, .mp3) and outlook and Internet files.
7. John’s first order of business was to start a Chain of Custody form. This form would outline precisely what digital evidence John was investigating, the tools he used to examine the evidence, when the evidence was received and accessed and any information of what was found on the evidence. 

John used Autopsy from SleuthKit to generate a timeline analysis report so that files in the forensic image provides a timestamp[36]. This would help him when using other toolkits as it would provide him with a timeline of files that he could retrieve in order. Another order of business using was to recover all the undeleted files using testdisk[37]. This allowed John to bring out all the files that were marked in the unallocated space. As John was working in the unallocated space, he thought he would also delve into the Windows Recycle Bin, as these files still remain in the partition without being deleted. Each user that used the evidence file would have its own folder that stores these file types[38].
 

John used OSForensics[39] software to view the mounted image on his Forensic Workstation. He began by creating a new Case, assigning himself as the case handler. John then mounted the Copy of the evidence drive to the software and it became a part of the new case, it even populated and timestamped the action into the database that would form part of the report. Once mounted John opened the File System Browser, which detailed all the folders that were present on the drive. He could retrieve many of the Word and Excel files in here, although some had passwords.

The password protected files were scanned in the Password retrieval section where a number of password cracking methods could be made. 
Deleted files were be checked under the deleted files section and would reveal all files marked to be overwritten. The files were be accessed as normal files in order to check content. Mismatched file searches were made to check that the file extension had not been changed to hide files from their original extensions. John used hexbrowser to reveal hidden extensions on suspected files, the tool was downloaded and suspected files dropped into the software to reveal their hidden formats[40].

John was curious about Prefetch files to see what programs (even if deleted) that the suspect device was instructed to execute and when[41]. John was also drawn to thumbnails of application files that provided him with a snippet of what the application files contained. A thumbnail could also prove helpful giving a jury a visual reference in court. It would also assist Chief Inspector Wales to associate a picture to a file[42].

Text files containing URL and search history were discovered and John used the inbuilt web browser facility, this enabled him to take pictures of what the suspect would have viewed. John soon discovered that a profile was being built and that there was some concerning evidence being found in video footage and audio samples. John noticed that the suspect used Google Chrome as his main browser. He searched the cookies file to get information on Top Sites, Shortcuts added, usernames and passwords, form data and bookmarks[43]. Terrorist keywords were searched on the user’s drive, ie “bomb”, “suicide”, “al quaeda”, “taliban”.

8. John discovered some material that would be considered malicious and that promotes terrorism at a borderline level.
9. John recorded his findings, but only noted facts as he found them as it would be up to an expert witness to convince a jury what had been discovered. John’s role as a Case Handler was to extract the information and not to offer personal opinion on the discoveries. If a case handler did this then the case could be jeopardised, it could interfere with the course of the trial and prove difficult for justice to be served. The Jury’s opinion could be swayed depending on the circumstances..[44]. 

Each event that John recorded would have a date and time stamp column and a column for the event:



	Date / Time
	Examination

	22/05/2020 11:03am
	Received evidence : 
· Dell Laptop 
· SN 13354354


	22/05/2020 11:06AM
	Write protector on the evidence disk.

	22/05/2020 11:10AM
	Bit by Bit image on FTK created.

	22/05/2020 15:32 PM
	Image mounted to OSForensics

	22/06/2020 15:46 PM
	Browsed file system.

	22/06/2020 1547 PM
	Exhibit A – password protected excel sheet named bank.xls.
Password deciphered using OSForensics: bankdetails.
Document containing transactions to and from various accounts.


Figure 5: Created by the author, a table that John created to document files and events.
 
10. Detailed photographs of Heathrow International Airport and Mason International Airport were discovered, this further supported the intentions of the group the suspect was associated with.
11. There were emblems identified that were also representative of a terrorist cell.
12. Terrorist documents with leading titles were discovered.
13. A document on how to incite fear and terror at an airport in Fiji was discovered. This was of great interest to Chief Inspector Wales.
14. John used Access Data FTK to recover in depth email analysis. He filtered the search parameters on the FTK software and used the hexadecimal editor to only retrieve email results. John could repair .ost files using scanpst.exe recovery that comes with Microsoft Outlook. John used EnCase to search data in unallocated space to identify .pst files that have been deleted or partially deleted to reconstruct them[35].

John used the search index to look for outlook file extensions so he could retrieve all emails and outlook address book contacts that were of interest to Chief Inspector Wales. In order to analyse the email data, John  used mxtoolbox[45] to make the email headers readable. In the header John could see where the emails had passed through, who sent the email and from what location based on IP address, it also displayed the receiver IP address and this could also be geographically tracked.

15. John identified interesting transactions in the Excel files extracted from the search index on the drive.
16. Also included in the bag that was handed to John, was identification which was also consistent with files found on his drive that associated him to terrorist organisations.
Anti detection techniques in Forensics:
There are many methods that criminals use to cover up their crimes:
1. Physically Destroying Evidence,
2. Eliminating evidence source (wiping the drive),
3. Hiding evidence,
4. Counterfeiting evidence (creating fake evidence)[46].
The primary goal for this is to avoid being prosecuted, cause a heavy workload on the investigation process and to ultimately continue with illegal activity for their own or group benefit. Many of the tools used are free to source over the internet and are constantly developed to exploit the constraining restrictions on analysing software that are available at cost[47]. 
Even if a device is destroyed, John could still use specialist equipment to retrieve data from the device by connecting the data drive to a computer that has specialised software[48].  
Wiping the drive using sophisticated software would certainly cause more work for a forensic investigator and as discussed, the constraints of skills and software would depend on the ability to retrieve this data.
Suspects can use means such as Steganography and Cryptography to hide data within an image by manipulating bits that alter the image so that data can be entered in them[49]. Retrieval of this information will depend on an investigators expertise and ability. 
Why would a suspect create fake evidence? This would be an attempt to sway the investigation, and send an investigator down another path, less incriminating to a suspect. The purpose of this would be to deter the investigation from realising the true crime.


Conclusion
In this section, we gave an account of John the Case Handler and the steps he took to provide Chief Inspector Wales with the information he required to progress with the case against his suspect. The steps that John had taken would not have been straight forward as this section makes it out to be, there would have been detailed steps taken, issues arising from software constraints, errors in mounting images, opening files etc. In truth, if the suspect was technically apt, he would have made every effort to make any attempt to analyse the evidence impossible, for instance, he could have encrypted his disk, used specialist software to remove files, used a virtual private network to encrypt traffic over the internet / emails etc. 
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