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	i. Redundant Topology Problems: 
· Broadcast storms
Each switch on a redundant network floods broadcast frames endlessly. These frames then travel around the loop in all directions.
· Multiple frame transmission
Multiple copies of the same unicast frames may be delivered to destination station, which can cause problems with the receiving protocol. Multiple copies of the same frame can cause unrecoverable errors.
· MAC database instability
If a loop occurs, the same source MAC address could be seen on multiple interfaces causing instability. Data forwarding can be impaired when the switch consumes the resources that are coping with instability in the MAC address table.

ii. Solution:
· STP allows physical path redundancy while preventing the undesirable effects of active loops in the network. 
· STP forces certain ports into a standby state so that they do not listen, forward, or flood data frames. 
· There is only one active path to each network segment.
· If there is a problem with connectivity to any of the segments, STP reestablishes connectivity by automatically activating a previously inactive path. 
· STP uses bridge protocol data units (BPDUs) for its operations. 



Speed and duplex: Configure all interfaces in an EtherChannel to operate at the same speed and in the same duplex mode.

Interface mode: Because the port channel interface is a routed port, the no switchport the same command must also be applied to the physical ports


Discussion on any two for the below vulnerabilities is expected. 
· MAC layer attacks
· VLAN attacks
· Spoofing attacks
· Attacks on switch devices
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Access layer
The access layer is used to grant the user access to network applications and functions. In a campus network, the access layer generally incorporates switched LAN devices with ports that provide connectivity to workstations, IP phones, access points, and printers. In a WAN environment, the access layer for teleworkers or remote sites may provide access to the corporate network across WAN technologies.
Distribution layer
The distribution layer aggregates the access layer switches wiring closets, floors, or other physical domain by leveraging module or Layer 3 switches.
Similarly, a distribution layer may aggregate the WAN connections at the edge of the campus and provides policy-based connectivity.
Core layer (also referred to as the backbone)
The core layer is a high-speed backbone, which is designed to switch packets as fast as possible. In most campus networks, the core layer has routing capabilities. 
Because the core is critical for connectivity, it must provide a high level of availability and adapt to changes quickly. It also provides for dynamic scalability to accommodate growth and fast convergence in the event of a failure.
Access Layer Capabilities:
· High availability
The access layer supports high availability via default gateway redundancy using dual connections from access switches to redundant distribution layer switches when there is no routing in the access layer. This mechanism behind default gateway redundancy is referred to as first-hop redundancy protocol (FHRP). 
· Convergence
The access layer generally supports inline Power over Ethernet (PoE) for IP telephony, thin clients, and wireless access points (APs). 
In addition, the access layers allow support for converged features that enable optimal software configuration of IP phones and wireless APs, as well.
· Security
The access layer also provides services for additional security against unauthorized access to the network by using tools such as port security, quality of service (QoS), Dynamic Host Configuration Protocol (DHCP) snooping, dynamic ARP inspection (DAI), and IP Source Guard.



· Restrict access to read-only.
· Use write access with separate credentials and careful consideration.
· Set up SNMP views to restrict manager to only access needed sets of MIBs.
· Configure ACLs to restrict SNMP access only by known managers.
· Use SNMPv3 authentication, encryption, and integrity where possible, including upgrading devices to support SNMPv3 if necessary.
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	· Trunks carry the traffic for multiple VLANs across a single physical link (multiplexing). Trunking is used to extend Layer 2 operations across an entire network. 
· The host on the left in VLAN 2 can communicate with the host on the right in VLAN 2 via the trunk link; over the same trunk link, the hosts on VLAN 1 can communicate simultaneously
· IEEE 802.1Q has smaller frame overhead than ISL. 802.1Q overhead is 4 bytes. . As a result, 802.1Q is more efficient than ISL, especially in the case of small frames. 802.1Q overhead is 4 bytes, whereas ISL is 30 bytes.
· 802.1Q is a widely supported industry-standard protocol. 


Access - Puts the interface into permanent non-trunking mode and negotiates to convert the link into a non-trunk link. The interface becomes a non-trunk interface even if the neighboring interface does not agree to the change. 

Trunk - Puts the interface into permanent trunking mode and negotiates to convert the link into a trunk link. The interface becomes a trunk interface even if the neighboring interface does not agree to the change.  

Nonegotiate - Puts the interface into permanent trunking mode but prevents the interface from generating DTP frames. You must configure the neighboring interface manually as a trunk interface to establish a trunk link. Use this mode when connecting to a device that does not support DTP. 

Dynamic desirable - Makes the interface actively attempt to convert the link to a trunk link. The interface becomes a trunk interface if the neighboring interface is set to trunk, desirable, or auto mode. 

Dynamic auto - Makes the interface willing to convert the link to a trunk link. The interface becomes a trunk interface if the neighboring interface is set to trunk or desirable mode. This is the default mode for all Ethernet interfaces in Cisco IOS.



Virtual Switching System (VSS) is a network system virtualisation technology that combines a pair of Catalyst 4500 or 6500 series switches into one virtual switch, increasing the operational efficiency, boosting nonstop communications, and scaling the system bandwidth capacity.

The VSS simplifies network configuration and operation by reducing the number of Layer 3 routing neighbors and by providing a loop-free Layer 2 topology.

· VSS increases operational efficiency by reducing switch management overhead and simplifying the network. 
· It provides a single point of management, IP address, and routing instance.
· Neighbors see the VSS as a single Layer 2 switching or Layer 3 routing node, thus reducing the control protocol traffic. 
· VSS provides a single VLAN gateway IP address, removing the need for the first-hop redundancy protocol (HSRP, VRRP, GLBP),
· Multichannel EtherChannel (MEC) allows you to bundle links to two physical switches in VSS, creating a loop-free redundant topology without the need for STP.
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Any tow points 
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	Discussion of but not limited to choice of network design and architecture. Implementation of VLANs for professional depts and staff, students and guest. Choice of devices and technology, level of security, redundancy choice, etc.  
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