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[bookmark: _Toc236397593]1. Introduction

This report documents the development of a dynamic, database-driven website named Davtech Media, which showcases a collection of media content such as videos, images, and articles. The project demonstrates key PHP programming skills, including database design, CRUD operations, search functionality, and security measures to protect data integrity.


[bookmark: _Toc236397594] 2. Database Design and Implementation

[bookmark: _Toc236397595]2.1 Database Structure

The Davtech Media database consists of three normalized tables. The first, media type, contains information about various types of media such as Video, Image, and Article. The second, media_content, holds media-specific data including the title, description, upload date, and a foreign key referencing the media_type table to specify each media's type. The third, admin_users, stores administrator credentials, enabling login access and facilitating create, read, update, and delete (CRUD) operations within the system.

[bookmark: _Toc236397596]2.2 Sample Data
 
	Type_id
	Type_name

	1
	Video

	2
	Image

	3
	Article



	Media_id
	title
	description
	Type_id
	Upload_date
	Media_path

	1
	"Introduction to PHP
	"A beginner's guide"
	3
	2023-01-15
	media/articles/php_intro.pd

	2
	
	
	1
	2023-02-20
	media/videos/sample.mp4

	3
	
	
	2
	2023-03-10
	media/images/nature.jpg



Admin_users
	Admin_it
	Uasername
	Password(hashed)

	1
	admin
	[hashed_passworde]





[bookmark: _Toc236397597]2.3 Database Connectivity
 

Database connectivity, especially within Java programming, involves the set of software components and interfaces that enable Java applications to communicate with relational databases. This technology allows developers to establish connections, execute SQL queries, and retrieve data seamlessly within Java programs. Similarly, in PHP, secure connection to a MySQL database is achieved using PDO (PHP Data Objects) with prepared statements, which help prevent SQL injection attacks by ensuring user inputs are properly sanitized and handled as data rather than executable code[1].



[bookmark: _Toc236397598]3. Website Features

[bookmark: _Toc236397599]3.1 Dynamic Content Display

The website retrieves media data dynamically via PHP from the database, displaying media content with relevant details.

[bookmark: _Toc236397600]3.2 Search Functionality

Users can filter media by type and keyword. The search form submits parameters, and PHP filters results using prepared statements with bound parameters, ensuring security.

3.3 CRUD Operations

Admin users can Create, Read, Update, and Delete media records through dedicated pages/forms secured with login authentication.

[bookmark: _Toc236397601]3.4 Security Measures

The system incorporates several security measures, including login authentication that restricts access to CRUD functions exclusively to administrators. User input is validated on both the client and server sides to ensure data integrity and prevent malicious entries. All SQL queries utilize PDO prepared statements with bound parameters, effectively safeguarding against SQL injection attacks. Additionally, administrator passwords are stored in a hashed format, such as bcrypt, to enhance security and protect sensitive credentials.

 
[bookmark: _Toc236397602]4. Security: SQL Injection Overview and Mitigation

[bookmark: _Toc236397603] 4.1 Overview of SQL Injection

SQL Injection (SQLi) is a code injection technique where an attacker exploits vulnerabilities in input validation to execute malicious SQL statements. It allows unauthorized access, data theft, data modification, or even complete control over the database.

 How it works: SQL injection occurs when attackers insert malicious SQL code into input fields, which, if not properly sanitized or handled, gets executed by the database. For example, in a login form that directly inserts user input into an SQL statement like `SELECT FROM admin_users WHERE username = '$username' AND password = '$password';`, an attacker could input a username such as `admin' --`. This transforms the query into `SELECT FROM admin_users WHERE username = 'admin' --' AND password = 'anything';`, where the `--` comment syntax effectively ignores the rest of the query. As a result, the attacker can bypass authentication, gaining unauthorized access.

[bookmark: _Toc236397604] 4.2 Risks of SQL Injection

Potential security threats include unauthorized access to sensitive data, which may lead to data modification or deletion. Attackers could also escalate their privileges within the system, gaining higher levels of access than permitted. In more severe cases, these vulnerabilities could result in a complete system compromise, jeopardizing the integrity and security of the entire system.

4.3 Implementation of Anti-SQL Injection Measures

 On the website, all database interactions utilize PDO prepared statements with bound parameters. For example, a typical query might be prepared as `$stmt = $pdo->prepare("SELECT * FROM media_content WHERE type_id = :type_id AND title LIKE :title");`, followed by binding user input parameters using `$stmt->bindParam(':type_id', $type_id, PDO::PARAM_INT);` and `$stmt->bindParam(':title', $searchTerm, PDO::PARAM_STR);` before executing with `$stmt->execute();`. This method ensures that user input is handled as data rather than executable code, effectively preventing SQL injection attacks and enhancing the security of database operations.

[bookmark: _Toc236397605]5. Code Security Analysis

[bookmark: _Toc236397606]5.1 Implementation of Prepared Statements


```php
// Example of secure search query
$stmt = $pdo->prepare("SELECT * FROM media_content WHERE type_id = :type_id AND title LIKE :title");
$stmt->bindParam(':type_id', $type_id, PDO::PARAM_INT);
$stmt->bindParam(':title', $searchTerm, PDO::PARAM_STR);
$stmt->execute();
```
 .



[bookmark: _Toc236397607] 5.2 Attempted SQL Injection and Results

 An attempted SQL injection involves inputting `' OR '1'='1` into search fields. However, because the system uses prepared statements that treat user input as data rather than executable code, the input is handled securely. As a result, the query executes safely without exposing sensitive data or granting unauthorized access, effectively mitigating the risk posed by such injection attempts.

[bookmark: _Toc236397608]6. Weaknesses & Recommendations

 While prepared statements provide a strong layer of defense against SQL injection attacks and form a crucial component of secure database management, they are not sufficient on their own to prevent all security vulnerabilities. If user inputs are not thoroughly validated or sanitized before being processed, malicious data could slip through and cause harm or exploit other weaknesses in the system. Additionally, file uploads that are not properly checked for malicious content or executable scripts pose a significant risk, as attackers could leverage this to run malicious code on the server. Furthermore, admin login pages that lack protections against brute-force attacks can be targeted repeatedly, increasing the likelihood of unauthorized access through password guessing or automated attack methods.

To effectively mitigate these risks, it is essential to implement a comprehensive set of security measures. All user inputs should undergo rigorous validation to ensure they are properly formatted and safe to process. Limiting login attempts and enforcing account lockout policies can significantly reduce the likelihood of successful brute-force attacks. Using HTTPS to encrypt data in transit protects sensitive information from being intercepted or tampered with during communication. Additionally, securely storing passwords with strong hashing algorithms such as bcrypt or Argon2 provides an extra layer of protection, ensuring that even if data is compromised, passwords remain difficult for attackers to retrieve. By adopting these best practices, organizations can greatly enhance their security posture and safeguard their applications against common vulnerabilities.

[bookmark: _Toc236397609] 7. Conclusion

The Davtech Media website effectively demonstrates a solid foundation in PHP development by incorporating essential skills such as database normalization, which ensures efficient data organization and reduces redundancy, as well as dynamic content presentation to create an engaging user experience. The site also features search capabilities that allow users to easily find relevant information, along with full CRUD (Create, Read, Update, Delete) operations that facilitate seamless data management. In terms of security, the proper use of PDO prepared statements plays a critical role in mitigating SQL injection threats, thereby helping to safeguard sensitive data from malicious attacks. These practices reflect a careful attention to both functionality and security, which are vital aspects of professional web development.

Looking ahead, there are several opportunities to enhance the website’s features and security further. Implementing user role management would allow for differentiated access levels, improving control over who can view or modify certain data. Introducing advanced search filters could provide users with more precise and customized search options, enhancing usability. Additionally, integrating comprehensive security measures such as multi-factor authentication, improved input validation, and regular security audits would help ensure the site remains resilient against evolving threats. Overall, the current setup demonstrates a strong technical foundation, and with these suggested improvements, the Davtech Media website can achieve even greater functionality, security, and user satisfaction.
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