LDE Assignment 1

Essential skills for study and employment in Cyber Security
Careers in Cyber Security requires a wide variety of strong technical knowledge, but employers also heavily value transferable skills as well.  Cottrell makes the point that employability skills such as critical thinking, communication, teamwork and time management are enhanced alongside subject knowledge whilst undertaking studies [1].   This is important in the Cyber Security field where analysts are expected to explain risks to non-technical staff as well as investigate them.
	Essential Skills for Cybersecurity Careers

	Technical Skills
	Transferable Skills

	Networking and protocols
	Communication with non-technical staff

	Operating systems (Linux and Windows)
	Teamwork

	Python scripting
	Critical thinking and problem-solving

	Cloud platforms
	Adaptability

	Log analysis and threat detection
	Attention to detail

	Secure coding
	Time management

	Combined, these skills support employability and career progression



ISACA’s research says that soft skills e.g. adaptability were the biggest reported skill gap throughout Cyber Security professionals.  Employers prioritise candidates who show good communication, critical thinking, problem solving, teamwork, as well as attention to detail [2].  Saurbaugh also argues that Cyber Security professionals must stay up to date and learn new technologies, such as Python and cloud platforms while also improving and actively developing communication and teamwork skills, building networks and gaining increasing knowledge on technical fields [3].
These skills can be developed in several ways.  Practical labs and Capture the Flag challenges will improve analytical thinking, problem solving and adaptability.  Group projects such as the next step of this assignment will help build teamworking skills and improve communication.  Writing reports and using IEEE referencing will enhance the accuracy and clarity needed for incident reports in the workplace.  Planning workloads using Moodle will help build the time management required for incident response deadlines.  During this course students will be working towards industry certifications which is why it is essential to keep a portfolio of lab writeups.
	1. Study
Lectures, labs and IEEE-referenced reports
	➜
	2. Practice
CTF challenges and group projects
	➜
	3. Evidence
Keep a Moodle and a lab portfolio
	➜
	4. Career
Graduate role in cybersecurity



Generative AI is now part of professional practice. It can help explain concepts and speed up analysis, but it can produce incorrect or insecure output, and sensitive data must never be entered into public tools. It is therefore essential to verify, acknowledge and cite its use [4].
After graduation, the skills talked about above will help students undertaking the course thrive in the chosen sector.  They will help communicate findings, work in teams under pressure, and keep up with the fats changing cyber landscape.
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Analysis of popular AI assistants
Chat GPT (OpenAI) is a beginner friendly all-rounder.  It should mainly be used for brainstorming, explaining different concepts, and drafting text.  Aswell as this it is generally good for basic coding and it has a developed custom-GPT ecosystem which adds flexibility [5].
Claude (Anthropic) is catered towards longer documents and code.  It is heavily suited towards analysing reports and large log files, Aswell as creating high level technical writing [6].
Google Gemini integrates itself withing Google Workspace and search, so is very useful to use if you are creating reports using Google docs or any other of the workplace feature purely for convenience [7].
Microsoft Copilot is integrated into Windows and Microsoft 365.  Its best use is to increase productivity and automates tasks such as summarising Teams meetings, drafting in word or analysing and plotting data in excel [8].
Chosen tool for cybersecurity
The tool that I find is the most suited for my studies Aswell as when I go further into the Cyber Security space is Claude.  To show the benefits I asked Claude to explain a vulnerability type, in this case a SQL injection, Aswell as how to prevent it /1/.  The second step was to give a test server log and asked Claude to try and identify any suspicious activity, for example repeated failed logins /2/.  Finally, I asked Claude to analyse a short piece of code for potential security flaws and suggestions on how to fix them /3/.

Screenshots of Claude responses
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SQL Injection (SQLi)

SQL injection is a vulnerability where an attacker enters malicious SQL
code into an input field, such as a login box. If the application places that
input directly into a database query, the database runs the attacker's
code.

Example: Entering adnin’ -- asausername can comment out the
password check, logging the attacker in as admin.

Impact: The attacker can bypass logins, steal or alter data, and in some
cases take over the server.

Prevention:

1.

A O

Parameterised queries: keep user input separate from SQL code.
‘This is the most effective fix.

Input validation: only accept expected input formats.

Least privilege: limit the database account's permissions.
Generic error messages: hide database errors from users.
Regular testing and patching; find and fix flaws early.

G d o9 C




image2.png
Sample log
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Accepted password for jsmith from 192.168.1.25

Failed password for root from 203.0.113.45

Failed password for admin from 203.0.113.45

Failed password for invalid user test from 203.0.113.45
Failed password for jsmith from 203.0.113.45

Accepted password for jsmith from 203.0.113.45

sudo: jsmith : COMMAND=/usr/bin/cat /etc/shadow

sudo: jsmith : COMMAND=/usr/sbin/useradd backup2

Suspicious activity found

@ Brute-force attack: external IP 203.0.113.45 made 4 failed logins in 6
seconds, using common usernames.

@ Account compromised: the same IP then logged in as jsmith, who
normally connects from 192.168.1.25.

@ Malicious actions: the attacker read password hashes
( /etc/shadow ) and created a backdoor account ( backup2 ).

Recommended actions: Block the IP. delete backup2 , reset passwords,
'use SSH keys with MFA, and install fail2ban.
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Sample code (login.py)

python =)

import sqlite3
DB_PASSWORD = “"admin123"

def login(username, password):
conn = sqlite3.connect ("users.db")
query = f'SELECT * FROM users WHERE user='{username}' AND pass='{password}'"
result = conn.execute(query).fetchone()
if result:
print("Welcome " + username)
else:
print("Error: " + query)

Security flaws found

@ SQLinjection: user input goes straight into the query. Fix: use a parameterised query, such
as conn.execute("SELECT * FROM users WHERE user=' (username,)) .

@ Hard-coded credentials: D8_PASSWORD is visible in the source code. Fix: store secrets in
environment variables or a secrets manager.

@ Plain-text password
berypt or Argon2.

asswords are stored and compared unhashed. Fix: hash them with

© Information leak: the error message reveals the SQL query to the user. Fix: show a generic
"Invalid login" message.

® No connection closing or rate limiting: Fix: use with for the connection, and limit
repeated login attempts.




