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[bookmark: _Toc173154772]Task1: Research in Data Security and Compliance.

[bookmark: _Toc173154773]Overview

Cyber threats, including malware, ransomware, and sophisticated phishing attacks have become increasingly prevalent and sophisticated.  Organisations must make all attempts to safeguard their applications and infrastructure against any threats both internal and external to prevent unauthorised access, data breaches and possible service disruptions.

[bookmark: _Toc173154774]Security Technologies

Technologies such as firewalls can be employed to monitor and control access to computer systems from external sources.  VPNs can be used to establish secure channels across public networks such as the Internet.
Modern firewalls have evolved significantly from their traditional counterparts, incorporating advanced features to address sophisticated threats.  Additionally, a security topologies design of how security measures are arranged within a network are vital for creating robust and resilient defences. 
There are several different firewall technologies now available, each providing their own distinct features and benefits:
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Features:
· Deep Packet Inspection (DPI): Analyses the data within packets, not just the headers, to identify and block threats.
· Intrusion Prevention Systems (IPS): Detects and prevents known and unknown threats in real time.
· Application Awareness and Control (AAC): Identifies and controls applications regardless of port, protocol, or IP address.
· User Identity Management (UIM): Integrates with directory services like LDAP and Active Directory for user specific policies.

Benefits:
· Enhanced security through comprehensive threat detection and prevention.
· Improved visibility into network traffic and user activities.
· Provides the ability to enforce granular security policies.

Example providers:
· Cisco [2]
· Palo Alto Networks [3]
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Features:
· All-in-One Security Solutions: A combination of multiple security functions possibly including firewall, antivirus, VPN, anti-spam and content filtering.
· Simplified Management: Provides a single interface for managing various security features.

Benefits:
· Cost-effective solution for small to medium-sized businesses (SMBs).
· Simplified deployment and management reduce the complexity of maintaining multiple security solutions.

Example providers:
· Sophos [6]
· WatchGuard [8]
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Features:
· Application Layer Protection: Focuses on securing web applications by filtering and monitoring HTTP traffic.
· Protection Against Common Attacks: Defends against SQL injection, cross-site scripting (XSS), and other web-based threats.

Benefits:
· Essential for protecting web applications and ensuring compliance with standards like PCI DSS.
· Provides granular control over web traffic and enhances the security of web servers.

Example providers:
· Defiant [10]
· Akamai [11]
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Design:
· Traditional topology focusing on securing the boundary between the internal network and external networks.
· Deploys firewalls, intrusion detection/prevention systems (IDS/IPS), and demilitarised zones (DMZs) at the network edge.

Benefits:
· Clearly defined security boundaries.
· Effective at preventing unauthorised access from outside the network.

Notes:
· Less effective against internal threats and sophisticated attacks that bypass perimeter defences.
· Increasingly less effective in a cloud-centric world.
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Design:
· Assumes no implicit trust, regardless of whether a user or device is inside or outside the network perimeter.
· Continuous verification of user and device identity and strict access controls.

Benefits:
· Improved security posture by reducing the attack surface.
· Better suited for modern, distributed work environments and cloud services.

Notes:
· Requires significant changes in infrastructure and policies.
· Can be complex to implement and manage.
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Design:
· Divides the network into smaller, isolated segments to limit the spread of threats.
· Implements security controls at a granular level within the network.

Benefits:
· Limits lateral movement of attackers within the network.
· Provides more precise control over network traffic.

Notes:
· Can be complex and resource intensive to configure and manage.
· Requires continuous monitoring and policy adjustments.
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Design:
· Integrates security measures across both on premise data centres and cloud environments.
· Utilises cloud native security tools and traditional firewalls.

Benefits:
· Provides consistent security policies across hybrid environments.
· Enhances flexibility and scalability of security measures.

Notes:
· Managing security across different environments can be complex.
· Ensuring visibility and control over all assets requires robust tools and practices.

Firewalls and security topologies are critical components of any business or organisations cybersecurity strategy.  Next-Generation Firewalls (NGFWs) and Unified Threat Management (UTM) solutions offer comprehensive protection with advanced features, while Web Application Firewalls (WAFs) specialise in safeguarding web applications.  Security topologies such as Zero Trust Architecture, micro segmentation, and hybrid cloud security provide robust frameworks for mitigating threats in diverse environments.  By leveraging these technologies and approaches, we can build resilient defences to protect against constantly evolving threats.
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No system can be entirely immune from attack or breaches. The ability to detect threats quickly is paramount. Advanced monitoring tools and intrusion detection systems can help businesses and organisations identify suspicious activities and potential breaches in real-time.
Early detection is key for mitigating damage, any business or organisation must be able to respond quickly to any incidents and minimise any impact on operations or data integrity. Various technologies can be used to monitor network traffic and raise alarm or take action to prevent any suspected intrusion.
In a Linux environment some software-based examples are:

FailToBan [16]
This software scans logs files and bans IP addresses that are deemed to be making too many access or suspicious attempts on the network.  It does this by updating the firewall rules in real time.  It can be configured to scan any log file for any type of behaviour.

Tripwire [17]
This software monitors files on the host and can send alerts if any files change.  It can be used to check binary files for any permission or attribute changes.  It is common for attacker to modify or infect these files and add their own malicious payloads in order to corrupt network and system security.

Snort [18]
This is a network-based intrusion detection system.  It inspects network packets as they pass through.  By comparing the traffic using heuristic patterns and known signatures it can detect suspicious activity on the network.  Similar to Wireshark and using some of same technology, traffic can be recorded for later analysis.
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Cryptography is an essential part of modern communications.  It is used for many tasks including, encrypting files, securing network traffic across public and private networks.  One of the most common uses today is Transport Layer Security (TLS) and Secure Sockets Layer (SSL) which provide the foundation of all secure Internet traffic.
For the Internet both symmetric and asymmetric encryption [19] are used.  Modern web servers employ a public/private key certificate system.
Public/private keys are a mathematically linked key pair.  Anyone can use the public key to encrypt the message or data but only the private key holder may unencrypt it.
For example, the conversation between browser and server includes several steps:
1. The browser attempts to connect to the web server and receives its public SSL certificate in response.
2. The certificate is checked against a certificate authority (trusted root CA) to see if it is trusted and still valid.  The browser responds to the server using the public key to encrypt a randomly generated symmetric key.
3. The server decrypts the message using its private key and receives the symmetric key.
4. The server uses the symmetric key to encrypt the data before replying to the browser.
5. The browser now decrypts the received data using the shared symmetric key and displays the unencrypted form to the end user.
The reason for using a combination of asymmetric and symmetric keys here is speed.  The asymmetric encryption/decryption process is computationally intensive and slower than the symmetric pre shared key method.  By using asymmetric cryptography only in the first instance then security can be maintained without compromising on speed.
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· The Chief Information Security Officer is responsible for the direction and overall leadership of the cybersecurity program  Management plays an essential role to develop, maintain and enforce security policies and procedures.
· Security Analyst: Gather threat intelligence, monitor security systems for any active or potential issues or threats.
· Security Engineer: Install and maintain any security devices such as firewalls, VPNs, IDS, etc.
· Security Manager: Manage the day-to-day operations of the security team and functions.
· Incident Responder: When cyberattacks occur the response should be timely and coordinated to limit and mitigate any damage that may have been caused.
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Policies and procedures attempt to ensure a consistent approach to security across an organisation. Their purpose is to standardise how security measures are implemented by making it easier to manage and maintain a secure environment. This uniformity in process can help to prevent any gaps or weaknesses that could be exploited by malicious actors and cyber threats.
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Adherence to well established policies and procedures is crucial for meeting legal and regulatory requirements.  Industries such as finance, healthcare, and retail for example are subject to strict regulations regarding data protection and cybersecurity.  Comprehensive policies ensure that any business or organisation complies with these laws, thereby avoiding penalties and possible legal repercussions.
They provide a foundation for educating employees about their roles and responsibilities in maintaining a sound security posture.  Regular training based on these guidelines can help staff to recognise potential threats and understand the importance of security protocols.  Informed employees are much less likely to fall prey to scam emails, phishing attacks and clever social engineering attempts.
Security procedures are not static, they always need regular review and constant updates to address any new emerging threats or technological advancements.  This iterative process ensures that the business security posture remains robust and responsive to new challenges.
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[bookmark: _Hlk173155190]Compliance with regulatory requirements is a mandatory aspect of modern business operations.  Many industries are subject to stringent regulations regarding data protection and cybersecurity, such as the General Data Protection Regulation (GDPR)[27] in the UK and Europe and the Health Insurance Portability and Accountability Act (HIPAA)[35] in the United States.
Companies and organisations must implement robust security measures to meet these regulatory standards and to avoid any possible penalties.  A proactive approach to protection, detection and reaction and the safeguarding of IT systems ensures that organisations can remain compliant with relevant regulations and can demonstrate their commitment to data protection and security.
Some of the international bodies responsible are:
· Association of Computing Machinery (ACM) [20]
· International Information Systems Security Certification Consortium (ISC) [21]
· SANS (SysAdmin, Audit, Network, and Security) Institute [22]
· ISACA (Information Systems Audit and Control Association) [23]
· ISSA (Information Systems Security Association) [24]
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Many standards relating to computer security are published by the National Institute of Standards and Technology (NIST) [25].  They include 
· SP 800-12, The Computer Security Handbook
· SP 800-14, Generally Accepted Principles and Practices for Securing IT Systems 
· SP 800-18, The Guide for Developing Security Plans for IT Systems 
· SP 800-26, Security Self-Assessment Guide for Information Technology Systems
· SP 800-30, Risk Management Guide for Information Technology Systems
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Contingency planning ensures that essential business functions can continue during and after an adverse event.  This might include natural disasters, cyberattacks, hardware failures, or other unforeseen events.  By having a detailed plan in place, an organisation can maintain critical operations and minimise downtime, this is a crucial element for maintaining customer trust and operational stability.
Any unexpected disruptions can lead to significant financial losses due to halted operations, data loss, and recovery expenses.  A well-crafted contingency plan helps minimise these financial impacts by ensuring that recovery processes are efficient and effective.  This includes having backup systems, data recovery plans and alternative operational strategies ready to deploy.
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To effectively safeguard an organisations IT systems and infrastructure, a contingency plan should include the following components:
· Risk Assessment: To identify any potential threats and their possible impact on business operations.
· Business Impact Analysis: To determine any critical functions or processes and the resources needed to support them.
· Recovery Strategies: To develop plans to recover critical business functions and IT systems.
· Data Backup and Recovery: To establish regular data backup schedules and secure storage solutions.
· Emergency Response: To outline any immediate actions to take in the event of a disruption.
· Communication Plan: To define how to communicate with employees, customers and other key stakeholders during and after an incident.
· Training and Testing: To regularly train staff on contingency procedures and conduct practice drills to test the effectiveness of the plans.
· Planned Maintenance: To continuously review and update any contingency plans to reflect any changes in the organisation and outside threats.
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There are many laws which govern the roles and responsibilities of companies and individuals in relation to their security of IT systems.  In the UK these are promoted by the National Cyber Security Centre (NCSC) [26] which also provides guidance and information for many IT security related subjects.
These include:
· UK General Data Protection Regulations (UK GDPR) [27]
· Data Protection Act 2018 [28]
· The Network and Information Systems (NIS) Regulations 2018 [29]
· Computer Misuse Act 1990 [30]
· Telecommunications (Security) Act 2021 [31]
· UK eIDAS (Electronic Identification and Trust Services for Electronic Transactions Regulations 2016) [32]
· PECR (Privacy and Electronic Communications Regulations) [33]
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Risk management is a foundational element in computer security, serving as a proactive approach to identifying, assessing and mitigating potential threats to business and organisational IT infrastructure and data.  Effective risk management is essential for safeguarding assets, ensuring operational continuity and maintaining regulatory compliance.
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The first step in risk management is identifying potential threats and vulnerabilities that could impact the organisations IT systems, this involves:
Threat Analysis: Understanding of various cyber threats, such as viruses, malware, scam emails, phishing or even inside bad actors.
Vulnerability Assessment: Evaluating any weaknesses in the organisations IT infrastructure, applications and processes that could be exploited by these threats.
Asset Identification: Identifying any critical assets, including hardware, software, data and personnel that need protection.
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Once any risks are identified, the next step is to assess their potential impact and likelihood, including:
Risk Analysis: Determining the probability of a threat exploiting a vulnerability and the potential impact on the business.
Impact Assessment: Evaluating the consequences of different types of security incidents, such as data breaches, service disruptions, or financial losses.
Risk Prioritisation: Ranking risks based on their severity and likelihood to prioritise required mitigation efforts.
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Mitigation involves implementing strategies and controls to reduce the identified risks to acceptable levels, this can include:
Preventive Measures: Implementing security controls such as firewalls, antivirus software, intrusion detection systems and encryption to prevent incidents.
Detective Measures: Using monitoring and logging tools to detect suspicious activities and potential breaches.
Corrective Measures: Developing incident response plans and disaster recovery procedures to address and recover from incidents promptly.
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Risk management is not a one-time activity but an ongoing process that requires continuous monitoring and review, this involves:
Regular Audits: Conducting regular security audits and assessments to ensure controls are effective and are up to date.
Real-Time Monitoring: Using advanced monitoring tools to track system activities and detect any anomalies in real time.
Threat Intelligence: Keeping abreast of the latest threats and vulnerabilities through current threat intelligence data and industry reports.
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Human error is often a significant factor in security incidents.  Risk management includes:
Employee Training: Providing regular training sessions to educate employees about security best practices, threat awareness and their role in maintaining security.
Security Awareness Programs: Implementing ongoing awareness campaigns to keep security at the forefront of employees’ minds.
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Many industries are subject to regulations that mandate specific risk management practices.  Risk management helps to:
Meet Legal Requirements: Comply with regulations such as GDPR (UK and Europe) and HIPAA (USA), which require robust data protection and security measures.
Avoid Penalties: Prevent legal and financial penalties associated with non-compliance and data breaches.
Demonstrate Due Diligence: Show stakeholders and regulators that the business or organisation takes security seriously and has taken appropriate steps to protect its assets.

[bookmark: _Toc173154800]Business Continuity and Resilience

Risk management is crucial for ensuring business continuity and building organisational resilience, this includes:
Business Continuity Planning (BCP): Developing and maintaining plans to ensure critical business functions can continue during and after a disruption.
Disaster Recovery Planning (DRP): Creating procedures for recovering IT systems and data following a significant incident.
Resilience Building: Strengthening an organisations ability to adapt to and recover from any security incidents or disruptions.
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