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[bookmark: _Toc102032348]Chapter 1 – AIMS AND OBJECTIVES
[bookmark: _Toc102032349]1.1 Introduction
There is an extensive coverage of millions of customers in the UK who use an ISP to access the internet, but are these consumers' home networks secure? My project will focus on home network security and how to prevent vulnerabilities and improve security measures for your home network. As a Computer Networking and Cybersecurity student, this project links to my academics while also allowing me to demonstrate my skills.

Securing a home network will require consideration of a variety of factors in order to keep the network safe and secure. The project's primary goal will be to determine whether or not home networks are secure; this information will allow to go into greater detail and work on the purposes of identifying possible vulnerabilities of home networks, finding solutions to those vulnerabilities, and displaying information on how to secure a home network with solutions.

People in today's culture use the internet for various purposes, including social networking, online banking, and online shopping. They do so without being aware of the security dangers associated with accessing the internet on a home network.

[bookmark: _Toc102032350]1.2 Aims
The project's goals are to demonstrate the security vulnerability of a home network and how to secure the network in the long term.

[bookmark: _Toc102032351]1.3 Objectives
The project objectives are: 
· Investigate network security and network vulnerabilities.
· Carry out network penetration testing.
· Analyse the results in order to take out security measures.
· Highlight the security measures implemented and report on how they will improve the network's security.


[bookmark: _Toc102032352]1.4 Structure of the project 
Chapter one focuses on the project's goals, objectives, and structure, which must be followed in order for the project to be successful.

The second chapter is the research and review of literature that will be utilised to carry out the necessary study, which will rely on credible sources to enhance and authenticate the work.

The third chapter describes the research methodologies that were employed throughout the study.

Chapter four discusses the project's concept and implementation, as well as how the project will progress.

The fifth chapter will go through the experiments and evaluation of the project.

Chapter six provides a project overview, project findings, and any recommendations for subsequent study.


[bookmark: _Toc102032353]Chapter 2 – RESEARCH
[bookmark: _Toc102032354]2.1 Introduction
Chapter 2 demonstrates the research on security aspects of a home network that must be included to improve network security, as well as the various ways that may be used to attempt to attack the network and put the network in danger of being attacked.

[bookmark: _Toc102032355]2.2 Home network security
[bookmark: _Toc102032356]2.2.1 Firewalls
Firewalls are the first line of defence against most cyber-attacks on a network; the firewall acts as a barrier between the network and the outside networks. A firewall's job is to monitor and analyse network traffic to determine if it violates the firewall's security rules. If the traffic is determined to be good traffic, it will be forwarded to the network; if the traffic is determined to be bad traffic, it will be dropped. [1] [2]

[bookmark: _Toc102032357]2.2.2 Strong passwords
Passwords are the most common way to authenticate a user, but because it is the most common way to authenticate, it poses a significant risk to a network. Having a strong password with more than eight characters, special characters, and both uppercase and lowercase allows for a more secure password, resulting in a harder password to be cracked or brute-forced by hackers. Most people in society admit to having weak passwords and using the same password for multiple accounts and devices. [3]

[bookmark: _Toc102032358]2.2.3 Hardware and Firmware updates
Hardware and firmware updates are a critical cycle to help protect a network or allow the network to perform at its optimal, hardware and firmware updates allow possible vulnerabilities that have been identified by the manufacturer to be fixed but only when the firmware is updated can the hardware use that patch, if you don't routinely update firmware or hardware it may cause faults to the hardware or might result in vulnerabilities that hackers can exploit. [4]



[bookmark: _Toc102032359]2.2.4 Disabled port forwarding
Port forwarding allows devices from outside the network to connect to devices in the network. Port forwarding provides advantages such as hosting websites, game servers, online storage, streaming services, and so on, but it also introduces several vulnerabilities that attackers may exploit. Port forwarding is similar to opening a door in your router to allow others to enter your LAN, but it comes with a security risk, particularly if ports are left open when not in use. For example, if you create a website but decide to remove it but leave the port open, this becomes a potential vulnerability that could be exploited. [5] Some networks now include DMZ, which enables for port forwarding with less of a security risk.

[bookmark: _Toc102032360]2.2.5 Guest networks
Guest networks allow you to provide your visitors internet access without allowing them access to your network. This avoids guests from unintentionally introducing possible vulnerabilities to your home network. Guest networks are virtual networks that are segregated from your primary home network. This prevents any vulnerabilities from visitors' devices and limits what a guest can do on the network. [6]

[bookmark: _Toc102032361]2.2.6 Disabled remote access
Remote access has become a feature of most routers, allowing administrators to maintain the network without necessarily needing to be on the network; this results in a significant security vulnerability because if an attacker gains access to this privilege, they will have full access and control to the network, blocking the administrators from the network and possibly preventing them from using the network, without needing to be on the network. Disabling remote access to the router's administrator functions improves the router's security and prevents anyone from using remote access as a vulnerability.



[bookmark: _Toc102032362]2.2.7 Disabled WPS
WPS (Wi-Fi Protected Setup) allows devices to connect to the network in two ways: by pressing a button on the router or by a pin on the router. The button type allows anyone who can get close to the router to connect to the network by pressing a button on the router, which will then enable them on the network. The other type is an eight-digit code that can be used to connect to the network. With WPS deactivated, users will be forced to utilise the traditional password approach, which is more secure. [7] [8]

[bookmark: _Toc102032363]2.3 Types of attacks
[bookmark: _Toc102032364]2.3.1 Footprinting attacks
Footprinting is methods used to gather information about networks, operating systems, hardware, and software; when an attacker is interested in attacking a network it will scope out the network to find out any potential vulnerabilities and all the underlying information of the network, so they have a good understanding how it runs  if they were to attempt to exploit or attack the network. [9] [10]

Footprinting can be done in multiple ways; the most common way is using tools to make attacks, such as ping sweeps, traceroutes, whois, and even search engine dorks; all these are used to gather the information that could be useful when exploring and finding vulnerabilities of networks. [11]

[bookmark: _Toc102032365]2.3.2 Wardriving attacks 
Wardriving attacks are attacks in which the attacker drives around neighbourhoods looking for networks that they could potentially attack; while driving, they will simply scan for networks with SSID broadcasting that they can use to find network vulnerabilities; they typically look for networks with default configurations so they can easily gather information about the router with the SSID allowing them to research potential vulnerabilities they can use to exploit the network. [12]





[bookmark: _Toc102032366]2.3.3 Denial of service attacks
Denial of service is an assault that targets a network in order to prohibit access. There are two sorts of attacks: flood attacks and buffer overflow attacks, both of which result in a denial of service. Flood assaults overwhelm a service by sending massive volumes of data, causing the service to overload and fail, or causing the service to block legitimate traffic. A buffer overflow attack is an attack that attempts to exhaust all of the network's available resources such as memory, CPU, and so on. This is often accomplished by the use of an exploit that causes the network to crash [13], When DoS attacks are rendered ineffective, the attacker resorts to a larger force of attack known as Distributed Denial of Service (DDoS). DDoS employs the same methods as DoS attacks, but instead of using a single device to attack the network, it employs multiple devices at the same time, resulting in a larger overload. These devices are frequently in the form of botnets. When your network performance suffers from a significant decrease in speed, as well as when access to the internet is limited or delayed, these are common symptoms of a DoS or DDoS assault. [14]

[bookmark: _Toc102032367]2.3.4 Brute force attacks
A brute-force attack is a type of trial and error to work out the correct information to gain access to the systems; these could be encryption keys, passwords, etc. to gain access to the system, the brute force tool will use multiple combinations or wordlists that use common or different types of methods to gain access, brute force attacks are more efficient when going against weak passwords because the more complex the password the longer it takes to crack. There are other sorts of assaults, such as the dictionary attack, which performs the attack against a username and a word list containing popular terms and passwords, and the hybrid brute-force attack, which combines common words with the usage of random characters or digits to attack against somewhat tougher passwords. Credential stuffing is another sort of brute-force attack that exploits prior passwords and usernames from another target to attack new targets since individuals prefer to use the same password for many passwords. [15]




[bookmark: _Toc102032368]2.3.5 Man in the Middle attack 
Man in the middle (MITM) is a typical technique that allows attackers to intercept network conversations / data, allowing them to eavesdrop and steal passwords, personal information, and so on. ARP spoofing is a type of MITM attack in which the attacker masquerades as another host in order to gather requests by sniffing the private traffic between the hosts. DNS spoofing is a type of MITM attack in which the attacker corrupts the DNS cache in order to connect to another host using their domain name, resulting in the victim providing the sensitive information to a malicious host. [16] [17]


[bookmark: _Toc102032369]Chapter 3 – RESEARCH METHODOLOGY
[bookmark: _Toc102032370]3.1 Introduction
This chapter will outline the research, philosophy, approaches, strategies, choices, time horizon, and data collecting methods that will be used for the project, utilising the research onion as a research methodology.

[bookmark: _Toc102032371]3.2 Research Onion
The research onion is intended to aid in the research methodology that would take place throughout the project's research; by passing through each layer of the onion, you apply each layer to assist in the project's research methodological decisions and research. [18] Figure 1 depicts the research onion and its numerous levels, each of which has a range of options that might be used in the project and aid in the study.

	[image: ConceptDraw Software on Instagram: “Example: Research Onion Diagram.  #stakeholder #management #onion #diagram #oniondi… | Diagram, Research  methods, Team motivation]
[bookmark: _Toc102032321]Figure 1: An image of the research onion with the indications of the different layers. [19]




[bookmark: _Toc102032372]3.2.1 Philosophy – Positivism 
Positivism is a philosophy that believes in just factual knowledge. This is demonstrated by approaches and methods such as observations, measurements, and experiments. Positivism research is limited to data collection and objective interpretations of the results; this positivist approach inside the research philosophy will allow for a better interpretation of the project's outcomes and will result in more factual outcomes that can be utilised to present the experiment's findings. [20]

[bookmark: _Toc102032373]3.2.2 Approaches – Inductive 
The Inductive technique is based on observations or hypotheses that are then studied to obtain a set of findings. This strategy will allow the goal of creating data from the outcomes of the experiment, and it will employ current and hands-on experience to formulate its study. This project will enable for the experiment to be carried out, as well as the analysis of the experiment's data and the conclusion of an understanding conclusion. [21] [22]

[bookmark: _Toc102032374]3.2.3 Strategies – Action
The research strategy that will be investigated for this project is action research, which uses current learning to be able to research an action in a practical setting to achieve data on the problems or weaknesses that would be related to the real-world. In this project, the network will be manipulated to find weaknesses or vulnerabilities, which will then be discussed to help create better security / awareness. [23]

[bookmark: _Toc102032375]3.2.4 Choices – Mono method
Mono Methods is the use of just one method for the study; the two methods to pick from are qualitative or quantitative methodology; [18] for this project, only one method of study was required to benefit, which was the qualitative data method. This enables the use of understanding the differences in network behaviour between secured and unsecured networks, as well as the application of problem-solving methodologies to aid with the security of home networks. [24]



[bookmark: _Toc102032376]3.2.5 Time Horizon – Cross-sectional
Time Horizon is the time frame established in which the project is attended to be completed; for this project the cross-sectional time horizon is a better time frame which this project will use, this gives the project a pre-set time which the collective data will need to be collected and used, this only uses the selected data that is established by a specific time frame. [25]

[bookmark: _Toc102032377]3.2.6 Data Collection and Data Analysis
The last layer of the research onion is data collecting and data analysis; this is how data is gathered and analysed inside the project; the data will come from many research sources acquired through the report's literature. The data will be gathered from sources such as the university library and other research engines such as Google Scholar and Semantic Scholar, as well as data gathered from the internet domain such as websites, books, journals, and articles, among others. [26]


[bookmark: _Toc102032378]Chapter 4 – DESIGN & IMPLEMENTATION
[bookmark: _Toc102032379]4.1 Introduction
This chapter will cover how the project will be laid out, as well as all of the activities and processes that will be done during the project's design and implementation. There are two aspects of the design and implementation process that must be understood in order to build a technique for how the project's process will go. The first component will include evaluating and comprehending the network that will be utilised to accomplish the project, the second section will be understanding the network's potential vulnerabilities and using various software to establish vulnerabilities and threats to the network, which will then be discussed at the project's conclusion to create awareness and understanding of how home networks can be insecure and how to implement simple security procedures to a home network to increase network security.

[bookmark: _Toc102032380]4.2 Problem Formulation
The project's concern is the security of home networks. Most networks are default setup by the ISP such that all of the default features are enabled, which isn't excellent for security because it exposes vulnerabilities that are well known owing to the network's default settings. Throughout the project, it is intended to exploit such susceptible problems to demonstrate the effects of the default setup that may be adjusted to improve its security. 
The project's results should include a recommendation for what changes should be made to help solve the problem formulation and a demonstration of what settings and changes could be made to introduce higher security protocols and procedures for a home network in order to improve and secure a home network.



[bookmark: _Toc102032381]4.3 Design
[bookmark: _Toc102032382]4.3.1 Network Design
The architecture of the home network would be different for all various houses and networks, thus the design of this network was developed to illustrate the general home network with 1 device connected, as seen in Figure 2, both networks are separated attacker and home network, the attacker network is created by a mobile hotspot network connection to the internet, which will be used in some of the attacks throughout the experiment, while the home network contains a wireless home router provided by the ISP, which is used because it represents what a typical home network would be and will keep the correct information to maintain the experiment's integrity. For the duration of the experiment, both the attacker and the home network are linked to the internet.
	[image: ]
[bookmark: _Toc102032322]Figure 2: Image of the home network.







[bookmark: _Toc102032383]4.3.2 Attacks and Tools
The project includes an experiment to attack a home network in order to uncover and present the vulnerabilities that common home networks have, resulting in an overview of how secure the typical home network is.
To progress with the project, a comprehension of the tools that will be used must be demonstrated. The tools that will be utilised in the project include Nmap, Ettercap, Wireshark, and a standard WiFi connection manager.

Nmap is a network analysis and security auditing programme that will be able to use for footprinting the network and analysing the network for possible holes. I'll be performing network scans that will yield findings that will be utilised for project analysis and to determine what may be exploited as a vulnerability. [27]

Ettercap is a man in the middle tool that will be used to sniff live network connections in order to eavesdrop on the network. This will be used in the project to demonstrate how gaining access to the network causes significant issues where data can be taken and used against network users, from man in the middle attacks data such as credentials, sensitive data, and day to day data that the user does not want anyone to know. [28]

Wireshark is a network analysis tool that captures packets on the network and allows for in-depth analysis of the captured packets to find the source of problems or assist in network troubleshooting. In this case, Wireshark will be used to capture packets of the man in the middle attack, capturing the process of ARP poisoning and displaying the results of the man in the middle attack. [29]

[bookmark: _Toc102032384]4.3.3 Security 
The security aspect of the project is to understand the vulnerabilities of a home network and to establish security methods and procedures that can be implemented to increase the security of a home network. This project should demonstrate intelligence on how to increase the security of a home network. 

Strong passwords, deactivating SSID, guest networks, blocking port forwarding, and other security measures will be implemented to safeguard the network. These processes will make normal home networks stronger and ensure network usage is safe and secure.

Strong passwords are the first step in all security protocols; they are used to reduce the chances of breaches and attacks on the network but do not completely eliminate them. Creating a stronger password with more than 8 characters, special characters, and upper and lower cases reduces the chances of an attack being able to brute-force your network because it reduces the chances of the password being part of a wordlist of previously breached passwords and reduces the chance of algorithms being able to crack the passwords. [30] 

Deactivating SSID is the process of disabling the SSID broadcast on the router this has a few advantages for the security of a home network because the network isn’t broadcasted to everyone within range, this prevents attacks such as wardriving and warwalking these are attacks that utilises the SSID broadcast to find networks that potentially be vulnerable and are able to get enough information about the router from the name of the SSID, disabling the SSID reduces the risks but when adding new devices to the network becomes more tedious because you’ll need to manually add devices. [31]

Guest networks are a way of implementing a network that is isolated from your main network preventing guest from harming or affecting your main network, a common thing with home networks is that when people have guests they attend to share their home network passwords so that they can give guest access to the internet, this can cause problems for networks and can result in making the network vulnerable because a guest could potentially bring a device with malware that they haven’t discovered and could be spreading across the network so having a guest network reduces the risk of malware being spread and reduces the amount of people with the password of your main network. [32]


Blocking port-forwarding is the process of closing all ports that are not active or in use to prevent unauthorised access to your network. Port-forwarding is a method that allows people outside of the network to connect to devices within the network to access data such as websites, streaming services, game services, and so on. When ports are opened, people attend to discontinue the service they were doing but forget to close the port, resulting in a potential point of vulnerability. [33]

[bookmark: _Toc102032385]4.4 Implementation
In this part, the author will attempt to create a network that will reflect the home network and match the requirements of the project at hand. A mix of numerous tools and software will need to be deployed during project implementation to present possible vulnerabilities and threats that will be utilised as research inside the project to come up with a solution and conclusion of the results.

[bookmark: _Toc102032386]4.4.1 Hardware
To carry out the experiment, network hardware will be required to create a network that will reflect a home network. The hardware required to reflect this is a mobile phone with the ability to create a hotspot to provide an internet connection and to segment the networks. Another piece of hardware required is a desktop that will display a regular user on the home network. A wireless router will also be required to allow access to the internet for the home network. Figure 3 shows the home network representation. 
	[image: ]
[bookmark: _Toc102032323]Figure 3: Hardware of the network







[bookmark: _Toc102032387]4.4.2 Software 
To meet the aims, the author required to install the operating system and the tools that would be needed to assist with the experiment. Nmap (Zenmap) was installed into the computer via online installation and was finished successfully, as shown in figure 4.

	[image: ]
[bookmark: _Toc102032324]Figure 4: Installation of Nmap (Zenmap)



The author needed to install Kali Linux in order to use the various tools that come with the operating system to conduct the experiment man in the middle attack (MITMA). Kali Linux is an operating system designed around penetration testing and ethical hacking that has many tools that allow the user to experiment with vulnerabilities of computer systems or networks. The author installed Kali Linux using a virtual machine image that the authors of the software provided. Figure 5 depicts the installation of Kali Linux in Oracle Virtual Machine Manager.
	[image: ]
[bookmark: _Toc102032325]Figure 5: Installation of Kali Linux



The screenshot below displays the finished installation of Kali Linux, which will be utilised throughout the project. Figure 6 shows an example.

	[image: ]
[bookmark: _Toc102032326]Figure 6: Installed Kali Linux.



The screenshot below depicts the way that will be used to do the man in the middle attack using the programme Ettercap. This is accomplished by employing a number of strategies to obtain the desired result for the project. Figure 7 depicts this.

	[image: ]
[bookmark: _Toc102032327]Figure 7: Ettercap (MITMA)



The screenshot below depicts the programme Wireshark, which will be used to analyse and visualise the process of a man-in-the-middle assault by collecting packets and allowing users to see packets to better understand the process. Figure 8 depicts the Wireshark programme.
	[image: ]
[bookmark: _Toc102032328]Figure 8: Wireshark



[bookmark: _Toc102032388]4.5 Conclusion
In conclusion, the author has offered its methods of design and implementation to achieve the project's goal, which included the construction of a home network and the installation of software that will be needed to carry out the experiment. Overall, the project's design and implementation stages went smoothly, and the only difficulty uncovered was that the author needed to conduct research on the specific tools to have an idea of how the tools functioned and how they would be utilised to finish the experiment.


[bookmark: _Toc102032389]Chapter 5 – Testing and Evaluation
[bookmark: _Toc102032390]5.1 Introduction
In this chapter, the author will perform a man in the middle attack (MITMA) and port scanning to offer information on the testing and evaluation stage. The general expectation is to conduct MITMA and port scanning to demonstrate weaknesses in a home network in order to meet the experiment's goal.

[bookmark: _Toc102032391]5.2. Man in the Middle Attack (MITMA) 
The pictures below will offer a quick summary of the ways that will be used to do an MITMA; to achieve this, the author will need to utilise Kali Linux and the different strategies to be able to conduct the activity for the experiment.
	[image: ]
[bookmark: _Toc102032329]Figure 9: Configuring Ettercap for use.


Figure 9 shows the configuration that was applied to the Ettercap application to be able to conduct the experiment, the interface needed to be the interface that was used to connect to the home network.

	[image: ]
[bookmark: _Toc102032330]Figure 10: Scanning hosts in Ettercap


Figure 10 depicts the scanning of hosts on Ettercap to identify a target for the MITMA; these hosts are network devices from which the author can select to attack.
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[bookmark: _Toc102032331]Figure 11: ARP Poisoning


Figure 11 highlights the precise target that the author has selected to attack, as well as the parameters to proceed with the MITMA by selecting the ARP Poisoning approach.



	[image: ]
[bookmark: _Toc102032332]Figure 12: Using Wireshark to show ARP Poisoning



Figure 12 portrays the use of Wireshark to display the packets intercepted during the ARP Poisoning process, which demonstrates the MITMA active activity taking place on the home network. 

[bookmark: _Toc102032392]5.3 Port Scanning (Footprinting) 
In this section, the author will show how to use Nmap (Zenmap) to scan network ports for potential vulnerabilities in order to provide a solution to the problems at hand. The port scanning will be done on an application called Zenmap, which is Network Mapper (Nmap) with a GUI and some other features to assist the user. Figure 13 shows an example of a basic scan.
	[image: ]
[bookmark: _Toc102032333]Figure 13: Shows Basic scan on Nmap
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[bookmark: _Toc102032334]Figure 14: Nmap top 20 ports


Figure 14 displays a scan on that checks the top 20 most popular ports to see if the services are up or down; the screenshot reveals that two ports, 80/tcp and 443/tcp, are open among the top 20 ports.

	[image: ]
[bookmark: _Toc102032335]Figure 15: Port scan on all hosts.


Figure 15 shows a scan that checks all open ports on all hosts on the network. This can be used to look for any vulnerabilities on network devices that could provide an easier method of attack. As seen in the screenshot, some devices have no ports open while others have ports open to allow the device to function.



	[image: ]
[bookmark: _Toc102032336]Figure 16: Show a vulnerability script scan


Figure 16 depicts a vulnerability script scan, which is a pre-made script within Nmap that allows the author to run on the home network to scan the network for any potential vulnerabilities that are known and will be displayed by the script. This script produces a report on the potential vulnerability that has been made public, which the author could use to patch if a vulnerability were to appear.



[bookmark: _Toc102032393]5.4 Security Procedures
[bookmark: _Toc102032394]5.4.1 Administrator Panel Password
One of the most serious flaws in a home network is the default configuration for the network administrator panel, which allows anyone with access to control and configure your router. If an attacker obtains access to this panel, they can configure your network to block all traffic, rendering the network unusable. Most administrative panel credentials are popular and may be found online. To resolve this possible vulnerability and prevent it from occurring, enter into the panel, go to the admin area, and reset the password; this protects your network. Figure 17 depicts the procedure of changing a router's password.
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[bookmark: _Toc102032337]Figure 17: Changing the default admin password




[bookmark: _Toc102032395]5.4.2 Wi-Fi Password
To prevent brute-force and WPA2 cracking, make sure to have a strong Wi-Fi password that contains 8 characters or more with special, upper- and lower-case characters. The stronger the password, the less likely the network will be vulnerable to that method of attack. To change the Wi-Fi password, simply go into the panel and go into the security and change the password that is already in use. Figure 18 depicts the author changing the old password to "Chang3Y0urP4ssW0rd!"
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[bookmark: _Toc102032338]Figure 18: Shows example of changing the Wi-Fi password.



[bookmark: _Toc102032396]5.4.3 Wi-Fi SSID
Disabling or changing the SSID deters attackers because if they want additional information about the network, they'll have to put in more effort to access it. This also deters attackers since they can try another router, therefore disabling or changing the SSID can help defend your network. To disable the SSID within the panel and in the security section will contain all the configuration for the Wi-Fi this is where you can disable the SSID, some hardware may not allow for disabling the SSID as shown in the screenshot below so changing the name can also be done, making the name something unrelated to anything on the network. Figure 19 explains how to change the SSID to "Toystory".
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[bookmark: _Toc102032339]Figure 19: Changing or Disabling SSID



[bookmark: _Toc102032397]5.4.4 Guest Network Configuration
A good practise within a network is to isolate devices to reduce the risk on the network. This can be done with virtual networks, but not all routers support this. Instead, they support Guest networks, which can be used for untrustworthy devices or Guests. This is a good example to have on a network because it reduces the risk to devices on the main network and also reduces the number of people knowing your main network password, which also reduces the risk of breach or leaks. To create a Guest network, it must first be enabled, since it may not be enabled by default, and then a password and SSID must be supplied to strengthen the security of the network. Figure 20 depicts the establishment of the guest network.
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[bookmark: _Toc102032340]Figure 20: Guest Network



[bookmark: _Toc102032398]5.5 Conclusion 
In conclusion, the author provided information for the testing and evaluation of the experimentation in this chapter. This chapter shows the findings that were discovered during the two methods of attacks footprinting and MITMA using the various attacking tools and techniques to provide information for the experimentation. Overall, the testing and evaluation procedure was simple because to the research obtained through the literature review.

[bookmark: _Toc102032399]Chapter 6 – Conclusions and Recommendations
[bookmark: _Toc102032400]6.1 Summary 
To summarise this project, chapter one concentrated on the project's aims and objectives, as well as how the project will be structured to meet the experiment's goals; The second chapter focuses on the literature review and the research acquired to aid in the understanding of the project and the experiment that was utilised to achieve the project's goals and objectives.

The third chapter focuses on the usage of the research onion and its layers to aid in the creation of the project, with each layer serving as a technique to be employed and incorporated into the project. Chapter four largely focuses on the design and implementation of the experiment; this includes the procedure and techniques that will be used and understood in order to execute the project's testing and assessment stages.

The fifth chapter is about the experiment's testing and assessment, which highlights the actions and techniques that were utilised and modified to obtain the results of MITMA and Port Scanning, culminating in the deployment of security protocols to enhance network security.

[bookmark: _Toc102032401]6.2 Conclusion
Overall, the project process went well; all of the chapters provided the insight and information required to finish the project's subsequent chapters. The design and execution stages proceeded smoothly, with the only issue being that further study on the specific tools was needed to obtain a deeper understanding of the tools in order to finish the specific procedures employed. The preceding material from the experiment and the study enabled for that specific stage to proceed smoothly and allow for the completion with no difficulties throughout the testing and evaluation phases.
Overall, the author would have liked to incorporate more techniques and assaults into the project in order to demonstrate a wider range of tools and attacks, which could then be analysed in order to develop more security processes that would enforce and improve the security aspects of home networks.

[bookmark: _Toc102032402]Chapter 7 - REFLECTIONS

The goal of the project was to understand the security vulnerabilities of a home network and how they could be solved. Throughout the experiment, there were many findings about the potential vulnerabilities of a home network and how they could be affected, as well as solutions that discussed how the most common vulnerabilities could be patched by introducing simple configurations and security procedures to home networks, resulting in a much more secure network.

The first goal was to explore network security and network vulnerabilities, which were heavily introduced during the project's research phases, as well as more information throughout the entire experiment.
The second goal was to conduct network penetration testing, which was briefly mentioned during the design, implementation, and testing phases but should have been elaborated on.
The third goal of the project was to analyse the results in order to apply security measures, which were applied during both the design and testing phases of the project, but might potentially be expanded into additional study.
The final goal was to showcase the installed security measures and report on how they will improve network security.
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[bookmark: _Toc102032407]9.2.1 Gantt Chart 1
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[bookmark: _Toc102032342]Figure 22: Gantt Chart (Part 1)
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[bookmark: _Toc102032343]Figure 23: Gantt Chart (Part 2)
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[bookmark: _Toc102032344]Figure 24: Gantt Chart (Part 3)
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APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Correy Heard

	2
	Student Number:
	1901709

	3
	Email address:
	1901709@student.uwtsd.ac.uk

	4
	Programme of Study:
	Computer Networking and Cybersecurity 

	5
	Director of Studies/Supervisor:
	



SECTION B:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒
	2
	UWTSD Research Data Management Policy
	☒

	3
	
	☐



SECTION C: Details of Research Activity
	1
	Indicative title:
	Building a secure home network.

	2
	Proposed start date:
	18/10/2021
	Proposed end date:
	28/04/2022

	
	Introduction to the Research (maximum 300 words in each section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
1. Purpose of Research Activity
1. Proposed Research Question
1. Aims of Research Activity
1. Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
1. What the research activity will add to the body of knowledge 
1. How it addresses an area of importance. 

	3
	Purpose of Research Activity

The research that will be done will be on public online data or published journals, books and articles, it will be used to get an understanding of potential vulnerabilities within home networks, and the security measures that could be implemented to enhance the security home network. 

(this box should expand as you type)

	4
	Research Question

Are home networks secure? 

(this box should expand as you type)

	5
	Aims of Research Activity

The research aims to inform users about the security risks with home networks and be able to inform about vulnerabilities, security measures and types of attacks that could occur on home networks. 

(this box should expand as you type)

	6
	Objectives of Research Activity

N/A

(this box should expand as you type)

	
	Proposed data collection methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	This should describe how you intend to collect data. It should not include a discussion of the theoretical basis for your data collection methods. Please note, that if you intend to collect any audio/video recordings of interviews with participants then these will be are classified as Personal Data under GDPR/DPA2018. If you intend to use these then note this in section H.

The data that will be used within this research will be existing data online, that will be obtained by using published journals, books and articles etc. 

(this box should expand as you type)



SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☐
	☒

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☒


	
	Details of any other primary data collection method:



(this box should expand as you type)
	
	



If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☐

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	3
	Vulnerable adults?
	☐
	☐

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☐

	5
	Prisoners?
	☐
	☐

	6
	Young offenders?
	☐
	☐

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☐

	8
	People engaged in illegal activities?
	☐
	☐

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☐


	
	Details of any other participant groups:
Complete this only if your participants cannot give consent. This includes animals

(this box should expand as you type)
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	
(this box should expand as you type)

	11
	Who will the participants be?

	
(this box should expand as you type)

	12
	How will you identify the participants?
	N/A

(this box should expand as you type)




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☐

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☐

	15
	Will you obtain written consent for participation?
	☐
	☐
	☐

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☐

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☐

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☐

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☐

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☐

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☐

	22
	If NO to any of above questions, please give an explanation 

	
	You should be able to tick YES for all of these questions. If not, then explain why not in this box.
(this box should expand as you type)



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☐

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☐

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☐

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☐

	28
	If YES to any question, please provide full details 

	
	You should be able to tick NO for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews then please state that in this box.

(this box should expand as you type)



SECTION F: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:
There are always risks. Do not write N/A unless you have no participants.

(this box should expand as you type)
	How you will mitigate the risk to participants:

N/A

(this box should expand as you type)

	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	


(this box should expand as you type)

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:
There are always risks. Do not write NA.


(this box should expand as you type)
	How you will mitigate the risk to the investigator:

To prevent any risk to the investigator, the investigator will take all protocols and procedures to make sure to prevent any risk from occurring within the research of the project. 

(this box should expand as you type)

	4
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:
There are always risks. Do not write NA.


(this box should expand as you type)
	How you will mitigate the risk to the University:

To prevent any risk to the university, the investigator will take all protocols and procedures to make sure to prevent any risk from occurring within the research of the project.

(this box should expand as you type)

	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:



(this box should expand as you type)
	How you will mitigate the risk to environment:

N/A

(this box should expand as you type)



SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to section H.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	You don’t need to email your participants with your final report. A good alternative is to set up an email address that they will be able to contact for further details or results.

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	If you are using a paper questionnaire then you should have the participants sign an appropriate consent form. These forms will count as personal data and should be noted as such in section J.
If you are using an online questionnaire, then you should have a screen before the questions start that acts as a consent form, informing participants that by clicking on the NEXT button they are providing consent.

(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	Do not collect names unless you really need them. Do not name participants or organisations in any research publications (including the thesis) without their explicit permission.

(this box should expand as you type)



SECTION H: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	☒

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	This includes audio/video data of participants, but can also include IP addresses and usernames. Names, addresses and emails also count, as do consent forms.

(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.



(this box should expand as you type)



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☐
	☒

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	10
	“Cloud” storage or websites?
	☒
	☐

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	If possible, save your data on computers that are secure and regularly backed up. Many cloud services only provide GDPR-compliant storage for business customers. An example of suitable text is given below.

All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. 

All data will be kept in a password-protected folder and backed up onto a password-protected cloud storage solution provided by the University which will not be shared. 

(this box should expand as you type)



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☐
	☒

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.

All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected.  All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.

(this box should expand as you type)

	20
	List all who will have access to the data generated by the research activity:

	
	Normally the principal researcher, possibly also the supervisor and, if the project has an industrial partner, a representative of that partner. Possibly also external examiner or second marker?

Correy Heard

(this box should expand as you type)

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	Usually the principal researcher.

Correy Heard
(this box should expand as you type)

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted. 

All data will be kept in password-protected storage solutions and will be backed up to the University cloud storage, The data will only be stored until the completion of the project and then will be disposed of correctly.
(this box should expand as you type)

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒




SECTION I: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	
	Date:
17/10/2021

	2
	Director of Studies/Supervisor:
	Carlene Campbell 
	Date:


	3
	Signature:
	

	




FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
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