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[bookmark: _Toc227507407]Introduction 
This report presented a practical cybersecurity assessment of the SWANSEA.ACCA network used by SOAC Inc, which operated across two locations, Swansea and London. The network included a Windows Server 2022 Domain Controller in Swansea, along with multiple client systems connected through an Active Directory environment. Both locations were linked using a site-to-site VPN, which allowed communication between the networks and supported domain operations across different systems.
The work focused on understanding both defensive and offensive aspects of cybersecurity. From a defensive point of view, the network was analysed to identify potential risks, misconfigurations, and weak points that could affect security. At the same time, an offensive perspective was considered by testing how these weaknesses could be exploited in a controlled and ethical way. This approach was commonly used in real-world environments to improve system security and reduce the risk of cyber attacks . [1]
During the assessment, different tools and techniques were used to analyse the network and evaluate its security level. Network configuration and connectivity were first verified to ensure that all systems were correctly communicating. After that, vulnerability scanning tools such as Nmap and Nessus were used to identify open ports, running services, and possible vulnerabilities within the infrastructure. These tools were widely used in cybersecurity to gather information and detect weaknesses in systems . [2]
The process also involved ethical hacking techniques, where selected vulnerabilities were tested to understand how an attacker could gain access to the network. This helped in evaluating the real impact of the identified issues and showed how small misconfigurations could lead to serious security problems if not addressed. In addition, different security measures were applied to improve the overall protection of the network, including system hardening, access control, and traffic monitoring.
Overall, the assessment provided a better understanding of how enterprise networks operate and how they can be secured using both technical tools and structured methodologies such as those provided by National Institute of Standards and Technology. It also showed the importance of continuous testing and monitoring in order to maintain a secure and stable network environment. [3]




[bookmark: _Toc227507408]TASK 1 : Network Test 
The first step of the assessment focused on testing the network connectivity between all virtual machines in the SWANSEA.ACCA environment. This step was necessary to confirm that all systems were correctly configured and able to communicate before performing any security testing. In real-world scenarios, network validation is important because vulnerability scanning tools depend on proper connectivity to provide accurate results . [4]
The virtual machines were imported into the virtualization platform and powered on successfully. After that, command line tools were used on both Windows and Linux systems to verify the network configuration and test connectivity between the Swansea and London locations.
On the S-DC server, the command IPCONFIG  was executed to display detailed network configuration. The output confirmed that the IP address, subnet mask, and default gateway matched the expected topology. This showed that the Domain Controller was correctly configured within the Swansea network. After verifying the configuration, multiple ping tests were performed to check communication with other systems. [5]
The first test was pinging 192.168.1.10, which returned successful replies. This confirmed that communication within the Swansea network was working correctly. The next test was ping 192.168.2.1, which was used to verify connectivity with the London network through the VPN. The result was successful, indicating that the VPN connection between the two sites was active. Finally, the command ping 192.168.2.10 was executed, and it also returned successful results. This confirmed that full communication between both locations was established. The results of these tests are shown in Fig. 1.
[image: ]
On the L-CD server, similar tests were performed using Linux commands. The command ip address was used to verify the network configuration. The output showed that the IP address was correctly assigned according to the London network settings. After this, ping tests were performed to check communication with both local and remote systems. [6]
The command ping 192.168.1.10 was executed to test connectivity with the Swansea server, and the result was successful. This confirmed that the VPN allowed communication from London to Swansea. The next test was ping 192.168.1.1, which verified that the gateway connection was working properly. Finally, the command ping 192.168.2.10 was executed, and the successful response confirmed internal communication within the London network. These results are presented in Fig. 2.
[image: ]
All connectivity tests were successful, and no packet loss was observed during testing. This indicated that the network was correctly configured and ready for further security analysis. Ensuring stable communication between systems was an important step, as it allowed accurate vulnerability scanning and reduced the risk of false results . [7]

[bookmark: _Toc227507409]TASK 2 : Network Security Assessment For SWANSEA ACCA Network
[bookmark: _Toc227507410]Setup Security Focused Operating System 
Kali Linux was added to the network as a security-focused operating system to simulate an attacker perspective and assess the security of the SWANSEA.ACCA network. A static IP address of 20.0.0.100 was assigned to the Kali system, placing it within the external network segment. After configuring the network interface, connectivity tests were performed to confirm that Kali could reach both Swansea and London network segments. All ping tests to the servers and clients were successful, confirming that the system had full access to the internal network. The results are shown in Fig. 3.
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[bookmark: _Toc227507411]Vulnerability Assessment
Following the vulnerability scanning process, multiple security issues were identified across the SWANSEA.ACCA network. These vulnerabilities were analysed and classified based on their severity level, using a standard risk-based approach. A total of five vulnerabilities were selected for further discussion, including one high severity, two medium severity, and two low severity issues. Fig 4.
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High Severity Vulnerabilities
A high severity vulnerability was identified as IP Forwarding Enabled on the host 20.0.0.1. This meant that the server was configured to forward network traffic between different segments without proper security controls in place. An attacker could take advantage of this misconfiguration to route traffic through the server and gain access to restricted areas of the network. This represented a significant risk as it increased the attack surface and could allow lateral movement between the Swansea and London networks.
Medium Severity Vulnerabilities
One of the medium severity issue identified was related to SMB configuration. The issue "SMB Signing not required" was detected on the host 192.168.1.10. This vulnerability allowed attackers to perform Man-in-the-Middle attacks, specifically SMB relay attacks. In such scenarios, an attacker could intercept authentication traffic and execute commands without needing valid credentials. This represented a serious risk to the network, especially because it affected domain-level systems . [8]
A medium severity issue was identified as "TLS v1.0 / v1.1 Detection" on the host 192.168.1.1. These protocols were considered outdated and insecure. Attackers could exploit weaknesses in older encryption standards to decrypt sensitive data such as login credentials or communication traffic. Even though encryption was present, the use of weak protocols reduced the overall security level . [9]
Low Severity Vulnerabilities
One of the low severity issues identified was "ICMP Timestamp Request", which affected multiple systems in the network. This vulnerability allowed attackers to obtain the system time from a remote machine. While this might seem minor, it could be used in more advanced attacks, such as predicting TCP sequence numbers.
Another low severity vulnerability was "Chargen UDP Service DoS" on the host 20.0.0.1. This was an outdated service that could be exploited in reflection-based Denial of Service attacks. Although it did not directly compromise the system, it could be used to generate large amounts of traffic and disrupt network availability . [10]


[bookmark: _Toc227507412]TASK 3 : Ethically Hacking SWANSEA ACCA Network
[bookmark: _Toc227507413]Exploitation
After completing the vulnerability assessment, an attempt was made to exploit the identified weaknesses in the SWANSEA.ACCA network. The process started with testing a well-known vulnerability related to SMB services, specifically using an EternalBlue-based approach.
The initial step involved scanning the target system to check for SMB-related vulnerabilities. A script-based scan was executed to identify if the system was vulnerable to SMB exploits. The results showed that the SMB port was open, but the system did not appear to be directly vulnerable to the EternalBlue exploit. This indicated that either the system was patched or additional protections were in place. The results of this attempt are shown in Fig. 5.
[image: ]
Since the initial exploitation attempt was not successful, the approach was changed to further reconnaissance. A full port scan was performed using network scanning tools in order to identify other available services. The scan revealed multiple open ports, including port 21 (FTP), which was identified as a potential entry point. These results are presented in Fig. 6.
[image: ]
After identifying the FTP service, a connection was established using anonymous login. The server allowed access without requiring authentication, which represented a serious security misconfiguration. Once connected, the directory structure was explored, and multiple files were discovered on the system.
During this stage, several files were successfully downloaded from the target system. The extracted files included sample data and text files containing information such as keys and internal messages. This demonstrated that sensitive data could be accessed without proper authorization. The process of accessing and downloading these files is shown in Fig. 7 and Fig. 8. [11]
[image: ][image: ]
This exploitation scenario showed that even when high-level vulnerabilities such as SMB exploits were not successful, attackers could still gain access through weaker services such as FTP. The presence of anonymous login significantly increased the risk, as it allowed unauthorized users to access internal data without any credentials.
[bookmark: _Toc227507414]Post-Exploitation
After gaining access to the FTP service, the next step was to analyse the level of access and the potential impact on the network. The successful download of files confirmed that the attacker could access internal data without authentication. This showed that sensitive information could be exposed and used for further attacks.
Although full system control was not achieved, the access obtained was enough to demonstrate a partial compromise. The attacker could continue exploring available directories, collect useful data, or attempt to upload malicious files to the system. This type of access could also be used to identify additional vulnerabilities.
In a real-world scenario, an attacker would use this initial access to move laterally across the network or combine it with other weaknesses to gain deeper control. These actions are known as post-exploitation techniques and are commonly used after initial access is obtained . [12]

[bookmark: _Toc227507415]TASK 4 : Network Security measures for SWANSEA ACCA Network 
[bookmark: _Toc227507416]Preventive Measures Implemented
Based on the vulnerabilities identified during the assessment phase, several security measures were implemented in order to reduce the risk level of the SWANSEA.ACCA network. The main focus was on mitigating the FTP vulnerability, which allowed unauthorized access through port 21, as shown in Fig. 9. [13]
[image: ]
The first security measure involved restricting access to the FTP service. This was done by accessing the server configuration through IIS Manager and reviewing the FTP Authentication settings. Anonymous access was identified as the main issue, as it allowed users to connect without credentials. By disabling or restricting this authentication method, unauthorized access to the FTP service was prevented. In addition, firewall rules were reviewed using the Windows Firewall console (wf.msc), and inbound FTP rules were disabled to further limit access , shown in Fig . 10.[image: ]
The second security measure involved completely disabling the FTP service on the server. This was done using administrative tools, such as the Services console and command prompt. [14]
This action ensured that the service was no longer running, which resulted in port 21 being closed. After applying this measure, a new scan was performed from the attacker machine, and the port was confirmed as closed, as shown in Fig. 11. [15]
[image: ]
This demonstrated that the vulnerability was fully mitigated and no further FTP connections could be established.
These two steps showed a layered approach to security. First, access to the service was restricted, and second, the service itself was disabled. This reduced the attack surface and eliminated the risk associated with the vulnerable FTP configuration. Such practices are considered essential in system hardening and are commonly recommended in secure network environments .
In addition, network traffic monitoring was configured using Wireshark on the attacker machine to log and analyse suspicious activity across the network. Traffic was captured on the active network interface and filtered to identify unusual patterns, unauthorised connections, and potential attacks. This provided an additional layer of visibility into the network and supported the overall security assessment process.
[bookmark: _Toc227507417]Conclusion 
This assessment provided a practical understanding of how network security vulnerabilities can be identified, tested, and mitigated in a real environment. The initial network testing confirmed that all systems were properly connected, allowing further analysis to be carried out. The vulnerability assessment phase revealed several security weaknesses, including misconfigured services and outdated protocols. During the ethical hacking stage, it was demonstrated that even when some attacks failed, alternative methods could still be used to gain access, such as exploiting the FTP service. Finally, security measures were successfully applied to reduce the attack surface and prevent unauthorized access. Overall, the assessment showed the importance of combining testing, analysis, and mitigation in order to maintain a secure and reliable network environment. 
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192.168.1.1

0 4
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 58
SEVERITY S\;sos VPRSCORE EPSSSCORE PLUGIN  NAME
7.5 6.1 0.4002 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)
6.5 3.6 0.4371 10067 Echo Service Detection
6.5 3.6 0.4371 10198 Quote of the Day (QOTD) Service Detection
6.5 - - 104743 TLS Version 1.0 Protocol Detection
6.5 - - 157288 TLS Version 1.1 Deprecated Protocol
2.1%* 2.2 0.0037 10714 ICMP Timestamp Request Remote Date Disclosure
N/A - - 10761 COM+ Internet Services (CIS) Server Detection
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 10736 DCE Services Enumeration
N/A - - 11002 DNS Server Detection
N/A - - 10052 Daytime Service Detection
N/A - - 54615  Device Type
N/A - - 11367  Discard Service Detection
N/A - - 35716 Ethernet Card Manufacturer Detection
N/A - - 86420  Ethernet MAC Addresses
N/A - - 10092 FTP Server Detection
N/A - - 84502 HSTS Missing From HTTPS Server
N/A - - 43117 HTTP Methods Allowed (per directory)
N/A - - 10107 HTTP Server Type and Version
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N/A 24260 HyperText Transfer Protocol (HTTP) Information

N/A 11935 IPSEC Internet Key Exchange (IKE) Version 1 Detection

N/A 43829  Kerberos Information Disclosure

N/A 25707  LDAP Crafted Search Request Server Information Disclosure

N/A 20870  LDAP Server Detection

N/A 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A 11011 Microsoft Windows SMB Service Detection

N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A 11219 Nessus SYN scanner

N/A 19506 Nessus Scan Information

N/A 43815 NetBIOS Multiple IP Address Enumeration

N/A 10884 Network Time Protocol (NTP) Server Detection

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 117886  OS Security Patch Assessment Not Available

N/A 10919 Open Port Re-check

N/A 10622 PPTP Detection

N/A 277650 Remote Services Not Using Post-Quantum Ciphers

N/A 56984 SSL/TLS Versions Supported

N/A 70544 SS| Cipher Block Chaining Cipher Suites Supported

N/A 21643 SSL Cipher Suites Supported

N/A 570471 SSL Perfect Forward Secrecy Cipher Suites Supported

N/A 156899  SSL/TLS Recommended Cipher Suites
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INFO N/A - - 96982  Server Message Block (SMB) Protocol Version 1 Enabled
(uncredentialed check)

INFO N/A - - 22964 Service Detection

INFO N/A - - 17975 Service Detection (GET request)

INFO N/A - - 11153 Service Detection (HELP Request)

INFO N/A - - 298387 Shor's Harvest Now Decrypt Later

INFO N/A - - 25220 TCP/IP Timestamps Supported

INFO N/A - - 848271  TLS ALPN Supported Protocol Enumeration

INFO N/A - - 277654 TLS Supported Groups

INFO N/A - - 121010 TLS Version 1.1 Protocol Detection

INFO N/A - - 136318 TLS Version 1.2 Protocol Detection

INFO N/A - - 138330 TLS Version 1.3 Protocol Detection

INFO N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

INFO N/A - - 10287 Traceroute Information

INFO N/A - - 33139 WS-Management Server Detection

INFO N/A - - 10750 Windows NetBIOS / SMB Remote Host Information Disclosure
* indicates the v3.0 score was not
available; the v2.0 score is shown
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192.168.1.10

0
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 18
SEVERITY ‘(;'\BISOS VPR SCORE EPSSSCORE PLUGIN NAME
53 - - 57608  SMB Signing not required
2.1* 2.2 0.0037 10774 ICMP Timestamp Request Remote Date Disclosure

N/A - - 45590 Common Platform Enumeration (CPE)

N/A - - 10736 DCE Services Enumeration

N/A - - 54615 Device Type

N/A - - 42410 Microsoft Windows NTLMSSP Authentication Request Remote
Network Name Disclosure

N/A - - 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A - - 11017 Microsoft Windows SMB Service Detection

N/A - - 100871  Microsoft Windows SMB Versions Supported (remote check)

N/A - - 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A - - 11219 Nessus SYN scanner

NA - - 19506 Nessus Scan Information

N/A - - 209654 OS Fingerprints Detected

NA - - 11936 0OS Identification

N/A - - 117886  OS Security Patch Assessment Not Available

N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

N/A - - 10287 Traceroute Information
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N/A - - 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

* indicates the v3.0 score was not
available; the v2.0 score is shown
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192.168.2.1

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 18
SEVERITY \cl\;sos VPR SCORE EPSSSCORE PLUGIN NAME
N/A - - 39520 Backported Security Patch Detection (SSH)
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 11219 Nessus SYN scanner
N/A - - 19506 Nessus Scan Information
N/A - - 209654 OS Fingerprints Detected
N/A - - 11936 OS Identification
N/A - - 117886  OS Security Patch Assessment Not Available
NA - - 181418 OpenSSH Detection
N/A - - 277653 Remote Services Using Post-Quantum Ciphers
N/A - - 70657 SSH Algorithms and Languages Supported
N/A - - 149334 SSH Password Authentication Accepted
N/A - - 10881  SSH Protocol Versions Supported
N/A - - 153588  SSH SHA-1 HMAC Algorithms Enabled
N/A - - 10267 SSH Server Type and Version Information
N/A - - 298387 Shor's Harvest Now Decrypt Later
N/A - - 25220 TCP/IP Timestamps Supported
N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided
N/A - - 10287  Traceroute Information

192.168.2.1



https://www.tenable.com/plugins/nessus/39520

https://www.tenable.com/plugins/nessus/45590

https://www.tenable.com/plugins/nessus/11219

https://www.tenable.com/plugins/nessus/19506

https://www.tenable.com/plugins/nessus/209654

https://www.tenable.com/plugins/nessus/11936

https://www.tenable.com/plugins/nessus/117886

https://www.tenable.com/plugins/nessus/181418

https://www.tenable.com/plugins/nessus/277653

https://www.tenable.com/plugins/nessus/70657

https://www.tenable.com/plugins/nessus/149334

https://www.tenable.com/plugins/nessus/10881

https://www.tenable.com/plugins/nessus/153588

https://www.tenable.com/plugins/nessus/10267

https://www.tenable.com/plugins/nessus/298387

https://www.tenable.com/plugins/nessus/25220

https://www.tenable.com/plugins/nessus/110723

https://www.tenable.com/plugins/nessus/10287



* indicates the v3.0 score was not
available; the v2.0 score is shown
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192.168.2.10

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 2
SEVERITY CVsS VPR SCORE EPSSSCORE PLUGIN NAME
V3.0

N/A - - 19506  Nessus Scan Information

INFO N/A - - 10287  Traceroute Information

* indicates the v3.0 score was not
available; the v2.0 score is shown
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20.0.0.1

0 7/
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 61
SEVERITY ‘cl\;sos VPRSCORE EPSSSCORE PLUGIN NAME
7.5 6.1 0.4002 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)
6.5 3.6 0.4371 10067 Echo Service Detection
6.5 4.0 0.0596 50686 IP Forwarding Enabled
6.5 3.6 0.4371 10198 Quote of the Day (QOTD) Service Detection
6.5 . - 104743 TLS Version 1.0 Protocol Detection
6.5 - - 157288 TLS Version 1.1 Deprecated Protocol
5.0* 3.6 0.4371 10043 Chargen UDP Service Remote DoS
5.0* 4.2 0.0132 10539 DNS Server Recursive Query Cache Poisoning Weakness
2.1%* 2.2 0.0037 10774 ICMP Timestamp Request Remote Date Disclosure
N/A - - 107617  COM+ Internet Services (CIS) Server Detection
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 10736 DCE Services Enumeration
N/A - - 11002 DNS Server Detection
N/A - - 10052 Daytime Service Detection
N/A - - 54615  Device Type
N/A - - 11367  Discard Service Detection
N/A - - 35716 Ethernet Card Manufacturer Detection
NA - - 86420  Ethernet MAC Addresses
N/A - - 10092 FTP Server Detection

20.0.0.1
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https://www.tenable.com/plugins/nessus/42873

https://www.tenable.com/plugins/nessus/10061

https://www.tenable.com/plugins/nessus/50686

https://www.tenable.com/plugins/nessus/10198

https://www.tenable.com/plugins/nessus/104743

https://www.tenable.com/plugins/nessus/157288

https://www.tenable.com/plugins/nessus/10043

https://www.tenable.com/plugins/nessus/10539

https://www.tenable.com/plugins/nessus/10114

https://www.tenable.com/plugins/nessus/10761

https://www.tenable.com/plugins/nessus/45590

https://www.tenable.com/plugins/nessus/10736

https://www.tenable.com/plugins/nessus/11002

https://www.tenable.com/plugins/nessus/10052

https://www.tenable.com/plugins/nessus/54615

https://www.tenable.com/plugins/nessus/11367

https://www.tenable.com/plugins/nessus/35716

https://www.tenable.com/plugins/nessus/86420

https://www.tenable.com/plugins/nessus/10092



N/A 84502 HSTS Missing From HTTPS Server

N/A 43111 HTTP Methods Allowed (per directory)

N/A 10107 HTTP Server Type and Version

N/A 24260 HyperText Transfer Protocol (HTTP) Information

N/A 11935 IPSEC Internet Key Exchange (IKE) Version 1 Detection

N/A 43829  Kerberos Information Disclosure

N/A 25701  LDAP Crafted Search Request Server Information Disclosure

N/A 20870 LDAP Server Detection

N/A 53513 Link-Local Multicast Name Resolution (LLMNR) Detection

N/A 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A 11011 Microsoft Windows SMB Service Detection

N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A 11219 Nessus SYN scanner

N/A 19506 Nessus Scan Information

N/A 43815 NetBIOS Multiple IP Address Enumeration

N/A 10884 Network Time Protocol (NTP) Server Detection

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 117886 OS Security Patch Assessment Not Available

N/A 10622 PPTP Detection

N/A 277650 Remote Services Not Using Post-Quantum Ciphers

N/A 56984 SSL/TLS Versions Supported

N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

20.0.0.1
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https://www.tenable.com/plugins/nessus/84502

https://www.tenable.com/plugins/nessus/43111

https://www.tenable.com/plugins/nessus/10107

https://www.tenable.com/plugins/nessus/24260

https://www.tenable.com/plugins/nessus/11935

https://www.tenable.com/plugins/nessus/43829

https://www.tenable.com/plugins/nessus/25701

https://www.tenable.com/plugins/nessus/20870

https://www.tenable.com/plugins/nessus/53513

https://www.tenable.com/plugins/nessus/10785

https://www.tenable.com/plugins/nessus/11011

https://www.tenable.com/plugins/nessus/100871

https://www.tenable.com/plugins/nessus/106716

https://www.tenable.com/plugins/nessus/11219

https://www.tenable.com/plugins/nessus/19506

https://www.tenable.com/plugins/nessus/43815

https://www.tenable.com/plugins/nessus/10884

https://www.tenable.com/plugins/nessus/209654

https://www.tenable.com/plugins/nessus/11936

https://www.tenable.com/plugins/nessus/117886

https://www.tenable.com/plugins/nessus/10622

https://www.tenable.com/plugins/nessus/277650

https://www.tenable.com/plugins/nessus/56984

https://www.tenable.com/plugins/nessus/70544



INFO N/A - - 21643 SSL Cipher Suites Supported

INFO N/A - - 57047 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A - - 156899 SSL/TLS Recommended Cipher Suites

INFO N/A - - 96982 Server Message Block (SMB) Protocol Version 1 Enabled
(uncredentialed check)

INFO N/A - - 22964 Service Detection

INFO N/A - - 17975 Service Detection (GET request)

INFO N/A - - 11153 Service Detection (HELP Request)

INFO N/A - - 298387 Shor's Harvest Now Decrypt Later

INFO N/A - - 25220 TCP/IP Timestamps Supported

INFO N/A - - 84821  TLS ALPN Supported Protocol Enumeration

INFO N/A - - 277654 TLS Supported Groups

INFO N/A - - 121010 TLS Version 1.1 Protocol Detection

INFO N/A - - 136318 TLS Version 1.2 Protocol Detection

INFO N/A - - 138330 TLS Version 1.3 Protocol Detection

INFO N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

INFO N/A - - 10287  Traceroute Information

INFO N/A - - 33139  WS-Management Server Detection

INFO N/A - - 10150 Windows NetBIOS / SMB Remote Host Information Disclosure

* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/21643

https://www.tenable.com/plugins/nessus/57041

https://www.tenable.com/plugins/nessus/156899

https://www.tenable.com/plugins/nessus/96982

https://www.tenable.com/plugins/nessus/22964

https://www.tenable.com/plugins/nessus/17975

https://www.tenable.com/plugins/nessus/11153

https://www.tenable.com/plugins/nessus/298387

https://www.tenable.com/plugins/nessus/25220

https://www.tenable.com/plugins/nessus/84821

https://www.tenable.com/plugins/nessus/277654

https://www.tenable.com/plugins/nessus/121010

https://www.tenable.com/plugins/nessus/136318

https://www.tenable.com/plugins/nessus/138330

https://www.tenable.com/plugins/nessus/110723

https://www.tenable.com/plugins/nessus/10287

https://www.tenable.com/plugins/nessus/33139

https://www.tenable.com/plugins/nessus/10150



20.0.0.2

CRITICAL HIGH MEDIUM LoW INFO
Vulnerabilities Total: 21
SEVERITY Ccvss VPRSCORE EPSSSCORE PLUGIN NAME
V3.0
N/A - - 39520 Backported Security Patch Detection (SSH)
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 35716 Ethernet Card Manufacturer Detection
N/A - - 86420 Ethernet MAC Addresses
N/A - - 11219 Nessus SYN scanner
N/A - - 19506 Nessus Scan Information
N/A - - 209654 OS Fingerprints Detected
N/A - - 11936 OS Identification
N/A - - 117886  OS Security Patch Assessment Not Available
N/A - - 181418 OpenSSH Detection
N/A - - 277653 Remote Services Using Post-Quantum Ciphers
N/A - - 70657 SSH Algorithms and Languages Supported
N/A - - 149334 SSH Password Authentication Accepted
N/A - - 10881 SSH Protocol Versions Supported
N/A - - 153588  SSH SHA-1 HMAC Algorithms Enabled
N/A - - 10267 SSH Server Type and Version Information
N/A - - 22964 Service Detection
N/A - - 298387 Shor's Harvest Now Decrypt Later
NA - - 25220 TCP/IP Timestamps Supported

20.0.0.2
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https://www.tenable.com/plugins/nessus/39520

https://www.tenable.com/plugins/nessus/45590

https://www.tenable.com/plugins/nessus/35716

https://www.tenable.com/plugins/nessus/86420

https://www.tenable.com/plugins/nessus/11219

https://www.tenable.com/plugins/nessus/19506

https://www.tenable.com/plugins/nessus/209654

https://www.tenable.com/plugins/nessus/11936

https://www.tenable.com/plugins/nessus/117886

https://www.tenable.com/plugins/nessus/181418

https://www.tenable.com/plugins/nessus/277653

https://www.tenable.com/plugins/nessus/70657

https://www.tenable.com/plugins/nessus/149334

https://www.tenable.com/plugins/nessus/10881

https://www.tenable.com/plugins/nessus/153588

https://www.tenable.com/plugins/nessus/10267

https://www.tenable.com/plugins/nessus/22964

https://www.tenable.com/plugins/nessus/298387

https://www.tenable.com/plugins/nessus/25220



INFO N/A - - 110723 Target Credential Status by Authentication Protocol - No

Credentials Provided

INFO N/A - - 10287  Traceroute Information

* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/110723

https://www.tenable.com/plugins/nessus/10287
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