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[bookmark: _Toc72418357]Introduction 
The application that was made for this project was a gym chat application this was created using, node.js, socket.io, HTML, CSS and JavaScript and PHP. This application consisted of a username system which captured the username of the user and a room system which then took them to a room that they wanted to go to and can then chat in that room. 

[bookmark: _Toc72418358]Technologies and Framework Issues
One technology that was considered was WebSocket’s a source from Kevin Sookecheff who is the director of architecture at Workiva and has extensive programming knowledge states that “WebSocket’s, on the other hand, allow for sending message-based data, similar to UDP, but with the reliability of TCP. WebSocket uses HTTP as the initial transport mechanism but keeps the TCP connection alive after the HTTP response is received so that it can be used for sending messages between client and server.”(1) This then suggests that WebSocket’s could have also been used as they allow for the sending of message-based data which is perfect chat application as this protocol is reliable. There are many advantages of using WebSocket’s, one advantage is that the user can both send and receive messages in real time as WebSocket’s allow for a higher amount of efficiency compared to other APIs such as REST as it does not require the HTTP request and response for each request that is sent, this then means that the user can send and receive messages to and from the chat which is perfect for the chat application as too many request and response queries may slow the server. Another advantage of WebSocket’s is that this protocol is not designed around request-response which is good for a chat application as it means that user can send and receive messages whenever they need to as they do not need to wait to be allowed to send the message. The main issue with web sockets that would have affected the project was the implementation of the WebSocket’s within the application, as by using Socket.io the connection process was handled for me which made the whole build simpler, I would then have to do all of the mutexes and the connections myself which would mean that the application would have taken a lot longer to create and may not have the functionality that it now has which makes it as usable for the user as possible. 
Another type of technology that could have been used are regular sockets, there are 4 types of webs sockets that could have been used to send the data from the server to the user, however for this application only 2 would have been chosen these were Datagram and Stream sockets, the first of the WebSocket’s was the datagram web socket docs.oracle.com states that “A datagram socket is the sending or receiving point for a packet delivery service. Each packet  sent or received on a datagram socket is individually addressed and routed. Multiple packets sent from one machine to another may be routed differently and may arrive in any order.” (2)There are many advantages of using this type of socket one advantage is that Datagram sockets use UDP protocol for sending messages which is a much simpler protocol, this will then make it easier to setup the socket as the protocol behind the socket is very simple in itself. However, this is also a disadvantage of using this as UDP does not check whether the connection is stable between the two machine before sending the message, this could then result in the message not being sent to the user which could be annoying for the user if they have to send the message again and again. 
Another type of socket is a stream socket docs.microsoft.com states that “Stream sockets provide for a data flow without record boundaries: a stream of bytes that can be bidirectional (the application is full duplex: it can both transmit and receive through the socket).” (3) One of the advantages of using this protocol is that stream sockets use TCP which research.ncl.ac.uk “provides an ordered and reliable connection between two hosts” which in this can would be the server and the users in both direction, for this application is paramount that the messages reach the hosts, and they may be important from the gym about updates so this socket would be used because of this. The only disadvantage of this protocol is that if there are a lot of messages being sent at once this may put a lot of strain on the server as the protocol will always check the connection between the hosts, especially if there are numerous messages being sent at once this may then increase the load on the server and cause it to crash. 
The technology that was used was Socket.io socket.io.com states that “Socket.IO is a library that enables real-time, bidirectional and event-based communication between the browser and the server. It consists of a Node.js server: a JavaScript client library for the browser”. (4) This was then used to set up the socket connection between the server and the client. There are many advantages of using Socket.io, the first advantage Is that socket.io handles all of the asynchronous communication for you one example of this is mutexes this is very good as it means that I did not have to implement them within the application which may have led to errors and many have made the application not work as intended as this allowed a certain number of threads to access the resources and not crash the chat application. Another advantage was that Socket.io is real time which is very good as the application that is being made is a real time chat application as the users would not want to wait to possibly receive an urgent message. Socket.io is also very compatible as it works on almost every device which them means that is allows for the chat application to be ported to any device which means that the gym can then get as many users chatting on the application as one time which is very important as their user base will be of prime importance to them. One disadvantage of socket.io as all of the requests need to be sent to a database and does not stop the user from sending requests whilst it does this, this can then lead to the server becoming overwhelmed and stop working as the user would continue to overwhelm the server and cause it to stop working. The main reason that socket.io was chosen was due to the fact that it handles all of the asynchronous communication which means that it set up a major part of the application for me. As well as this socket.io deal with race conditions for the user, this is done by socket.io employing mutexes to do so which then takes this out of the user hand which is very good as it mean that the user then know that more than a certain a number of threads can access the resources as one time, this then means that the server will not be overloaded in this was. 


[bookmark: _Toc72418359]Scalability 
The application was stress tested to see how many users the application could have messaging through the chat at one time, this then showed that over 10 users could message each other whilst in the chat. So, from this it would hopefully allow a lot more users to be able to join the chat. However, there could be some changes made to the application of this was to be fully implemented the first change that would be made would be that more rooms would be added to the chat this would then allow for there to be more users within the different parts of the application also, this is because the gym can then add more sections of the gym to the application for example the classes which can then accommodate more users. As well as this a dedicated server would be added so that users from different devices would then be able to access the application and the gym would then have a bigger userbase to get information from. 
Another element of scalability is the number of users that the server can have doing things one time, Chris Cook who works as a web developer at MCP states that “Node works on an event-based system, meaning you could open 10,000 sockets” (5) this shows that Socket.io can have a lot of users sending message at once which is good if they needed to expand.   
Number of connections WebSocket’s can have dzone.com states that “The server can handle 65,536 sockets per single IP address.” (6) This then shows that a lot of connected user could possibly access the chat app, whereas this does not show if they care talking to each other which would bring this number down drastically. 
[bookmark: _Toc72418360]Concurrency 
There are also many elements of concurrency that can be handled using Socket.io the first of which were race conditions which were handled automatically by Socket.io as it added mutexes semaphores which then took care of the various issues that might have arisen within the chat application, this then made this more efficient for this application, this then helped within the development of the application as the chat was made for a gym which means that there were many rooms available which was tested by adding 10 users to each room which worked without a hitch ass any issues that could have arisen were already handled. As well as this Socket.io took care of the multithreading within the application that allowed the users to access the resources of the application and allowed them to chat. 
[bookmark: _Toc72418361]Paradigm Conformation
[bookmark: _Toc72418362]The paradigm that the chat application conforms to the most is the client/server paradigm. The client server paradigm states that the application must have a server process running on a server that provides access to a service, a client process that is running on the client host that then accesses and interacts with the service via the server process and the interaction must abide by all of the relevant protocols. The gym chat application that was created conforms to this paradigm by firstly having a process running on a server, the application that interacts with the server, the client processes, the different users connecting to the application, interaction by the users such as sending a message to the server which will then be emitted to all user currently in the chatroom (). Another paradigm that could have been used was the Service Oriented architecture, the gym chat application was however not used as this chat application did not need to be replicated for other applications, it is a standalone client server application hat twill be used by the gym. 
Meeting the Functional Requirements 
[bookmark: _Toc72418363]Purpose and Audience 
The purpose of this chat application is to allow the different groups within the gym to communicate with each other, this could be about class information which is why the rooms were needed as instead of one chat where there are multiple conversations going on there are different rooms which there can be one conversation by as all of the members of that class. I believe that this was met as the rooms within the application allowed the users the communicate about the topic of the room that they are in for instance weightlifting where this is the main conversation. 
[bookmark: _Toc72418364]Intended Functionality 
The intended audience for this application was the different members that go to the gym, this must mean that the application was then designed for these demographics, this was done as the controls and the text for the application, as well as this the functionality of the application was made easy to use as the layout of the app was made as intuitive for the user as possible. The intended functionality for this application is that it would have rooms and a chat room for each of these rooms that the user can go on in and chat with other users.   
[bookmark: _Toc72418365]Improvements for a Production Ready Application
There were also many improvements that could be implemented into the chat application, the first of which was a login system for the users, this need to be implemented into the application so that there can be an element of security in the application as currently anyone with the link can join the chatroom. Another improvement that links with this is user accounts with password encryption which again will allow all of the user’s information to be kept safe and will then give them a login in which they can safely log in to the application with. Another future improvement that would be added to the system would be that security certificates such as HTTPS would be shown on the site this would then make the user feel safer on the site if the certificates are shown as they show that the data is protected. 
Another improvement for the site is that permissions would be added to the user accounts that would allow a moderator system to be implemented, which would allow the chats to be safer for the users that are on them, the last improvement for the chat app is that a dedicated server would be installed so that other devices can then use the chat and more data can then be collected for possible improvements that users may have for the gym. 
[bookmark: _Toc72418366]

Tools and Techniques 
The tool that was selected was JavaScript, there were many advantages of using this the first was that it helps reduce the load on the chat server, this is because this is client based which will help to make sure that the server does not crash when members are using the gym chat. There are also some disadvantages of using JavaScript the first of which is there is the issue of client-side security, this is because the ode executes on the client’s machine this could then be exploited for malicious purposes. 
Another tool that was considered was C# one of the major advantages of choosing this would have been that it will directly integrates with windows which is one of the most common operating system which would have meant that a large proportion of people would have been able to use the chat application. one disadvantage is that using this application for other operating system may be difficult and may then require a lot of changes within the code as it may not integrate that well with other operating system such as IOS, this is the main reason why this tool was not selected. 
[bookmark: _Toc72418367]Security Issues 
The first of the security issues that was considered was GDPR gdpr.eu states that “If you process data, you have to do so according to seven protection and accountability principles outlined, Lawfulness, fairness and transparency, Purpose limitation, Data minimization, Accuracy, Storage limitation, Integrity and confidentiality and Accountability” (7) GDPR is set out of 7 principles that govern how organisations can use customers data. The current version of the chat application does not store any data from the customers which means that it does not need to follow these principles. However, if the improvements are to be implemented into the application these principles will then need to be reviewed, as the main improvement for the application was to add user accounts which would store the users’ details and allow them to login, for this to work as database would be used to then store the details, this would then need to abide by the principles as all of the data would then need to be stored correctly so that it abides by these principles.  
Another security issue that will be considered is CORS or Cross Origin Resource Sharing developer.mozilla.com states that “Cross-Origin Resource Sharing (CORS) is an HTTP-header based mechanism that allows a server to indicate any other origins (domain, scheme, or port)”(8). CORS works as it adds another layer of security to applications that ensures only trusted domains can access the resources on the site. This was not used for the current chat application however if the future improvements are implemented this can then be used for the application to add more security. 
The last issue is a concurrency issue which are race conditions, this would results in bother of the threads producing incorrect results which would be very bad for the application. These have been solved by using Socket.io which implements mutexes and semaphores for the developer so that they do not have to worry about these concurrency issues that may happen within the application. 
[bookmark: _Toc72418368]

Project Structuring
The first of the project structuring methods was modularity python-course.eu states that “Modular design means that a complex system is broken down into smaller parts or components, i.e., modules. These components can be independently created and tested. In many cases, they can be even used in other systems as well.” (9) This then means that the different ‘sections or modules will all have their own section and  can then be copied into other programs just be changing the variables. This was used in my application as functions were created to do handle different operations within the chat which can easily be copied into other application that I have made simply be changing the variables.  
The next project structuring method that was used were comments cs.utah.edu states that “Commenting involves placing Human Readable Descriptions inside of computer programs detailing what the Code is doing.” Comments were then used for this application as it allows me and the other developers who may look at the code and then understand what it then does and possibly how it can be implemented into other applications. 
The next project structuring methods are patterns and anti-patterns, a pattern is a general solution which is usually reusable to a commonly occurring problem whereas anti-patterns are anti patterns is a lot of objects that are designed at once which may be very difficult for users to be able to understand and implement, neither of these were used during development.  


[bookmark: _Toc72418369]Conclusion 
To conclude I believe that the chat application that was created for the gym was a success, I believe this as firstly it was suitable for all of the requirements that were set out, as well as this all of the features of the application worked as intended, one example of this was the rooms that were set up for the users to allow the gym to have different members within their groups communicating. As well as this I believe that the application was fit for purpose I believe this as the application functioned as intended and allows members to communicate within the application within the different rooms that were available. There were also many future improvements that could be added to the application that would in turn make the application more usable for both the gym and the members who use the app, the first of which would be a login system that would then contain the client’s information which would then allow them to possibly login to the gyms website and then go on to the application, another improvement would be a dedicated server that the chat application would then be stored on, this would then allow the members devices to then connect to the chap application which in turn would make the application a lot more usable for users on the move, as they could then communicate with the other gym members on the move. 
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