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Abstract:
This paper includes both an analysis of recent cyber threats against major UK retail enterprises as well as a controlled penetration test (ethical hacking) that was executed in a virtual lab environment. In the first section, the MITRE ATT&CK framework is leveraged to evaluate the attack lifecycle of attacks involving Marks and Spencer and the Co-operative Group, focusing on key tactics, including lateral movement, privilege escalation and credential access.
In the second part of the article, an orchestrated remote red team system is set up to target Kali Linux, Metasploitable and Windows Server 2019 systems. Several vulnerabilities were taken advantage of, including, but not limited to, unsecure configurations of SMB (unauthorised file access), insufficient authentication of FTP/SSH, and command injection to execute arbitrary code.
The findings reveal poor security settings, monitoring and a lack of behavioral analytics are significant factors in launch successful cyber attacks. 
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1. Introduction

With the rapid integration of digital technologies in the retail sector, organisations will have an increased attack surface and be more susceptible to sophisticated cyber-attacks [2], [3]. These cyber-attacks of well-established UK based retailers such as Marks and Spencer (M&S) and Co-operative Group (Co-op) have exposed the security flaws in current enterprise systems [2].
In this report, I will provide a strategic analysis of M&S and Co-op cyberattacks, discussing the way the attacks occurred, the manner in which the attacker acted, and the way in which security controls have failed [3]. It employs the MITRE ATT&CK model to describe the strategies and methods that the attackers apply, which gives a clear understanding of how intrusions have taken place [1].
The study recommends measures to assist organisations to be more resilient to cyber threats after identifying the major security vulnerabilities [7].
















2. Incident Analysis and Timeline

2.1 Overview of the Attack 
The cyberattacks on M&S and Co-op had characteristics of an advanced persistent threat (APT) such as covert intrusions, traversing the network, and theft of data [4]. The attackers manipulated the lax identity and access management (IAM) systems and leveraged stolen credentials to access [3].
Once the attackers gained access to the network, they were able to access it through privilege escalation to continue having access, and they placed malware to manage the affected systems [1]. There was also ransomware preparation that was evidenced in the attack and included gathering information, abusing privileges and readying data to be stolen [5].
2.2 Timeline of Events

[image: ]
Figure 1: Cyber Attack Timeline (Kill Chain Model) (based on MITRE ATT&CK Framework [1]) demonstrates the way in which a retail cyber breach is realized between the initial access and impact.

The attack involved initial access, persistence, privilege escalation, lateral movement and data exfiltration.

2.3 Impact on Organisations
The assaults resulted in significant operational interruption, such as system outages and a lower level of service availability [5]. This also caused losses in terms of regulatory fines and incident response costs [5]. Reputational damage also influenced the customer trust and brand credibility [2].
In a compliance perspective, the breach of laws such as GDPR can occur due to the violation of personal data [2].






















3. MITRE ATT&CK TTP Mapping
3.1 Overview of MITRE ATT&CK Framework
The MITRE ATT&CK framework is a globally recognised knowledge base that categorises adversarial behaviour based on real-world observations [1]. It provides a structured taxonomy of tactics and techniques leveraged by threat actors during cyber-attacks [1].

3.2 Key Tactics and Techniques Leveraged
The following strategies were noted:
· First Access (Phishing) [3]
· PowerShell script execution [1]
· (Scheduled tasks) Persistence [1]
· Misconfigured permissions, or privilege escalation [4]
· Défense Evasion (obfuscation, deleting of logs) [1]
· RDP/SMB Lateral Movement [1]
· Exfiltration using encrypted channels [5]
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Figure 2: The MITRE ATT&CK Matrix map the adversarial tactics and techniques that are witnessed in the lifecycle of cyber-attack (modified version of MITRE ATT&CK Framework [1]).
By mapping the attack to specific methods such as phishing, privilege escalation, and lateral movement, organizations could gain a better insight into attacker behaviour and how to choose the appropriate detection and mitigation strategy according to the MITRE framework [1].

3.3  Summary of Attack Chain
The assault chain shows how an attacker moved from initial access to complete system penetration in a multi-stage intrusion [1]. The likelihood of detection was greatly decreased when authorized tools were leveraged maliciously [4].
A high degree of complexity is indicated by the assault path, which is consistent with sophisticated threat actor tactics [3].






















4. Root Cause and Security Failures

4.1 Technical Vulnerabilities
Their breach is caused by numerous severe technological shortcomings in the corporate infrastructure of the target organizations. This was largely because of the adoption of a single-factor authentication system, which exposed it to most of the credential-based attacks, including password spraying and credential stuffing [4]. The absence of multi-factor authentication (MFA) was an important identity verification step, which made attackers successful to authenticate themselves with stolen credentials without raising security warning bells [3].

4.2 Initial Access Techniques
The intruders employed diverse initial access techniques with most being credential reuse and phishing credential harvesting. To deceive users to reveal vital authentication details, phishing activities were carefully crafted based on the social engineering principles to present as legitimate organizations [3].

4.3 Failure of Security Controls

There are also many defensive securities control gaps in the organization that significantly contributed to the attack. One of the key issues was the excessive use of signature-based detection methods that cannot be applied to complex and polymorphic attacks [5].

Also, the lack of a Zero Trust Architecture (ZTA) enabled implicit trust within the internal network, thus the attackers could travel laterally without verification [7].













5. Threat Actor Analysis

5.1 Threat Actor Profile
Even though not necessarily sponsored by the state, the trends of the observed attacks can be attributed to the existence of a financially-driven cybercriminal network with characteristics of the activities of advanced persistent threat (APT) [4]. The threat actors were highly skilled in terms of operational ability because they employed stealth techniques, modular toolkits, and carefully orchestrated assault patterns.

To confuse the malicious activity with the normal operation of the system and prevent the detection control, the attackers relied on living-off-the-land binaries (LOLBins) and legitimate administration tools such as PowerShell, Remote Desktop Protocol (RDP), and Server Message Block (SMB) [1]. This approach reduces significantly the chances of triggering signature-based security alarms.

5.2 Motivation and Objectives
The goal of the threat actors appears to be financial gain by means of data exfiltration or extortion or even by means of ransomware implementation [5]. The targeting of big retail organizations is proposed to focus on high-value data of organizations, including customer information, payment records and supply chain data.

The attack also involved elements of double extortion.

5.3 Capability Assessment
The level of maturity and technological expertise was very high in the operations of the threat actors that is characteristic of well-financed cybercriminal groups. Their skill in advanced techniques of attack is also evidenced by the fact that they can perform multi-phase attacks that include initial access, persistence, lateral movement and data exfiltration [1].







6. Detection and Response Evaluation

6.1 Detection Mechanisms
The primary source of detection capabilities within the affected organizations was traditional signature-based security mechanisms (including antivirus software and intrusion detection system (IDS)) that are inherently limited in their capability to identify complex and polymorphic threats [5].
The absence of behavioural analytics and anomaly detection technologies that are important in identifying the departure of normal network traffic was a major failure [1].

6.2 Response Effectiveness
The method of incident response was mostly reactive and it was not identified before a severe compromise had taken place [5]. The latter allowed adversaries to create persistence, raise privileges, and make lateral moves across the network due to the ability to be detected later.
The absence of incident response playbooks and standard operating procedures (SOPs) undermined the ability of the organization to respond to the incident in a coordinated and timely manner. Ad hoc containment mechanisms were therefore implemented, and this made attackers remain in the network more.

6.3 Detection Gaps	
Certain vital weaknesses of detection were discovered, and they highly contributed to the success of the attack. The fact that it did not have centralized log management and real-time monitoring, which limited the visibility of network and user activity, was among the primary weaknesses [7]. Such anomalous activities as strange authentication attempts and lateral movements could not be observed without constant monitoring.
Another weakness was the absence of user and entity behaviour analytics (UEBA), which could have identified user behavioural differences that hint at the possibility of an account being hacked. This allowed the attackers to impersonate trusted users without attracting any attention due to the lack of UEBA.
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Figure 3: Security Monitoring and reaction Architecture (based on ISO/IEC 27001:2022 [7]) combines SIEM, IDS, EDR and SOAR to provide automated reaction and real-time threat notification.
The security monitoring architecture illustrates the coordination of a number of detection and response components to provide comprehensive visibility within the business environment. The combination of SOAR enables automated reaction activities and significantly reduces the time of incident response and improves the overall security posture [7].




7. Strategic Recommendations

7.1    Prevention Strategies
To minimize the likelihood of occurrence of similar cyberattacks, organizations should have a proactive, defence-in-depth security strategy, which integrates multiple layers of infrastructure, app, and user protection. A major aspect of this strategy is the implementation of a Zero Trust Architecture (ZTA), which is based on the principle of never trust and always verify. It implements strong access control and continuous authentication of every user and device [7]. 

7.2    Detection Improvements
Complex monitoring and analytics-based security solutions should be adopted to enhance detection opportunities. To detect suspicious activity, companies ought to institute a Security Information and Event Management (SIEM) system, which would be able to consolidate logs of numerous sources and perform real-time correlation [7]. 

7.3    Response Enhancements
Effective incident response must transition to proactive and automated response tactics as opposed to the reactive ones. Business organizations are encouraged to develop and maintain current incident response playbooks that contain the specifics of handling a variety of attack types, including ransomware, data breaches, and insider threats [7].
















8. Conclusion

The analysis of the cyber-attacks experienced by M&S and the Co-operative Group makes it evident that cyber threats of modern times are highly advanced and well-developed when they are targeted at large scale retailing organizations. According to an analysis of the attack lifecycle overlaid onto the MITRE ATT&CK architecture [1], [3], adversaries employed the combination of credential-related attacks, privilege escalation techniques, and lateral movement schemes to achieve a complete network penetration.

The findings indicate that multiple technological failures, human element, and poor security controls affected the success of the attack as opposed to one point of failure. Poor patch management, absence of multi-factor authentication and poor identity and access control resulted in a vulnerable situation and poor user awareness was more likely to result in first breach [4], [5].

Also, the lack of advanced detection mechanisms, including centralized surveillance mechanisms and behavioural analytics, also delayed threat detection and response, allowing attackers to be persistent within the network setting [7]. The incident response was reactive in nature, which aggravated the total damage.

To resolve such problems, organizations need to possess a full and active cybersecurity posture, which involves automated response frameworks, advanced threat detection methods, and the concept of Zero Trust. To achieve the desired level of cyber resilience, a continuous harmonization of people, processes, and technology ultimately becomes the key to effective protection against changing threat environments [7].
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1. Introduction
Advanced online attacks exploiting vulnerabilities in operating systems, network services and applications are increasingly common in the contemporary enterprise setting [1]. To identify and mitigate security vulnerabilities, active tools such as penetration testing and adversary simulation are needed since the existing defensive mechanisms are often not effective in countering the chain of attacks [2].

Penetration testing helps security professionals evaluate the effectiveness of existing controls, and detect exploitable misconfigurations [1]. When adversarial strategies are linked to distinctly defined strategies, the awareness of threats and their defense readiness through the use of standardized framework such as the MITRE ATT&CK is enhanced [3].

In this report, the controlled penetration testing exercise involving an offsite virtual lab on Kali Linux, Metasploitable, Windows Server 2019 hardware and operating systems is described [4]. Replicating realistic attack vectors, such as Remote Code Execution (RCE), credential-based access, and exploiting SMB misconfigurations to access sensitive data, is the main goal of the evaluation [1].

Each step of the structured attack lifecycle is validated with its command output, artifact collection and consists of the reconnaissance, exploitation, and post-exploitation phases [2]. Additionally, every activity is carried out in a completely isolated setting to guarantee adherence to safety and ethical guidelines while avoiding any outside influence [4].


2. Lab Environment Setup

2.1. Virtual Machines Configuration
The penetration testing lab environment was created through a virtualized architecture that entirely isolated itself without any external system, but mimicked an actual company network [1].

The lab consisted of three major virtual computers: Windows Server 2019, which was a representative of a production-like enterprise environment, Metasploitable, which was a target designed with vulnerabilities, and Kali Linux, which was the platform where the attackers could operate [3]. Reconnaissance and exploitation activities were performed using penetration testing tools such as Nmap, Metasploit and smbclient that were already installed in the Kali Linux [1].

To determine misconfigurations and access control vulnerabilities, windows server 2019 was configured to simulate some enterprise services such as SMB file sharing [2].

In order to ensure the recoverability of the system and maintain the integrity of the lab during the evaluation, snapshots of all the virtual machines have been taken before carrying out any intrusive activity [1].

2.2. [image: ]Network Architecture
Fig. 2.1: Virtualized penetration testing lab architecture using a host-only network, illustrating communication between Kali Linux (attacker), Metasploitable, and Windows Server 2019 within the 192.168.76.0/24 subnet.
The lab network has been configured with a host-only networking strategy to ensure complete separation of the lab network and real systems to prevent unintentional contacts of the real systems [1]. None of the virtual machines is accessible on the internet and they can only connect among themselves in a designated section of the network [2].

To enable the attacker workstation (Kali Linux) to communicate directly with the target systems to support reconnaissance and exploitation, the workstation was co-located with the target systems in the same subnet [3]. As well as typical internal network attack cases of which sideways ward movement is possible, this flat network architecture simplifies the simulation of attacks [2].

To promote adherence to ethical hacking and containment provisions, no routing with outside gateways was established as well as connectivity tests were made to confirm that the internet access was blocked [4].

2.3. IP Addressing Scheme
The lab also employed a private IP addressing system in the 192.168.76.0/24 network to enable only limited communication among the virtual machines [2]. To enhance the security and seclusion property; internal networks commonly use private IP ranges which cannot be routed via the Internet [1].

A fixed IP address was assigned to each virtual machine to ensure stable connectivity in the process of testing and also to simplify the task of carrying out the attacks [3]. The addressing scheme leveraged by the lab is:

	Machine
	Role
	IP Address

	Kali Linux
	Attacker
	192.168.76.128

	Metasploitable
	Target
	192.168.76.129

	Windows Server 2019
	Target
	192.168.76.131

	OWASP
	Target
	192.168.76.130




Although we applied a controlled test environment, our disciplined approach to addressing ensured reliable communication in reconnaissance and exploitation [4].


3. Reconnaissance Phase

3.1. Network Scanning using Nmap
The Network scanning was carried out through Nmap (Network Mapper) utility to locate ports and active hosts available in the target subnet [1]. 
The following command was leveraged:
nmap -sV 192.168.76.0/24
[image: ]This detection of service version is enabled by the -sV switch that enables detection of active services such as FTP, SSH, HTTP and SMB [1]. This knowledge is needed to correlate services to known vulnerabilities and select appropriate methods of exploiting these vulnerabilities [2].
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Fig. 3.1: Nmap scan output illustrating active hosts and open services identified within the 192.168.76.0/24 subnet.
3.2. Service Enumeration
Service enumeration can be leveraged to map the services to known vulnerabilities and determine avenues of attack [1].

For SMB enumeration, the following command was leveraged:
nmap -p 445 --script smb-enum-shares 192.168.76.131

[image: ]
Fig. 3.2: SMB enumeration results showing accessible shared directories on the Windows Server 2019 system.


This command enumerates the shared resources which are available with SMB protocol using nmap scripting engine (NSE) [2]. The results indicated that there were accessible shares, implying that poor control over access might have been a source of sensitive directories exposure [1].

3.3. Target Identification
Later stages of exploitation were based on the reconnaissance data on specific targets [1]. The Metasploitable system (192.168.76.129) was selected because its system had a number of opened services, such as HTTP, FTP and SSH, to process the web-based and credential-based attacks [4].

The Windows Server 2019 system (192.168.76.131) was of high value because the availability of SMB services, which are often leveraged to make lateral moves and illegally access files within enterprise settings, enable it to be targeted [3].

A web application testing platform that exposes HTTP services appropriate for client-side and service-side exploitation techniques like LFI and XSS is the OWASP Broken Web Applications system (192.168.76.130) [4].


	Target System
	IP Address
	Identified Service
	Attack Purpose

	Metasploitable
	192.168.76.129
	HTTP, FTP, SSH
	RCE, Credential Access

	OWASP (Broken Web Apps)
	192.168.76.130
	HTTP
	Web Exploitation (LFI / XSS)

	Windows Server 2019
	192.168.76.131
	SMB
	File Access / Lateral Movement





4. Exploit A: Remote Code Execution

4.1.  Target Information
This vulnerability targeted Metasploitable virtual machine (192.168.76.129) the machine had purposely vulnerable services that security testing was done on [3]. The attack surface included a web application (DVWA) that runs on HTTP and is known to have a number of vulnerabilities that are exploitable, such as command injection [4].

4.2. Reconnaissance
The initial reconnaissance was done using Nmap to identify possible entry points and exposed services [1]. The scan revealed that port 80 (HTTP) is open, indicating that there is a web application that can be accessed via a browser [2].

nmap -sV 192.168.76.129

[image: ]
Fig. 4.1: Nmap scan results identifying HTTP service running on the target system.



4.3. Vulnerability Identification
One of the weak points found in the DVWA program was a command injection vulnerability due to the lack of user input sanitization [4].
[image: ]
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Fig. 4.2: DVWA command injection interface displaying user input field vulnerable to exploitation.

The weak choice enabled command chaining at the operating system level since it took user input without special character screening such as `;` [5].

4.4. Exploitation
The vulnerability was exploited by adding some malicious payload in the input area to execute system commands [5]. The following was the payload leveraged: Whoami

[image: ]
Fig. 4.3: Execution of injected payload resulting in command output from the target system.

Consequently, the whoami command was run on the target machine, and this showed that execution of commands remotely was successful [5].

4.5. Verification
Subtractive commands were executed to get the system level information to verify the access limitation will be within scope [1]: uname -a

[image: ]
Fig. 4.4: System information retrieved from the compromised target confirming command execution.
The findings confirmed the successful exploitation by indicating that operations (such as www-data) were done under web server privileges [2].


4.6. Impact
In case of successful exploitation of the RCE vulnerability, attackers are also able to execute arbitrary commands which can lead to data exfiltration, sideways network traffic as well as total system compromise [3]. Such vulnerabilities can all be exploited to execute malware deployment, gain a privileged access, and grant a permanent access to the system [2].

4.7. Mitigation
Strict input validation, the use of allow-listing mechanisms, and avoiding direct system command execution using user input are among mitigation strategies for command injection vulnerabilities [4]. Also, a significant risk of exploitation could be reduced with the help of secure code technologies which are parameterized instructions or application-layer security controls [5]. Web Application Firewalls (WAFs) can also be installed to help in real-time detection and blocking of malicious payloads [2].


5. Exploit B: FTP/SSH Access

5.1. Target Information
The system subject to this vulnerability was Metasploitable virtual machine (192.168.76.129) which opens up various network services such as SSH (port 22) and FTP (port 21) [3]. These services are prone to credential attacks in that they are knowingly configured such that they need to be authenticated with weak or default credentials [4].

5.2. Reconnaissance
Nmap was leveraged for reconnaissance in order to find open ports and active services on the target system [1]. The scan was able to detect FTP and SSH services and this could imply possible vulnerability where authentication based attacks get into the system [2].

nmap -sV 192.168.76.129

[image: ]
Fig. 5.1: Nmap scan results showing open FTP (21) and SSH (22) services on the target system.


The results confirmed that there are OpenSSH and vsftpd (FTP) services, which are often a target due to improper configuration and loose credential controls [3].


5.3. Exploitation
The exploitation phase also involved attempting to authenticate using known default credentials associable with the Metasploitable environment [4].

· FTP Access
The attacker initiated an FTP connection using the following command:
ftp 192.168.76.129
[image: ]
Fig. 5.2: Successful FTP login using default credentials on the target system.
Default credentials (msfadmin / msfadmin) were successfully leveraged to gain access to the FTP service, demonstrating weak authentication controls [3].
5.4. Result
The successful exploitation allowed file transfers, remote command execution [3]. With such access, attackers are able to access personal details, manipulate system files and potentially elevate system privileges [2].

[image: ]
Fig. 5.4: Post-authentication system interaction confirming successful compromise.
Fig. 5.4 provides evidence of system-level interaction after successful authentication, confirming the compromise of the target system [1].

5.5. Mitigation
Multi-factor authentication, default credentials should be turned off, and tough password rules should be leveraged to address such weaknesses in organizations [4]. Intrusion detection systems and firewalls can also be leveraged to minimise access to the vital services by reducing the attack surface [2]. Regular security audit and hardening procedures are of great importance to prevent illegal access using weak or weakly secured services [3].


6. Exploit C: SMB File Access
6.1. Target Information
The target system was Windows Server 2019 (192.168.76.131) that opened the SMB service on port 445 allowing file-sharing activities [3]. Due to its role in central storing files in the network, the system has become a high-value asset [2].

6.2. Vulnerability
It was found that, the SMB service allowed it with insufficient or improperly configured authentication restrictions and allowed access to shared directories [1]. Devoid of adequate privilege enforcing, these misconfigurations may permit unlawfully enumeration and obtainance of private files [4].

[image: ]
Fig. 6.1: Nmap scan identifying SMB service (port 445) on the target system.

6.3. Exploitation
To list and access SMBs the following command was leveraged:

smbclient //192.168.76.131/C$ -U administrator

After the successful entry, the attacker executed such SMB commands as ls and get to enumerate folders and read files [3]. Improper access control was proven by the existence of sensitive files, such as password.txt [4].
[image: ]
Fig. 6.2: SMB session established with directory listing of shared files.

6.4. Result
The attack was successful and sensitive files were accessed on the target system that indicates that unsecured SMB configuration leaks data [3]. This level of access, in turn, may facilitate further attacks, which include the credential harvesting and privilege escalation [4].

[image: ]
Fig. 6.3: Retrieval of sensitive file from SMB share using the get command.





6.5. Mitigation
Mitigation methods include strong authentication, disabling unnecessary SMB shares, and implementing the least privilege access rules [4]. Besides, SMB signature and segmentation of the network are able to reduce the risk of interception and unlawful access [3].


7. Operational Execution

The life cycle of the attack included recon, exploitation and lateral movement [6]. susceptible services were discovered through Nmap scanning [7], and then command injection and weak passwords were leveraged [4], [5]. SMB was leveraged to extract files from the system without permission [8]. At all times, the attackers collected evidence, and tried to reduce the chance of detection by using legitimate tools and tactics of concealment [11], [12].

8. Tools & Techniques
	Tool
	Type
	Purpose

	Nmap
	Real
	Network scanning

	Smbclient
	Real
	SMB exploitation

	Metasploit
	Real
	Exploitation framework

	DVWA
	Simulated
	Vulnerability testing




9. Detection & Forensics Artefacts

This attack generated a plethora of forensic traces including traffic patterns, executed commands and authentication events [6], [14]. Whereas SMB access resulted in file access logs that showed suspicious data exfiltration [8], Nmap scanning produced network traffic [7]. Anomalous traffic can be detected in captures with software such as Wireshark [13].

10. Detection Gap Analysis

The attack was able to go unnoticed due to an absence of centralised logging and SIEM systems, which prevented security events from being correlated [14]. Nmap scanning and other reconnaissance activities were not detected as IDS/IPS was not in place [7]. Similar to, living-off-the-land, software and regular protocols and credentials were leveraged for avoiding detection [11], [12]. Failure to detect was also due to lack of authentication process [1] and real-time surveillance [6].

11. Containment & Safety

The lab environment was set up within an isolated network (host-only) to ensure no network connectivity was established [16]. The network was tested for its internet disconnect [6]. Snapshots were created before the tests to ease rollback and recovery [16]. Penetration testing was performed safely and ethically as it was restricted within an agreed scope of practice [6].
































12. Conclusion

This penetration testing test was conducted in a virtual laboratory pool that was controlled, which effectively demonstrated a multi-stage attack flow revealing the essential security vulnerability at the application, network, and system level [1]. The attack surface can be significantly increased, and unauthorized access can be created by misconfigurations, ineffective authentication systems, and insufficient monitoring mechanisms, as the findings of reconnaissance, exploitation, and post-exploitation phases revealed [6].

The exploit was based on a command injection vulnerability which enabled the Remote Code Execution shows the risks of insufficient input validation in web applications [4]. Also, usage of default credentials when using SSH and FTP services demonstrated how inadequate authentication settings can allow attackers to gain unlimited access to the system without attracting the attention of detection measures [17]. Supporting the probabilities of unsecured file-sharing were also emphasized with the fact that SMB services were successfully leveraged to ensure possible side-steps within the network and unauthorized access to data [1].

The determination of the absence of centralized logging, intrusion detection systems, and behavioural monitoring were identified to be one of the most crucial contributors to the failure in detecting malicious activity, based on the detection gap analysis [6]. Moreover, poor access control regulations and absence of network partitions allowed unrestrained interactions between systems, which facilitated the progress of the attack chain [11].

Use of robust security tools, like intrusion detection tools, network segmentation, robust authentication procedures, and continuous monitoring is essential in mitigating these threats [17]. Implementing uniform schemes such as MITRE ATT&CK could help to raise the visibility of the threats and enhance the effectiveness of the detection and response strategies [3].
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