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[bookmark: _Toc227460070]Task 3
[bookmark: _Toc227460071]Scope Time Division Calculations (6)
The horizontal time period and frequency characteristics for this experiment were derived by analysing the digital capture settings and waveform data retrieved from the oscilloscope. To begin the calibration process, the oscilloscope was configured with a specific sample interval, known as the clock speed, which was recorded at one millisecond. (Pico Technology, 2015) An analysis of the raw data points reveals that the signal maintains a nominal "High" state of approximately 1.66 volts for a duration of ten samples, followed by a "Low" state of approximately negative 2.00 volts for another ten samples. This sequence establishes a full cycle length of twenty samples. By applying the fundamental engineering formula where the Period (T) is equal to the number of samples multiplied by the clock interval, the Period was determined to be twenty milliseconds (0.02 seconds ). Following the determination of the period, the Frequency (f) was calculated by taking the reciprocal of time (1/T), which resulted in a stable and consistent 250hz output. To ensure the visual representation on the oscilloscope graticule was clear for measurement, the physical settings of the device had to be aligned with these mathematical findings. Referencing the square wave output, it is evident that one full 20 ms cycle occupies exactly four horizontal divisions. Therefore, by dividing the total period by the number of divisions, a manual time period setting of five milliseconds per division was confirmed. These specific parameters are vital for the integrity of the report, as they ensure that the oscilloscope was correctly calibrated to capture the subsequent high-speed capacitor charging and discharging transients without the risk of aliasing or the loss of critical signal detail. Establishing this temporal framework allows for a more accurate comparison between theoretical expectations and the practical experimental results recorded in the later stages of the technical analysis.
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[bookmark: _Toc227460072]Function Generator output square wave (6)
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[bookmark: _Toc227460073]Capacitor charge and discharge wave marked at correct points. (6)
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[bookmark: _Toc227460074]Basic Capacitor Calculations (6)





[bookmark: _Toc227460075]Capacitor discharge table (5)
	Time (s)
	Voltage (V)
	ln (V)
	dy = y2 – y1
dy = ln(V)2-ln(V)1 
	dx = x2- x1 
dx = Time2 – Time1
	dy/dx

	0.0024
	3.3862
	1.2197
	x 
	x 
	x 

	0.0024
	2.696
	0.9918
	-0.22793916
	3.3E-05
	-6907.24714

	0.0025
	2.1941
	0.7858
	-0.20599725
	3.3E-05
	-6242.34101

	0.0025
	1.7549
	0.5624
	-0.22336006
	3.3E-05
	-6768.4868

	0.0025
	1.3784
	0.3209
	-0.24148847
	3.3E-05
	-7317.83239

	0.0026
	1.1274
	0.1199
	-0.20100931
	3.3E-05
	-6091.1912

	0.0026
	0.9078
	-0.0967
	-0.21664529
	3.3E-05
	-6565.00866

	0.0026
	0.7509
	-0.2865
	-0.1897516
	3.3E-05
	-5750.04857

	0.0027
	0.5941
	-0.5207
	-0.23422483
	3.3E-05
	-7097.72217

	0.0027
	0.5
	-0.6931
	-0.17243956
	3.3E-05
	-5225.44112






[bookmark: _Toc227460076]Plot log(V) Gradient (5)
[image: ]
The natural logarithm of the capacitor voltage was plotted against time to linearise the exponential decay characteristic of the RC circuit. In a standard DC discharge, the relationship is governed by the equation. By applying a natural logarithmic transformation, we derive a linear expression. This mathematical transformation is essential for engineering analysis because it allows the time constant to be extracted from the slope (m) of a line of best fit rather than relying on a single, potentially noisy data point. The resulting scatter plot shows a highly linear negative correlation, where the gradient m = -1/RC. Using a regression line minimises the impact of individual sampling errors across the ten data points selected from the capacitor wave (Nilsson and Riedel, 2019)
 



[bookmark: _Toc227460077]Gradient Calculations and Comparison (8)
From the linearised plot, the gradient (m) was calculated using the coordinates from Table 1.5. Using the formula 

[bookmark: _Toc227460078]Gradient Calculations


[bookmark: _Toc227460079]Comparison table
	
	Capacitance
	Delta
	Percentage difference

	Actual
	1 µF
	x
	X

	Marker Calculation
	1.55F
	+0.55µF
	55%

	Gradient Calculation
	1.54µF
	+0.54µF
	54%






[bookmark: _Toc227460080]Capacitor Uses (5)
Capacitors serve as indispensable components within modern vehicle electronics, providing a wide array of critical functions that ensure both system stability and safety. In the context of power generation, they are essential for rectification and smoothing, where they stabilise the pulsating DC output from the alternator to provide a steady voltage for the battery. To maintain signal integrity, capacitors are utilised for EMI suppression by filtering high-frequency noise in ignition systems that would otherwise interfere with sensitive radio or GPS equipment, and for CAN bus filtering to eliminate common-mode noise on critical communication lines. Furthermore, they act as vital energy reservoirs, delivering the high-intensity instantaneous current required by electric starter motors during cold-start conditions. In terms of signal processing and control, capacitors are used for audio coupling to allow AC signals to reach speakers while blocking harmful DC offsets, and they form the backbone of timing circuits in RC configurations that regulate indicator flash rates and intermittent wiper delays. For digital logic stability, decoupling capacitors are placed near Electronic Control Units (ECUs) to provide localised energy storage, thereby preventing voltage dips during high-speed processor switching. Additionally, they facilitate voltage boosting in DC-DC converters for specialised lighting like Xenon HID or LED drivers and provide sensor filtering to smooth analogue signals from components like oxygen or throttle position sensors, preventing erratic readings. Most critically, capacitors are central to airbag deployment systems, where they store a dedicated charge to ensure the safety restraint triggers even if the primary battery connection is severed during a collision. (Keim, 2024)




[bookmark: _Toc227460081]Inaccuracies Question (4)
The discrepancy between the theoretical time constant of one hundred and fifty microseconds and the experimental result of one hundred and fifty-five microseconds is primarily due to physical component variations and circuit impedances. Standard capacitors typically possess a ten percent manufacturer tolerance, meaning a measured value of one point five five microfarads is well within the expected range. Additionally, practical factors such as the Equivalent Series Resistance of the capacitor and the internal impedance of the test leads increase the total circuit resistance, naturally lengthening the discharge time. Finally, the discrete five-hundred-microsecond sampling rate of the digital oscilloscope introduces minor quantisation errors, as the exact start of the discharge may occur between recorded data points. Together, these factors account for the 3.33% margin of error observed.



[bookmark: _Toc227460082]Risk Question (10)
The CAN bus architecture was originally designed for closed systems, prioritising efficiency and reliability over security. Consequently, it lacks inherent encryption or sender authentication, meaning any node on the network can broadcast messages to all others. This "trust-based" design creates a significant cybersecurity risk; if a malicious actor gains access to the bus either physically through the On-Board Diagnostics (OBD-II) port or remotely via a wireless gateway, they can perform message injection or "spoofing" (Denton, 2004) attacks. These attacks can override legitimate commands, potentially taking unauthorised control of safety-critical systems such as electronic power steering, braking, or powertrain management. To safeguard against these threats, ISO/SAE 21434:2021 mandates a "Cybersecurity by Design" approach.(ISO, 2021)   One of the most effective mitigating efforts is the implementation of Secure Onboard Communication (SecOC). This protocol adds a cryptographic Message Authentication Code (MAC) and a freshness value to each CAN frame. By doing so, the receiving Electronic Control Unit (ECU) can verify that the message originated from a legitimate source and is not a "replay" of a previous command. If the authentication fails, the ECU ignores the command, effectively neutralising the attack. Furthermore, the standard emphasises the necessity of Network Segmentation and Secure Gateways. (ISO, 2021)  By isolating the vehicle's architecture into distinct functional domains, engineers can place firewalls between high-exposure interfaces (such as the infotainment or telematics units) and safety-critical networks. This "defence-in-depth" strategy prevents an attacker from migrating laterally through the vehicle's systems if a single peripheral node is compromised. (Vector Informatik GmbH, 2026) Finally, proactive mitigation involves the deployment of Intrusion Detection and Prevention Systems (IDPS). These systems monitor the bus in real-time for anomalies, such as unexpected message frequencies or unauthorised diagnostic requests. In alignment with ISO/SAE 21434, these systems provide a critical layer of active defence, allowing the vehicle to detect a breach, log the event for forensic analysis, and potentially enter a restricted safe mode to protect the occupants. Through these rigorous engineering standards, the industry moves toward a secure framework where electronic functionality is shielded from malicious exploitation. (Automotiveworld.com, 2018)
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