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Abstract – Threats to network security has been on the rise for many years and numerous companies tend to hire penetration testers to test the security. The author had been asked to test the security of tevelcyber.com, a site owned by a cyber security firm. The author has been given many rules and restrictions on what he can and cannot do. The author used numerous tools from the Kali Linux operating system and a few web-based tools to gather information. Numerous vulnerabilities were detected within the site from outdated operating systems to security features that were disabled and even point of weakness that leave the site open to malicious intrusion from common attack such as cross site scripting and SQL injection. To conclude the report the author made numerous suggestions on areas on improvement and associated costs.
I. Introduction
Over the last 20 years the internet has experienced a massive amount of growth with roughly 55.1% of the human population in 2018 being active users[1]. In recent years the number of attacks on computer networks have increased and, in some cases, have captured the public eye in terms of the severity of the attack and the information stolen. As an example, there was plenty of media attention around the HBO cyber-attack and extortion that took place in July 2017 which threatened to cost the company millions in revenue when an Iranian hacker stole, vital information relating to popular TV shows such as Game of Thrones and Westworld then attempted to extort from the company 6 million dollars[2]. 	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
For reasons that seem more than obvious many companies have begun implementing strict security measures on their computer networks to prevent such things from happening. One very popular method of securing a network is to hire outside help in the form of penetration testers also known as “White Hats”.  Penetration testers actively attempt to infiltrate the network of a company and find any flaw in the security from the outside, this allows them to see the network from the perspective of the attacker and make suggestions from the information they have gathered from their attempts to access the network. The methods used vary from the use of programs, scripts and known vulnerabilities to social engineering which uses the employees of a company and attempts to get them to violate security policies through social interactions.
In this paper the author details his attempt at penetration testing on a cyber security firm called tevelcyber.com. he will outline his methodology, the framework and the penetrations tools he used in his attempts whilst also giving a justification for said methods and tools. He will also layout the information he has gathered from his attempts and go on to set some recommendations for the company for the improvement of their network such as policy updates, software or hardware recommendations and a possible defence strategy for the network in case of a future attack.
II. Testing Restrictions and Scope
The website that the author is performing the penetration testing on is a live website. Thus, due to the nature of the company and the sensitive attributes of the data stored the author must be restricted in what he can and cannot do as to not disrupt the everyday function of the company and its employees.
The guidelines for the penetration testing are as follows:
· No modifications to any contents on or within the website
· Provide the details of the vulnerability and the methodology used this include any information needed for replication.
· Attempt to avoid privacy violations, data corruption/ destruction and interruption of the services provided by the website.
· Do not use or pivot a vulnerability to discover more vulnerabilities.
Some methods have been excluded from the testing process to ensure security and stability of the functioning website. They are as follows:
· The author cannot access, download or modify any data in any account.
· Use of Denial of service attacks is strictly prohibited.
· Uploading, sending or storing malicious software on the website.
· No transmission of unsolicited email or spam.
These rules have restricted the authors ability to perform a comprehensive penetration test and only allows him to do recon and discover vulnerabilities. The author isn’t allowed to test whether these vulnerabilities can be successfully utilized and exploited. In this report the author will give examples of attacks that can be used to gain access or harm the Tevel cyber corps website. The author will provide explanations and diagrams to illustrate discovered attacks and give some suggestions on how to prevent them, this includes software or hardware updates, policy improvements and mitigation techniques to prevent exploitation of the vulnerabilities discovered.	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
III. Framework
For a penetration test to be successful a good framework that will act as a solid bedrock for further testing must be established. The author has been provided an example and has done his own research into a potential framework. At the centre of the authors framework is a Linux based operating system designed specifically for penetration testing called Kali[3]. Kali offers numerous penetration testing programs that have been natively installed within the operating system. There are also numerous web-based tools that can gather information about a site and scan for vulnerabilities. The author will detail these tools further on in this report.	Comment by Carlene Campbell: 
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The author has devised a comprehensive plan for how he plans to test the security of the site and the steps needed to achieve this, they are as follows:
· Step 1- Recon
· Gather information on the website using “whois” tools on both Kali and web-based applications. 
· Step 2 – Information Gathering
· Gather information on the network including, port usage, operating systems used on the network, possible topology, software and plugins used in the operation of web services.
· Step 3 – vulnerability analysis 
· Gather information on common vulnerabilities found in certain services on the server. 
· Step 4 – Web Application analysis
· Scan numerous potential web applications that are being used on the server to gather possible vulnerabilities within said web applications.
· Step 5 – Improvements
· Look for possible improvements to the network through change of configurations or updating of software and hardware.
· 
IV. Penetration Testing Tools 
As previously mentioned, Kali Linux provides numerous penetration testing tools within the OS, some of these tools violate the rules set by Tevel cyber corps and thus will not be used by the author. The first groups of tools the author has chosen to use are reconnaissance and information gathering tools, that gather information about the target. The first tool within the group is “Nmap” which is used for network exploration and checking the security of the target network, most importantly it is open source which allows for the use of addons to make the program more useful[4]. Nmap is more reliable than other port and networking scanning programs[5].
 The second tool within the group that the author used to gather information is called “Dmitry” this is a whois lookup program that gathers information about numerous aspects of the site including port scanning, subdomains, email addresses and even system and server uptime[6]. 
The second group of tools the author plans to use in his testing of the network’s security is focused primarily on vulnerability analysis the author plans on using 2 tools from kali as the rest are too intrusive and might break the rules of the test. The first being “Nitko” this is again an open source program that scans web servers for vulnerabilities and any common files that might be susceptible to an attack[7]. The second tool the author plans to use is “Recon-NG” this is a framework which analyses a network for vulnerabilities quickly and thoroughly[8]. 
The third group is focused on the web application analysis. Due to the restrictions of the test the author cannot use many of these applications from Kali, but he is able to use one called WPscan this scans for vulnerabilities in a common content management system called WordPress. WordPress allows for easier content publishing[9]. WPscan analyses any WordPress plugins and themes that are installed on the network and finds any related vulnerabilities[10].	Comment by Carlene Campbell: 
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Beside Kali there are a few websites that perform some basic scans that the author plans on using. One such scan is the WhoIs provided by Robtex, this displays all registration information for the website and more such as IP addresses, domain names, the hosting site and the mail servers used [11]. The author plans to use a site called “Pentest-Tools” that scans for numerous vulnerabilities such as cross site scripting (XSS), SQL Injections and an overall website scan[12]. 
Most of these online tools are free and open source, it also allows the author to reinforce his findings by scanning the same areas with different tools making his results more reliable and precise. 
V. Scan Results and Vulnerabilities found
The author has performed all the scans and the investigation into the site has been completed. In this section the author will detail the scans performed, the methodology and the results of the scans along with any discovered vulnerabilities.
a. Information gathering
The author has performed all the scans and the investigation into the site has been completed. The first thing the author attempted was to find a login page to find a way to access the site with a login and password. The author did this by visiting the site and editing the URL to add the /Login Prefix to the end, and as the author suspected he was taken to a Word Press login page. This can be seen below if figure 1 
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	Figure 1 – tevelcyber.com Word Press Login page (Larger Version in the Appendices)


The login Page is a point of possible attack as with the correct username and a brute force attack an unauthorized user might be able to gain access to the Word Press admin control panel. 
After discovery of the Word Press login the author decided to do several WhoIs scans to discover more information about the website. The first scan was with the previously mentioned Dmitry, below in figure 2 is a screenshot of the scan 
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	Figure 2 – Dmitry Scan output


 This scan was performed from the root directory of the Kali Linux terminal. The command wise is a set of 4 commands that have 4 different functions concatenated to one command. The commands are as follows:
· -w – Performs WhoIs on the target.
· -i – Performs and internet number WhoIs scan on the target.
· -s – Performs Subdomain scan of the target.
· -e – Performs email address search on the target.
· -o – This allows the author to set a file in which the data will be saved.
The output file can be seen below in figure 3.
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	Figure 3 – Screenshot of Dmitry scan output file


In the Figure the author has highlighted the information he thought was important. At the top, the IP address can be seen of the site, this is useful for further scans later. It can also be seen that tevelcyber.com doesn’t host its own site on private, company servers this is a common practice as it removes the expensive cost of the infrastructure development and maintenance from the company. We can also see numerous other IP addresses at the bottom, these are the IP addresses of the 3 subdomains within the site.
Unfortunately, Dmitry was unable to find any mail servers within the domain, so the author decided to perform another test from his list, this time using the Robtex whois scan. The output of this scan can be seen below in figure 4.
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	Figure 4 – output of Robtex WhoIs scan 



This second scan was able to find 5 google mail servers that a frequently used by the site. The second scan also shows plenty of information that the author has already discovered with the previous scan. 	
After all the WhoIs scans had been completed and all information about the network that is publicly available had been discovered the author then moved on to the Nmap Scan which as previously mentioned allows for much deeper scanning of the ports, services and the operating systems used. 
Nmap was very useful as it displayed the ports in use and whether it was secured with appropriate security protocols or not. It also displayed the operating systems and some of the devices used with version numbers.
	[image: ]

	Figure 5 – The command used to initiate the scan



Figure 5 displays the command used in the root directory to begin the Nmap scan, there are 3 extra commands placed into the scan which defines the scope of the scan. -v sets the verbosity of the scan this means this allows the scan to print more information in real time during the scan[13]. -A enables for the scanning of operating systems found within the network[14]. The final command -sV probes the open ports to determine the services and security used[14].
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	Figure 6 – Output of the Nmap Scan OS section



As can be seen in figure 6 the author has learnt numerous things about the target. The first being that it has discovered that the network is using a wireless access point running an unknown version of Linux at either 2.4.36, further research into the current Linux kernel release shows that 4.20 is the most current and most stable version[15], this means that the version running on the wireless access point is missing potential security updates to the kernel. After some research the author has found that numerous vulnerabilities exist that can result in many denial of service attacks, the total number of vulnerabilities within the version of the Linux kernel is roughly 50[16]. A denial of service attack works by disrupting the services and operation of a website or a network, this is most commonly done by constant requests for access to the site usually millions of times per day and thus reducing network bandwidth[17]. A good way to mitigate this attack is the implementation of a firewall with DOS protection services installed and enabled.
The scan also uncovered that the router the target is using is developed and sold by Mikrotik which is running a router OS developed by Mikrotik which is currently at 5.25 which is based on the Linux kernel version 2.6.35. Mikrotiks router OS version 5.25 was released in 2013 which is very out of date as the current version released in early 2019 is 6.42.11[18]. Research shows that this OS Version is susceptible to buffer overflow attacks[19]. The way a buffer overflow attacks work is by the attacker using malicious code to insert bytes of data or instructions into the program to gain access and control this is done by placing bytes of data into a variable that exceeds the storage limit of said variable and thus causing the data to overflow into the next field disrupting the pointer space[20]. Most commonly through the root shell which give admin privileges to the attacker[21]. 
The Nmap scan has also discovered that the target is using a Netgear ReadyNAS Duo running Netgear’s RAIDiator OS version 4.1.4 which is also out of date as the current version being rolled out by Netgear is 5.3. the author is unable to find any solid evidence of possible vulnerabilities with this out of date OS but some threads on online forums have reported a few.
The final OS that the Nmap scan discovered was the OS used on the HostGator servers. From the scan it can be seen that the OS running on the server is RedHat Enterprise Linux OS version 6 which was supported from 2010 to mid-2018 as the scan cannot give a more specific version number it can be hard to pin point any vulnerabilities so for this report we are going to assume that they are running the latest version of RedHat 6, but even with this hypothetical version number it is still out of date as current distros of RedHat Enterprise is version 7. Research into possible vulnerabilities show that there are numerous overflow, DOS and info vulnerabilities which have been fixed in the latest released distro of RedHat Enterprise 7[22]. Since the server with the RedHat vulnerability belongs to the hosting site, it is not the responsibility of Tevel cyber, though the author would recommend moving to a hosting site with more secure operating systems running on their servers.
Nmap was also able to scan the ports of the server the website is hosted on and discovered a total of 17 portz in use or active. Some ports had specific security assigned to them. Due to the large amount of data the author has developed a chart to simplify the information as seen in figure 7, full screenshots of the scan can be seen in the appendices 
	Port No.
	Services
	Active
	Security

	21
	FTP
	Open
	RSA-2048
SHA256

	22
	SSH
	Filtered 
	N/A

	25
	SMTP
	Open
	Base 64

	26
	SMTP
	Open 
No connection
	N/A

	53
	Domain
	Open
	N/A

	80
	HTTP
	Open
	N/A

	110
	POP3
	Open
	RSA-2048
SHA256

	143
	IMAP
	Open
	RSA-2048
SHA256

	443 
	SSL/HTTP
	Open
	RSA-2048
SHA256

	465
	SSL/SMTP
	Open
	RSA-2048
SHA256

	587
	SMTP
	Open
No connection
	N/A

	993
	SSL/IMAP
	Open
	RSA-2048
SHA256

	995
	SSL/POP3
	Open
	RSA-2048
SHA256

	2222
	SSH
	Open
	RSA

	3306
	MYSQL
	Open
	N/A

	8080
	HTTP
	Open
	MD5

	8443
	SSL/HTTP
	Open
	RSA-2048
SHA256

	Figure 7 – Simplified Graph detailing open ports and security measures (full scan output in the appendices)


In figure 7 the author has highlighted 2 specific ports that he believes would most likely be possible attack vectors by hackers. The first port the author has highlighted is port 25 which is used for the Simple Mail Transfer Protocol, this protocol is responsible for Mail Transfer Agents which deliver, receive and route email messages[23], so to a company this is very important. There are numerous vulnerabilities found with SMTP such as the debug command which allows hackers to issue commands in root or certain versions of SMTP having weakness to DOS or buffer overflow attacks. More common vulnerabilities with this port can be seen in a report by SANS Penetration testing[24]. The scan did detect that the port uses base64 encryption which make it hard for potential attackers to read any data that they might intercept[25].
The Second port the author has highlighted is port 53 this is used in domain name services or DNS, this service maps domain names to IP address and is almost always open on devices connected to the internet[26]. A possible attack that may occur on this port is called DNS spoofing, this attack is implemented by an attacker imitating the DNS server and sending false data to the network, this is effectively a man in the middle attack and can affect the overall function of the network’s capabilities[27]. The author recommends an audit of all ports to ensure that they are secure with stringent passwords and the appropriate protection protocols just in case.
b. Vulnerability Scanning
So far, the author has learned a lot about the network and numerous attack vectors possible for hackers to approach from. Now the author is going to focus on looking for 2 common attacks within the network that can occur and find out if the target is susceptible to said attacks. The first attack the author search for is Cross Site Scripting or XSS, this attack works by injecting malicious code into a webpage that uses HTML and effect the way it works, it can be used to steal private information such as login details and passwords from unsuspecting users. Most common XSS attacks involves the corruption or implementation of malicious links that the user clicks on and uses it to sign into a website[28]. To scan for this the author used Recon-NG which has a module to scan for this specific vulnerability as can be seen in figure 8 
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	Figure 8 – Screenshot of Recon-NG scan


As can be seen in figure 8 the author activates the module within the scanner with the “use” command followed by the module name. He then set the destination, the author did this scan twice with both the URL and the IP address as destinations to make sure that there were no inconsistencies. With the final command being “run” this executed the scan and it returned that no XSS vulnerabilities were discovered on the site. This scan is contradicted by a scan done after this by the program called “Nitko”, from the results of the scan the author highlighted 3 main areas for concern.
 The first being the use of Iloha Mail version 0.8.10 which has and XSS vulnerability as seen in figure 9. Iloha mail is a multilingual webmail service that runs off PHP[29], the vulnerability lays in the sending of email, which doesn’t prevent users from being sent emails or bookmarks that contains XSS scripts in links[30]. The scan also detected that the cookies are used without the HTTPONLY flags this prevents a client from accessing the scrip side of the cookies, this is often used in cross site scripting attacks. An attacker would uses the hole in security to steal the cookies information that it store on the users[31]. The author recommends enabling this feature.
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	Figure 9 – Results of the Nitko scan


The scan also found 2 more possible vulnerabilities, but it doesn’t detail them enough for a comprehensive explanation., The first being the FormMail Script which possible allows attackers to see the version numbers of the script and an issue with another script that might allow attackers to execute possible commands into the web control panel. Due to how vague the scan was on these two vulnerabilities further testing and scanning must be conducted, and the author suggest a future investigation into these issues.
The second common attack that the author had scanned for is a SQL injection attack, this works by users inputting malicious entries into the web application and the information is then stored into an SQL server, dynamically creating a query that could make the data viewable by the attacker[32]. unfortunately, the SQL scanner found on Kali violates the rules of the test and thus cannot be use luckily the author found a web-based scanner which he had run on the site. The results of the scan can be seen below in figure 10.
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	Figure 10 – Results of the SQL Injection Scan


As can be seen in figure 10 the author has discovered 3 vulnerable pages that can be targeted by an attacker using the GET method which uses the GET request to receive certain information. To prevent the possibility of the attack from taking place, the author suggests that Tevel cyber keeps an eye on any errors generated in user input. This would highlight any attempts by attackers to enter faulty data into their system. The author also suggests that the company go over the code that is used in the SQL server to make sure that dynamic inputs are properly protected[33].
c. Web Application scanning
The author also performed a scan on the WordPress plugins and themes as there are many known vulnerabilities, the scan was performed using WPScan a common tool found in Kali. To run the scan the author entered the URL of the target and the variable -e vp and – e vt these enumerate the vulnerable plugins and the vulnerable themes of the site as seen in figure 11.
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	Figure 11 – screenshot of WPScan command


The Scan returned no vulnerabilities found within the themes, but it did find one possible vulnerability within a plugin called wordpress-seo. As can be seen in figure 12 it is out of date and thus could be used to attack the site. The output shows that the plugins is currently running 7.8 and the latest version is 9.4. it also shows that a security issue was fixed in 9.2 which is why the author recommends an update to this latest version.
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	Figure 12 – Wordpress-seo vulnerability 


The author performed plenty of scans and gained a lot of information about the security of the site. Of course, the outputs of all the scans cannot be displayed in the main text but are available in the appendices.
VI. Recommendations
Throughout the report the author has noticed that there is some room for improvement within the network, these recommendations would be beneficial and very cost efficient for the company and most are update or patches. The recommendations are as follows:
· Audit ports to ensure appropriate security is enabled.
· Update the following software: 
· WordPress -seo plugin from 7.8 to 9.4.
· Update WAP Linux from 2.4.36 to 4.20.
· Update Mikrotik router from 5.25 to 6.42.11.
· Update ReadyNAS Duo RAIDiator OS from 4.1.4 to 5.3.
· Move to a different hosting site or request that HostGator updates RedHat Enterprise from 6 to 7.
· Use a different mail service than Iloha mail as it is insecure.
· Update form Mail.
· Install a firewall that has DOS controls and prevention systems.
· The author also recommends that Tevel cyber move the site to a server within the company instead of a hosting site.
· Change the SQL server making it harder to allows SQL Injection using the GET method.
· Enable HTTPONLY to prevent cookie theft and possible XSS exploitation.
These recommendations should be fairly cost effective as the hardware seems decent and most of these updates are free. 
WordPress should be updated in line with the plan in which the company pays to WordPress. To update RedHat the cost should be 349USD but that is the responsibility of HostGator. As the author could not gain information on a firewall it would be pointless for him to suggest an upgrade, but if they do not have one in place then the author recommends cisco based ASAs as they are reliable and are the industry standard, even though the price might be considered excessive as they are in the range of £300-£400. Overall the improvements should cost no more than roughly £1000, most of the updates can be done in house by the security professionals in the company along with the SQL code to prevent injection attacks 

VII. Conclusion
Throughout this report the author has outlined the need for security and penetration testing, he also developed a plan and strategy of attack that follows the guidelines set by Tevel cyber. The author conducted numerous scans from basic recon scan to more advanced and specialised scans that focus on areas such as WordPress scanning. The author highlighted numerous vulnerabilities found within the network with possible attack vectors and the attacks that could take place, the site in the authors opinion is relatively secure and only requires updates to software and plugins that the site is using. The author also made a recommendation to move the website host from HostGator to a private server with in the company this allows for more control over the security of the site. The overall cost of the improvements should cost no more than £1000 which is relatively cheap. Due to the restrictions of the test, the author might have missed a few vulnerabilities that other testers might have picked up, so the results and recommendations can be improved upon with more research and more testing on the site. The author would have liked to test the reliability of the scan by attacking the site but the restrictions made this unlikely and improbable that he could attack without violating the rules and regulations set by Tevel cyber corps.	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.
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This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The research informed literature could include more latest cited related work and reduce the use of websites.  High level of referencing skills consistently applied. (Grade mark: 70.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Knowledge is extensive. Exhibits understanding of the subject area. Structure and quality of report of high standard. (Grade mark: 79.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]7.9

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Cost such as your consultancy time, timetable i.e. time plan taken to carryout planning and testing, link analysis to your findings in other words, cost solution could be done in a breakdown matter, rather than just mention in conclusion. This could go into appendix. Overall very good report linking discussions to the tests carried out.  (Grade mark: 85.71%)
	[bookmark: totalANA]35
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]A range of advanced tools used to gather information and launched attack to tests for vulnerabilities on Tevel Corp Private Limited site. Detailed results of the actual tests was provided in appendix and discussions within the report.  Nature of how they were done, application used and protocol involved was discussed.  (Grade mark: 97.14%)
	[bookmark: totalPAD]35
	[bookmark: markPAD]34

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate with an exceptionally high level; Flow, professionally done, well presented.  However, try to avoid 1st person and contraction grammar for academic work. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]87.9%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Page 26 of 26

image1.png




image2.png




image10.png




image3.png




image4.png




image5.png




image6.png




image7.png




image1.jpeg




image8.PNG
root@kali:~# dmitry -wise -o tevel.txt tevelcyber.com
Deepmagic Information Gathering Tool
"There be some deep magic going on"

Writing output to 'tevel.txt'
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HostIP:192.185.39.52
Hostans evelcyber. con

Gathered Inct-whois information for 192.185.39.52

Gathered Inic-whois information for tevelcyber.con

Domain Nane: TEVELCYBER.COM

Registry Domain ID: 2238131338 DOWATN_COH-VRSN
Registrar WHOIS Server: whois.name.con

Registrar URL: http: //ww.name.con

Updated Date: 2018-83-12T13:41:092

Creation Date: 2018-03-12T08:44:442

Registry Expiry Date: 2019-03-12T08:44:44Z

Registrar: Name.com, Inc.

Registrar IANA ID: 625

Registrar Abuse Contact Email: abuse@name.com

Registrar Abuse Conact Phone: 7202492374

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferPronibited
Name Server: NS8201.HOSTGATOR.COM

Nane Server: NS8202.HOSTGATOR.COR
DNSSECE unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: Mttps://ww.icann.org/wicf/
>»> Last update of whols database: 2019-01-12700:24:44 <<<

Gathered Subdorain information for tevelcyber.com

Searching Google.con:80...

HostName :analyze. tevelcyber. con
HostIPIo2.242.152

HostName: conFarence. tevelcyber. con
HostIP:162.185.39.52

HosTans :ence. tevelcyber. con

HostIP:92.242.132.16

Ganching ATEavista.con:80...

Found 3 possible subdomain(s) for host tevelcyber.com, Searched @ pages contalning @ results

Gathered E-Mall information for tevelcyber.com

Searching Google.con:80...
Searching Altavista.com:80.
Found © E-Nail(s) for host tevelcyber.com, Searched © pages containing 8 results
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root@kali:~# nmap -v -A -sV tevelcyber.com
Starting Nmap 7.70 ( https://nmap.org ) at 2019-61-12 00:10 GMT
NSE: Loaded 148 scripts for scanning
SE: Script Pre-scanning
[nitiating NSE at 00:10
Completed NSE at 00:10, 0.00s elapsed
Initiating NSE at 00:10
Completed NSE at 00:10, 0.00s elapsed
Initiating Ping Scan at 00:10
Scanning tevelcyber.com (192.185.39.52) [4 ports]
Completed Ping Scan at 00:10, 0.19s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 00:10
Completed Parallel DNS resolution of 1 host. at 00:10, 0.04s elapsed
Initiating SYN Stealth Scan at 00:10
Scanning tevelcyber.com (192.185.39.52) [1000 ports]
Discovered open port 993/tcp on 192.185.39.52
Discovered open port 21/tcp on 192.185.39.52
Discovered open port 443/tcp on 192.185.39.52
Discovered open port 143/tcp on 192.185.39.52
Discovered open port 3306/tcp on 192.185.39.52
Discovered open port 110/tcp on 192.185.39.52
Discovered open port 995/tcp on 192.185.39.52
Discovered open port 86/tcp on 192.185.39.52
Discovered open port 53/tcp on 192.185.39.52
Discovered open port 25/tcp on 192.185.39.52
Discovered open port 8080/tcp on 192.185.39.52
Discovered open port 587/tcp on 192.185.39.52
Discovered open port 8443/tcp on 192.185.39.52
Discovered open port 2222/tcp on 192.185.39.52
Discovered open port 26/tcp on 192.185.39.52
Discovered open port 465/tcp on 192.185.39.52
Completed SYN Stealth Scan at 00:10, 12.17s elapsed (1000 total ports)
Initiating Service scan at 00:10
Scanning 16 services on tevelcyber.com (192.185.39.52)
Completed Service scan at 00:10, 13.21s elapsed (16 services on 1 host
Initiating 05 detection (try #1) against tevelcyber.com (192.185.39.52
Retrying 0S detection (try #2) against tevelcyber.com (192.185.39.52)
WARNING: 0S didn't match until try #2
Initiating Traceroute at 0:10
Conpleted Traceroute at 00:10, 0.25s elapsed
Initiating Parallel DNS resolution of 19 hosts. at 60:10
Completed Parallel DNS resolution of 19 hosts. at 00:16, 0.40s elapsed
NSE: Script scanning 192.185.39.52.
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[recon-ng] [default] > use recon/domains-vulnerabilities/xssposed
[recon-ng] [default] [xssposed] > set source tevelcyber.com
SOURCE => tevelcyber.com

[recon-ng] [default] [xssposed] > run

TEVELCYBER. COM

[+] No vulnerabilites found.

[recon-ng] [default] [xssposed] > set source 192.185.52.39
SOURCE 192.185.52.39

[recon-ng] [default] [xssposed] > run

192.185.52.39

[*] No vulnerabilites found.
[recon-ng) [default] [xssposed]
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root@kali:~# wpscan --url https://tevelcyber.com -e vp -e vt

N\ o7 —
AN 7 | 1—
AN\ N/
NOA 7]
7P/

wWordPress Security Scanner by the WPScan Team
Version 3.4.2
Sponsored by Sucuri - https://sucuri.net
@ WpScan_, @ethicalhack3r, @erwan_lr, @ FireFart_

[ 1] URL: https://tevelcyber.com/
+] Started: Mon Jan 14 00:08:09 2019

Interesting Finding(s):

[+] https://tevelcyber.con/
Interesting Entries

+
|
| - server: nginx/1.14.1
|
|
|
|

- x-acc-exp: ©
- x-proxy-cache: BYPASS tevelcyber.com
Found By: Headers (Passive Detection
Confidence: 100%

[+] https://tevelcyber.com/robots. txt
| Interesting Entries:
| - /wp-admin/

| - /wp-admin/admin-ajax.php

| Found By: Robots Txt (Aggressive Detection)
| confidence: 100%

[+] https://tevelcyber.com/xmlrpc.php

| Found By: Link Tag (Passive Detection)

| confidence: 100%

| confirmed By: Direct Access (Aggressive Detection), 100% confidence

| References:

| - http://codex.wordpress.org/XML-RPC_Pingback APT

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner
|

- https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc dos
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[+] Enumerating Vulnerable Plugins
[+] Checking Plugin versions

(1] Plugin(s) Identified

141 wordpress-seo
| Location: https://tevelcyber. con/wp-content/plugins/wordpress -seo/
| Last Updated: 2019-01-08Te9:15:00.0002

| (1] The version is out of date, the latest version is 9.4

Detected By: Comment (Passive Detection)

|

|

|

| ' 1 vulnerability identified:
|

[ (1] Title: vanst SE0 <= 3.1 - uthenticated Race Condstion
| Fixed in:

|
|
|
|
|
|
|
|

e
- https://wpvulndb. con/vulnerabilities/9150
- https://cve.mitre.org/cgi-bin/cvenane . cgi?nane=CVE-2018-19370

https://plugins. trac.wordpress.org/changeset/1977260/wordpress-seo

- http://packetstornsecurity. con/files/150497/
/github.con/Yoast/wordpress-seo/pull/11502/connits/3bfa70a143f5ea3ee1934f3a1703bb5car 139f fa

[

- https:

| Version: 7.8 (60% confidence)

| Detected By: Comnent (Passive Detection)
| - https://tevelcyber.con/, Match: ‘optimized with the Yoast SEO plugin v7.8 -*

[+] Finished: Mon Jan 14 00:21:04 2019
[+] Requests Done: 10

[+] Cached Requests: 31

[+] bata sent: 2.578 KB

[+] Data Received: 207.525 KB

[+] Memory used: 66.551 MB

|1 Elapsed time: 80:00:33
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& > C O @ https/tevelcybercom/wp-loginphp * B0 @ :

Username or Email Address

Password

[] Remember Me

Lost your password?

«— Back to Tevel Cyber Corps
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HostIP:192.185.39.52
HostName:tevelcyber.com

R — A,

Gathered Inet-whois information for 192.185.39.52

Gathered Inic-whois information for tevelcyber.com

Domain Name: TEVELCYBER.COM

Registry Domain ID: 2238131330_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.name.com

Registrar URL: http://www.name.com

Updated Date: 2018-03-12T13:41:09Z

Creation Date: 2018-03-12T08:44:44Z

Registry Expiry Date: 2019-03-12T08:44:447

Registrar: Name.com, Inc.

Registrar IANA ID: 625

Registrar Abuse Contact Email: abuse@name.com

Registrar Abuse Contact Phone: 7202492374

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Name Server: NS8201.HOSTGATOR.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2019-01-12T00:24:447 <<<

Gathered Subdomain information for tevelcyber.com

Searching Google.com:80...

HostName:analyze.tevelcyber.com

HostIP:92.242.132.76

HostName:conference.tevelcyber.com

Host1P:192.185.39.57

HostName:ence.tevelcyber.com

HostIP:92.242.132.16

Searching Alfavista.com:8@...

Found 3 possible subdomain(s) for host tevelcyber.com, Searched © pages containing © results

Gathered E-Mail information for tevelcyber.com

Searching Google.com:80...

Searching Altavista.com:80...

Found © E-Mail(s) for host tevelcyber.com, Searched @ pages containing 0 results
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Www.tevelcyber.com is a CNAME to tevelcyber.com. Tevelcyber.com has two name servers, five mail servers and one IP number.

Hostgator name servers

The name servers are ns8201.hostgator.com and ns8202.hostgator.com.

Google mail servers

The mail servers are aspmx.l.google.com, alt1.aspmx.(.google.com, alt2.aspmx.l.google.com, alt3.aspmx.(.google.com and alt4.aspmx.l.google.com.
This domain uses google to handle it's email.

IP number

The IP number is 192.185.39.52.

Results found

Tevelcyber.com.

<«
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Initiating NSE at 00:10
Completed NSE at 00:11, 46.67s elapsed

Initiating NSE at 00:11

Completed NSE at 00:11, 0.01s elapsed

Nmap scan report for tevelcyber.com (192.185.39.52)

Host is up (0.15s latency).

rDNS record for 192.185.39.52: ns8202.hostgator.com

Not shown: 983 closed ports

PORT STATE  SERVICE VERSION

21/tcp  open ftp Pure-FTPd

| ssl-cert: Subject: commonName=*.hostgator.com

| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com

| Issuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Grea
ter Manchester/countryName=GB

| Public Key type: rsa

| Public Key bits: 2048

| signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2018-10-62T00:00:00

| Not valid after: 2020-10-01T23:59:59
|
Lt
[

MD5: 9007 c122 c844 32ba 08al 9bcb 9c49 304f
SHA-1: 6bc5 779a 982b 7464 0cf2 211a 5bdd 923c 71d4 807
ssl-date: 2019-01-12T00:10:46+00:00; 05 from scanner time
22/tcp  filtered ssh
25/tcp  open smtp Exim smtpd 4.91
| smtp-commands: gator4101.hostgator.com Hello host-78-145-133-222.as13285.net [78.145.133.222], SIZE 52428800, 8BITMIME, PIPE
LINING, AUTH PLAIN LOGIN, STARTTLS, HELP
|_ Commands supported: AUTH STARTTLS HELO EHLO MATL RCPT DATA BDAT NOOP QUIT RSET HELP

26/tcp  open smtp Exim smtpd 4.91

|_smtp-commands: Couldn't establish connection on port 26

53/tcp  open domain  ISC BIND 9.8.2rcl (RedHat Enterprise Linux 6
| dns-nsid:

|_ bind.version: 9.8.2rcl-RedHat-9.8.2-0.68.rcl.el6

89/tcp  open http nginx 1.14.1

|_http-favicon: Unknown favicon MD5: D41DBCD9IBFOOB204E980099BECF8427E

|_http-server-header: nginx/1.14.1

|_http-title: 500 Error

110/tcp open pop3 Dovecot pop3d

|_pop3-capabilities: TOP RESP-CODES STLS UIDL PIPELINING USER AUTH-RESP-CODE CAPA SASL(PLAIN LOGIN

| ssl-cert: Subject: commonName=*.hostgator.com

| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com

| Tssuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Grea
ter Manchester/countryName=GB

| Public Key type: rsa





image24.PNG
| Public Key bits: 2048
| signature Algorith
| Not valid before: 2018-10-62T00:00:00

| Not valid after: 2020-10-01T23:59:59

| MD5: 9007 c122 c844 32ba 68al 9bcb 9c49 304
|

=

sha256Wi thRSAEncryption

SHA-1: 6bc5 779a 982b 7464 0cf2 211a 5bdd 923c 71d4 807
ssl-date: 2019-01-12T00:10:39+00:00; 05 from scanner time
143/tcp open imap Dovecot imapd
|_imap-capabilities: OK STARTTLS IMAP4revl NAMESPACE more LOGIN-REFERRALS AUTH=LOGINAG®®1 LITERAL+ ENABLE have AUTH=PLAIN Pre
login post-login ID IDLE capabilities SASL-IR listed
| ssl-cert: Subject: commonName=*.hostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
| Tssuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Grea
ter Manchester/countryName=GB
| Public Key type: rsa
| Public Key bits: 2048
| signature Algorithm: sha256WithRSAEncryption
| Not valid before: 2018-10-62T00:00:00
| Not valid after: 2020-10-01T23:59:59
| MD5: 9007 c122 c844 32ba 68al 9bcb 9c49 304f
| SHA-1: 6bc5 779a 982b 7464 6cf2 211a 5bdd 923c 71d4 80f7
|“ssl-date: 2019-01-12T00:10:44+00:00; ©s from scanner time
443/tcp open ssl/http nginx 1.14.1
i
|
|
|

http-favicon: Unknown favicon MD5: D41D8CD98FOOB204EIBOOIIBECF8427E
http-server-header: nginx/1.14.1

http-title: 400 The plain HTTP request was sent to HTTPS port
ssl-cert: Subject: commonName=tevelcyber.com

Subject Alternative Name: DNS:autodiscover.tevelcyber.com, DNS:cpanel.tevelcyber.com, DNS:mail.tevelcyber.com, DNS:tevelcybe
r.com, DNS:webdisk.tevelcyber.com, DNS:webmail.tevelcyber.com, DNS:www.tevelcyber.com

| Issuer: commonName=Let's Encrypt Authority X3/organizationName=Let's Encrypt/countryName=!
| Public Key type: rsa

| Public Key bits: 2048

| signature Algorithm:
| Not valid before: 2018-11-28T11:29:10

| Not valid after: 2019-62-26T11:29:10

| MD5:  1al5 55aa b46b aae0 d2bf 7e87 97f7 be4o

| _SHA-1: acbc 9231 0041 eb6f 83d4 4ac8 476b 534a 2b17 ffbc
|

|

|

|

|

|

S

sha256Wi thRSAEncryption

tls-alpn:
h2
_ http/1.1
tls-nextprotoneg
h2
http/1.1 _
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465/tcp open ssl/smtp Exim smtpd 4.91

| smtp:commands: gator4101.hostgator.com Hello host-78-145-133-222.as13285.net [78.145.133.222], SIZE 52428800, 8BITMIME, PIPE
LINING, AUTH PLAIN LOGIN, HELP,

|_ Commands supported: AUTH HELO EHLO MAIL RCPT DATA BDAT NOOP QUIT RSET HELP

| ssl-cert: Subject: commonName=tevelcyber.com

| Subject Alternative Name: DNS:autodiscover.tevelcyber.com, DNS:cpanel.tevelcyber.com, DNS:mail.tevelcyber.com, DNS:tevelcybe
r.com, DNS:webdisk.tevelcyber.com, DNS:webmail.tevelcyber.com, DNS:www.tevelcyber.com

| Issuer: commonName=Let's Encrypt Authority X3/organizationName=Let's Encrypt/countryName=US

| Public Key type: rsa
|

|

|

|

|
(Lt

Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2018-11-28T11:29:10

Not valid after: 2019-02-26T11:29:10

MD5:  1al5 55aa b46b aae® d2bf 7e87 97f7 bedo

SHA-1: acbc 9231 0041 eb6f 83d4 4ac8 476b 534a 2b17 ffbc

587/tcp open smtp Exim smtpd 4.91
|_smtp-commands: Couldn't establish connection on port 587
993/tcp open ssl/imap Dovecot imapd

|_imap-capabilities: OK ID IMAP4revl NAMESPACE more LOGIN-REFERRALS AUTH=LOGINAGOO1 LITERAL+ ENABLE have AUTH=PLAIN Pre-login
post-login IDLE capabilities listed SASL-IR

| ssl-cert: Subject: commonName=*.hostgator.com

| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com

| Tssuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Grea
ter Manchester/countryName=GB

| Public Key type: rsa

| Public Key bits: 2048

| signature Algorithm: sha256WithRSAEncryption

| Not valid before: 2018-10-62T00:00:00

| Not valid after: 2020-10-81T23:59:59
|
[t
[

MD5: 9007 c122 c844 32ba 08al 9bcb 9c49 304f
SHA-1: 6bc5 779a 982b 7464 0cf2 211a 5bdd 923c 71d4 807
ssl-date: 2019-01-12T00:10:34+00:00; 05 from scanner time
995/tcp open s51/pop3 Dovecot pop3d
| ssl-cert: Subject: commonName=*.hostgator.com
| Subject Alternative Name: DNS:*.hostgator.com, DNS:hostgator.com
| Tssuer: commonName=COMODO RSA Domain Validation Secure Server CA/organizationName=COMODO CA Limited/stateOrProvinceName=Grea
ter Manchester/countryName=GB
| Public Key type: rsa
| Public Key bits: 2048
| signature Algorithm: sha256WithRSAEncryption
| Not valid before: 2018-10-62T00:00:00
|
|

Not valid after: 2020-10-01T23:59:59
MD5: 9007 cl122 c844 32ba ©8al 9bcb 9c49 304f
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| _SHA-1: 6bc5 779a 982b 7464 ©cf2 21la Sbdd 923c 71d4 80f7
| ssl-date: 2019-01-12T60:10:34+00:00; -1s from scanner time.

2222/tcp open ssh OpenssH 5.3 (protocol 2.0)
| ssh-hostkey:
| 1024 8 8:46:3C:a5:36:a4:b5:ca:19:84:2b: 0

|_ 2048 e9:da:4c:f3:56:76:0d:58:5e:75:0d:58:eb:4

3306/tcp open mysql  MySQL 5.6.41-84.1

| mysql-info:

| Protocol: 10

| version: 5.6.41-84.1

| Thread ID: 29253781

| capabilities flags: 65535

| Some Capabilities: Support4lAuth, Speaks41ProtocolNew, IgnoresSigpipes, LongColumnFlag, ConnectWithDatabase, DontAllowDatab
aseTableColumn, InteractiveClient, LongPassword, SupportsTransactions, FoundRows, SupportsCompression, SwitchToSSLAfterHandsha
ke, IgnorespaceBeforeParenthesis, Speaks41Protocolold, ODBCClient, SupportsLoadDatalocal, SupportsAuthPlugins, SupportsMultipl
eStatments, SupportsMultipleResults

| status: Autocommit

| salt: KzE(6xyvg}cVg!kyer?"

|_ Auth Plugin Name: 84

8080/tcp open http nginx 1.14.1

|_http-favicon: Unknown favicon MD5: D41DBCD9BFOOB204E980099BECFB427E

|_http-server-header: nginx/1.14.1

|_http-title: 500 Error

8443/tcp open ssl/http nginx 1.14.1

|_http-favicon: Unknown favicon MD5: D41DBCD9BFOOB204E980099BECFB427E

| “http-method

|_ Supported Methods: GET

|_http-title: 460 The plain HTTP request was sent to HTTPS port

| 'ssl-cert: Subject: commonName=tevelcyber.com

| Subject Alternative Name: DNS:autodiscover.tevelcyber.com, DNS:cpanel.tevelcyber.com, DNS:mail.tevelcyber.com, DNS:tevelcybe
r.com, DNS:webdisk.tevelcyber.com, DNS:webmail.tevelcyber.com, DNS:www.tevelcyber.com

| Issuer: commonName=Let's Encrypt Authority X3/organizationName=Let's Encrypt/countryName=US

| Public Key type: rsa
|

|

|

|

|

|

|

|

|

|

Public Key bits: 2048
signature Algorithm: sha256WithRSAEncryption
Not valid before: 2018-11-28T11:29:10
Not valid after: 2019-02-26T11:29:10
MD5:  1al5 55aa b46b aae0 d2bf 7e87 97f7 bedo
SHA-1: acbc 9231 0041 eb6f 83d4 4ac8 476b 534a 2b17 ffbc
ssl-date: TLS randomness does not represent time
tls-alpn:
h2
http/1.1
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Device type: WAP|router|storage-misc

Running: Linux 2.4.X|2.6.X, MikroTik Router0S 5.X, Netgear RAIDiator 4.X

0S CPE: cpe:/o:linux:linux_kernel:2.4.36 cpe:/o:mikrotik:routeros:5.25 cpe:/o:linux:linux_kernel:2.6.35 cpe:/o:netgear:raidiat
or:4.1.4

05 details: DD-WRT v23 (Linux 2.4.36), MikroTik Router0S 5.25 (Linux 2.6.35), Netgear ReadyNAS Duo NAS device (RAIDiator 4.1.4
)

Uptime guess: 29.535 days (since Thu Dec 13 11:20:13 2018

Network Distance: 20 hops

Service Info: Host: gator4lel.hostgator.com; 0S: Linux; CPE: cpe:/o:redhat:enterprise linux:6

TRACEROUTE (using port 445/tcp)

HOP RTT ADDRESS

1 0.74ms 192.168.1.1

2 25.18 ms host-78-145-128-1.as13285.net (78.145.128.1

3 31.20 ms host-78-151-229-229.a513285.net (78.151.229.229

4 28.84 ms host-78-151-229-232.a513285.net (78.151.229.232

5 35.57 ms host-78-144-9-205.as13285.net (78.144.9.205

6 36.40 ms Opal-ge-2.2.0.mprl.lhr3.above.net (213.161.78.213

7 35.49 ms ae0.mpr2.lhr2.uk.zip.zayo.com (64.125.29.160

8 36.60 ms ae-4.r24.londen12.uk.bb.gin.ntt.net (129.250.4.125

9  111.30 ms ae-5.r24.nycmny0l.us.bb.gin.ntt.net (129.250.2.18

10 103.75 ms ae-1.r25.nycmny0l.us.bb.gin.ntt.net (129.250.3.207

11 115.02 ms ae-9.r22.asbnvad2.us.bb.gin.ntt.net (129.250.2.149

12 142.46 ms ael.mcsl.iahl.us.eth.zayo.com (64.125.28.97)

13 153.23 ms ae4.mprl.iah8l.us.zip.zayo.com (64.125.30.213

14 153.51 ms ae-1.a01.d1lstx04.us.bb.gin.ntt.net (129.250.2.164

15 165.86 ms ae-0.endurance.dllstx04.us.bb.gin.ntt.net (131.103.117.162
16 147.46 ms pol00.router2b.houl.net.unifiedlayer.com (162.241.0.5
17 162.67 ms pol00.router2b.houl.net.unifiedlayer.com (162.241.0.5
18 164.71 ms 108.167.150.101

19 155.26 ms 192.185.178.170

20 139.59 ms ns8202.hostgator.com (192.185.39.52

NSE: Script Post-scanning
Initiating NSE at 00:11
Completed NSE at 00:11, 0.00s elapsed
Initiating NSE at 00:11
Completed NSE at 00:11, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 79.10 seconds
Raw packets sent: 1203 (55.064KB) | Rcvd: 1041 (43.764KB
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[recon-ng] [default] > use recon/domains-vulnerabilities/xssposed
[recon-ng] [default] [xssposed] > set source tevelcyber.com

SOURCE => tevelcyber.com

[recon-ng] [default] [xssposed] > run

TEVELCYBER. COM

(] No vulnerabilites found.
[recon-ng] [default] [xssposed] > set source 192.185.52.39
SOURCE 192.185.52.39

[recon-ng] [default] [xssposed] > run

192.185.52. 3"

[*] No vulnerabilites found.
[recon-ng] [de: xssposed] > I





image29.jpg
root@kali:~# nikto -h tevelcyber.com
- Nikfo v2.1.6

+ 192.185.39.52
+ Target Hostname:  tevelcyber.com

+ Target Port: 80

+ Start Time 2019-01-11 22:41:55 (GMT®)

+ Server: nginx/1.14.1

+ Cookie PHP: ated withol

+ Uncommon header 'x-acc-exp' found, with contents: 0

+ Uncommon header 'x-proxy-cache' found, with contents: MISS tevelcyber.com

+ Root page / redirects to: https://tevelcyber.com/

+ Uncommon header 'link' found, with contents: <https://tevelcyber.com/wp-json/>; rel="https://api.w.org/"
+ Uncommon header 'x-robots-tag’ found, with contents: noindex, follow
.
.
.

Entry '/wp-admin/' in robots.txt returned a non-forbidden or redirect HTTP code (302)
“robots. txt" contains 2 entries which should be manually viewed
Web Server returns a valid response with junk HTTP methods, this may cause false positives
+ /cai-sys/formmail.cgi: The remote CGI reveals its version number, which may aid attackers in finding vulnerabilities in the
script.
+ Uncommon header 'x-proxy-custom' found, with contents: WP Block
+ /cgi-sys/formmail.pl: Many versions of FormMail have remote vulnerabilities, including file access, information disclosure a
nd email abuse. FormMail access should be restricted as much as possible or a more secure solution found
+ /webmail/blank.html: IlohaMail 0.8.10 contains an XsS vulnerability. Previous versions contain other non-descript vulnerabil
ities. e E—
+ /securecontrolpanel/: Web Server Control Panel
+ /webmail/: Web based mail package installed
+ /cgi-sys/Count.cgi: This may allow attackers to execute arbitrary commands on the server
+0SVDB-3233: /mailman/listinTo
+ 0SVDB-2117: /cpanel/: Web-based control panel
+ 0SVDB-3092: /cgi-sys/FormMail-clone.cgi: Default CGI, often with a hosting manager. No known problems, but host managers all
ow sys admin via web
+ 0SVDB-3092: /img-sys/: Default image directory should not allow directory listing
+ ERROR: Error limit (20) reached for host, giving up. Last error: error reading HTTP response
+ Scan terminated: 17 error(s) and 19 item(s) reported on remote host
+ End Time 2019-01-11 23:39:56 (GMTO) (3481 seconds)

g

1 host(s) tested
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Findings

e Light spider results: 13 dynamic URLS of total 31 URLs crawled

METHOD.

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

Risk ratings:

-]

s

Scan information:
Swmme 2019011400353
Frismtme 201901-14003853
Seanaurston: 2min, 21 se0

v Y e 2

URL

1wp-fsonfoembedt Olembed

remirpepnp.

1wp-fsonfoembedt Olembed

Iwp-includes/jshup-embed minds

1wp-fsonfoembedt Olembed

Jupincudes lmeciaslement madiselement and-playermin

Iupincludes/fiquery favery s

Jupincludes lmeciasiemen madiselement migrate min

Juincluces lmeciaslement mdiselamentiayeragacy.min <2

Jumincludeslmecissiementp-mediaslement s

Juincludelmecislement/up-mediaslement in.css

rwp-incudes/sfiquery fauery-migrateminis.

m No Cross-Site Scripting vulnerabilities found.

Soan stzus Finis

PARAMS
uriehezps A2 eveleyber.comh2Fprograms2F
rsd
formatexumlBurl=hrcps¥3AK2FRFteveleyber. comh2F
ver=99

urieheeps3AG2FH D evelcyber.com2F

peos5

ver=4.2,6:784961

ver=1.124

ver=29

ver=4.2.6:784961

ver=29

ver=99

ver=1.4.1




image31.PNG
| -lhttps://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc_login
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access

+] https://tevelcyber.con/readme.html
| Found By: Direct Access (Aggressive Detection)
| confidence: 100%

+] WordPress version 4.9.9 identified (Latest, released on 2018-12-13).

| Detected By: Rss Generator (Passive Detection)

| - https://tevelcyber.com/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

| - https://tevelcyber.com/comments/feed/, <generator>https://wordpress.org/?v=4.9.9</generator>

+] WordPress theme in use: enfold

Location: https://tevelcyber.con/wp-content/themes/enfold/

Style URL: https://tevelcyber.com/wp-content/themes/enfold/style.css

Style Name: Enfold

Style URT: www.kriesi.at/themes/enfold/

Description: <strong>A superflexible and responsive Business Theme by Kriesi</strong> - <br/> Update notification...
Author: Kriesi

Author URT: https://kriesi.at

Detected By: Urls In Homepage (Passive Detection)

Version: 4.3.2 (86% confidence)
Detected By: Style (Passive Detection)
- https://tevelcyber.com/wp-content/themes/enfold/style.css, Match:

4.3.2

+] Enumerating Vulnerable Themes
Checking Known Locations - Time: 00:07:45 <> (249 / 288) 86.4 Checking Known Locations - Time: 00:07:47 <> (250 / 288) 86.8 C
hecking Known Locations - Time: 00:07:49 <> (251 / 288) 87.1 Checking Known Locations - Time: 00:07:51 <> (252 / 288) 87.5 Che
cking Known Locations - Time: 00:07:53 <> (253 / 288) 87.8 Checking Known Locations - Time: 00:07:54 <> (254 / 288) 88.1 Check
ing Known Locations - Time: 00:07:56 <> (255 / 288) 88.5 Checking Known Locations - Time: 00:07:57 <> (256 / 288) 88.8 Checkin
g Known Locations - Time: o 9 <> (257 / 288) 89.2 Checking Known Locations - Time: 00:08:01 <> (258 / 288) 89.5 Checking
Known Locations - Time: 00:08:03 <> (259 / 288) 89.9 Checking Known Locations - Time: 00:08:04 <> (260 / 288) 90.2 Checking Kn
own Locations - Time: 00:08:05 <> (261 / 288) 90.6 Checking Known Locations - Time: 00:08:07 <> (262 / 288) 90.9 Checking Know
n Locations - Time: 00:08:09 <> (263 / 288) 91.3 Checking Known Locations - Time: 00:08:11 <> (264 / 288) 91.6 Checking Known
Locations - Time: 00:08:13 <> (265 / 288) 92.0 Checking Known Locations - Time: 00:08:14 <> (266 / 288) 92.3 Checking Known Lo
cations - Time: 00:08:16 <> (267 / 288) 92.7 Checking Known Locations - Time: 0 8 <> (268 / 288) 93.0 Checking Known Loca
tions - Time: 00:08:20 <> (269 / 288) 93.4 Checking Known Locations - Time: 00:08:21 <> (276 / 288) 93.7 Checking Known Locati
ons - Time: 00:08:23 <> (271 / 288) 94.0 Checking Known Locations - Time: 00:08:25 <> (272 / 288) 94.4 Checking Known Location
s - Time: 00:08:26 <> (273 / 288) 94.7 Checking Known Locations - Time: 00:08:28 <> (274 / 288) 95.1 Checking Known Locations
- Time: 00:08:30 <> (275 / 288) 95.4 Checking Known Locations - Time: 00:08:32 <> (276 / 288) 95.8 Checking Known Locations
Tine: 00:08:33 <> (277 / 288) 96.1 Checking Known Locations - Time: 00:08:36 <> (278 / 288) 96.5 Checking Known Locations - Ti
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+] Enumerating Vulnerable Themes
Checking Known Locations - Time: 00:07:45 <> (249 / 288) 86.4 Checking Known Locations - Time: 00:07:47 <> (250 / 288) 86.8 C
hecking Known Locations - Time: 00:07:49 <> (251 / 288) 87.1 Checking Known Locations - Time: of 1 <> (252 / 288) 87.5 Che
cking Known Locations - Time: 00:07:53 <> (253 / 288) 87.8 Checking Known Locations - Time: 00:07:54 <> (254 / 288) 88.1 Check
ing Known Locations - Time: 00:07:56 <> (255 / 288) 88.5 Checking Known Locations - Time: 00:07:57 <> (256 / 288) 88.8 Checkin
g Known Locations - Time: 00:07:59 <> (257 / 288) 89.2 Checking Known Locations - Time: 00:08:01 <> (258 / 288) 89.5 Checking
Known Locations - Time: 00:08:03 <> (259 / 288) 89.9 Checking Known Locations - Time: 00:08:04 <> (260 / 288) 90.2 Checking Kn
own Locations - Time: 00:08:05 <> (261 / 288) 90.6 Checking Known Locations - Time: 00:08:07 <> (262 / 288) 90.9 Checking Know
n Locations - Time: 00:08:09 <> (263 / 288) 91.3 Checking Known Locations - Time: 00:08:11 <> (264 / 288) 91.6 Checking Known
Locations - Time: 00:08:13 <> (265 / 288) 92.0 Checking Known Locations - Time: 00:08:14 <> (266 / 288) 92.3 Checking Known Lo
cations - Time: of 6 <> (267 / 288) 92.7 Checking Known Locations - Time: 00:08:18 <> (268 / 288) 93.0 Checking Known Loca
tions - Time: 00:08:20 <> (269 / 288) 93.4 Checking Known Locations - Time: 00:08:21 <> (270 / 288) 93.7 Checking Known Locati
ns - Time: 00:08:23 <> (271 / 288) 94.0 Checking Known Locations - Time: 00:08:25 <> (272 / 288) 94.4 Checking Known Location
: 00:08:26 <> (273 / 288) 94.7 Checking Known Locations - Time: 00:08:28 <> (274 / 288) 95.1 Checking Known Locations
00:08:30 <> (275 / 288) 95.4 Checking Known Locations - Time: 00:08:32 <> (276 / 288) 95.8 Checking Known Locations
8:33 <> (277 / 288) 96.1 Checking Known Locations - Time: of 6 <> (278 / 288) 96.5 Checking Known Locations - Ti
00:08:37 <> (279 / 288) 96.8 Checking Known Locations - Time: 00:08:38 <> (280 / 288) 97.2 Checking Known Locations - Time
00:08:40 <> (281 / 288) 97.5 Checking Known Locations - Time: 00:08:40 <> (282 / 288) 97.9 Checking Known Locations - Time
00:08:41 <> (283 / 288) 98.2 Checking Known Locations - Time: 00:08:44 <> (284 / 288) 98.6 Checking Known Locations - Time: 00
:08:46 <> (285 / 288) 98.9 Checking Known Locations - Time: 00:08:46 <> (286 / 288) 99.3 Checking Known Locations - Time: 00:0
8:47 <> (287 / 288) 99.6 Checking Known Locations - Time: o 8:47 <> (288 / 288) 100.00% Time: 00:08:47
[+] Checking Theme Versions

[i] No themes Found.

[+] Finished: Mon Jan 14 00:16:57 2019
(] Requests Done: 291

[+] Cached Requests: 40

[+] Data Sent: 71.235 KB

[+] Data Received: 7.308 MB

[+] Memory used: 59.359 MB

[+] Elapsed time: 00:08:48

=
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+] Enumerating Vulnerable Plugins
+] Checking Plugin Versions

1] Plugin(s) Identified:

+] wordpress-seo
Location: https://tevelcyber.com/wp-content/plugins/wordpress-seo/
Last Updated: 2019-01-08T09:18:00.000Z
[!] The version is out of date, the latest version is 9.4

Detected By: Comment (Passive Detection)
11 1 vulnerability identified

|

|

|

|

|

|

|

|

| 110 Title: Yoast SEO <= 9.1 - Authenticated Race Condition
| Fixed in: 9.2

| References:

| - https://wpvulndb.com/vulnerabilities/9150
| - https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-19370

| ://plugins.trac.wordpress.org/changeset/1977260/wordpress-seo

| //www .youtube . com/watch?v=nL141dcDGCY

| /packetstormsecurity.com/files/150497/

| ://github.com/Yoast/wordpress-seo/pull/11502/commits/3bfa70al43f5ea3ee1934f3al703bb5caf139ffa
|

|

|

|

|

Version: 7.8 (60% confidence)
Detected By: Comment (Passive Detection)
- https:

/tevelcyber.com/, Match: ‘optimized with the Yoast SEO plugin v7.8 -

[+] Finished: Mon Jan 14 00:21:04 2019
[+] Requests Done: 10

[+] Cached Requests: 31

[+] Data Sent: 2.578 KB

[+] Data Received: 207.525 KB

[+] Memory used: 66.551 MB

[ 00:00:33

+] Elapsed time




