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Introduction
Cambridge Analytica is a data driven company that was involved in a scandal accusing them of obtaining the data of Facebook users and then intentionally misusing such data to plan targeted advertisements to assist Donald Trump in the 2016 US elections. They were also accused of using other unethical means to intimidate political offenders. A whistleblower, has leaked data to the press resulting in a sustained scandal that tarnished the reputation of the company to the point where it has filed for bankruptcy and is now closed. 
The Cambridge Analytica scandal has questioned the leadership of the CEO, Alexander Nix and how he could have managed the scandal. The company should have had strict data privacy policies practised good business ethics, used honest marketing and advertising strategies. The company should’ve implemented a communication strategy and promotional strategy. CSR initiatives should’ve also been implemented. After the scandal there should’ve been transparency, as well as accountability and responsibility. They should’ve also deployed a crisis communication team.
The work completed by Cambridge Analytica is quite innovative but also unethical. The data protection law was misused by the organisation, the company has also manipulated voters. Data driven companies are known to make strategic decisions based on data collected. Some companies are unethical and sell these data so there is a mistrust among these companies. This has affected their social license to operate hence, there needs to be transparency, full disclosure on data management, data privacy and security policies.
Facebook has also received negative press and have faced multiple lawsuits. Facebook has been negligent in their actions and have taken little accountability. In the future, they may have to change their policies in order to regain their reputation.
Cambridge Analytica’s failure to be transparent and ethical have compromised the reputation and trust of the organisation, have led to public outcry and ruined their social license to operate, also highlighted that data companies such as Facebook needs stronger data and privacy regulations.
Methodology
To complete this report, many articles from trustworthy websites have been used to follow the scandal. In addition most sources came from peer reviewed journal articles that provided scholarly information. 












Task 1
Alexander Nix, was the CEO of Cambridge Analytics, a  UK data driven company that  was accused of misusing the data of Facebook users to influence the US general election and also the UK Brexit referendum both in 2016. The scandal had resulted in concerns over the unethical methods that were used to target Facebook users from the illegally obtained data. (Hu, 2020). The scandal has completely tarnished the organisation’s reputation the CEO, Alex Nix was suspended facing investigations. And later in 2018 had declared bankruptcy following many legal and political fallouts. 
Before the scandal
Alexander Nix has made some grave decisions that have affected the brand trust and reputation of the organisation. As a CEO it was his duty to ensure that the data obtained by the organisation was done legitimately. According to the gov.uk website, “data should be handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage”.  Hence, all obtained data should have been done in accordance with the data protection act to build brand trust and transparency.  Instead under his leadership the company had allegedly obtained data illegally from Facebook  which was used to plan unethical targeted advertising. Data should have been obtained legitimately in a transparent manner and there should’ve been fair and transparent targeted advertising. 
Data should be  used in an ethical manner and not manipulated to trick individuals. It was reported in a news article the company had used unethical means to manipulate opponents and the public including bribes, and honeypots.(Luce, 2020) “Ethics can play an important and vital role in facilitating trust, very often distrust is the consequence of unethical behaviour”. (Bews &Rossouw,2002). This was not taken into consideration and  the influence it could have on the brand and its image if revealed. According to Boeckmann (2010), the reputation of an organisation have a great impact on its bottom-line.  Good business ethics should have been at the forefront of the business, using honest marketing and advertising strategies  which would have resulted in a more reputable organisation. 
According to Moodley et.al,( 2023) “contemporary marketing requires more than the business  producing a good product, pricing it appealingly, and ensuring that  it is available to the targeted customer groups”. Hence, businesses need  an effective strategy to communicate with prospective and existing organisations as well as the public. The company should’ve adhered to a strict communication policy created using the communication mix as well as the best communication channels selected from the communication process. In a secret interview conducted by Channel 4 News where a reporter posed as a prospective client, Alex Nix was recorded boasting about doing illegal and unethical acts to help existing clients with their tasks. (Lee, 2018). Alex Nix could have handled this better by having a code of conduct that is followed when communicating with clients and the public, as well as effectively implementing a planned promotional strategy to positively communicate the brand image and services. Deceptive and misleading practices should be avoided. (Sharma and Sharma, 2014).
“Corporate social responsibility is  used to build a company's reputation and enlarge its competitive advantage”. (Popa & Salanta,2014). Nix should have ensured that there were active CSR initiatives, such as engaging with the community, educating the public on how data should be accessed and used ethically and safely. This would’ve built the company’s reputation. There would be more trust from the public which would build brand awareness and image. Also, maintaining a culture of responsibility and accountability would’ve improved their reputation. 

After the scandal
The company has gone through a sustained crisis which usually lasts for an exceptionally long time. These crises are fuelled by a lot of speculation and rumours and are highly publicised by the press. “Sustained crises can be brought to a swift conclusion by simply telling the truth - however much it hurts”. (Parsons, 1996). Hence, after the scandal Alex Nix should have been transparent and honest about what happened. Instead, he has issued many contradictory statements which have further destroyed their brand image, built distrust and led to speculations. (Thompson, 2018). Also, Alex Nix should have displayed accountability and responsibility for his actions, this would have assuaged the questions from both the public and the press. In addition, instead of just using word of mouth he should’ve employed external auditors to audit their procedures and policies and make a unbiased report. 
Alex Nix should have launched an investigation and deploy a crisis communication team to respond to queries from the public. They should have used social media pages, voluntary interviews on major networks as well as press releases to communicate with the public and to provide factual updates on the investigation. This would have reduced speculation and gossip about the organisation. During the scandal Alex Nix should have redeployed CSR initiatives to take the negative spotlight away from the organisation. “Customers are extra positive to corporations that enthusiastically publicize their corporate social responsibility programs as compared to those corporations that would not promote their CSR activities.” (Chen et.al,2021)
By being very ethical, honest and following government guidelines Alex Nix could’ve have managed the organisation better both before and after the scandal.

Task 2

Cambridge Analytica’s role in Trumps campaign
Cambridge Analytica was a crucial factor that assisted Donald Trump in winning the election. Cambridge Analytica had done this through unethical means which have led to a scandal and now led to disdain among the public. 
Cambridge Analytica have acquired the data of millions of people illegally from Facebook and then used the data to target voters, through data collected from their Facebook profiles as well as their friends and then used this data to plan targeted advertising that impacted the 2016 US election. (Hu, 2020). This was done using psychographic profiles which used the interests and hobbies of these voters to unknowingly persuade them to vote for Trump by using microtargeting on Facebook. According to Alexandar Nix in a secret stint run by Channel 4 News when speaking on Trump campaign he said, "we did all the research, all the data, all the analytics, all the targeting, we ran all the digital campaign, the television campaign, and our data informed all the strategy," (Lee, 2014).
Personal perspective on the work conducted by Cambridge Analytica
The duties conducted by Cambridge Analytical was very innovative however, it was unethical which poses as a red flag. They should have conducted the tasks in a more ethical manner then there would be no objections to their work. One of the major issues is that the data protection law was misused by the organisation. It was the responsibility of the company to ensure that the data they received from a third party complied with the company’s privacy standards as well as ensuring that the data was collected in an ethical manner. (Rehman, 2019). The company had failed to do this and had purposefully exploited millions of people and their data which is very unethical and uncouth. This makes them a very untrustworthy organisation and affects how others will see them. 
In addition to being unethical, the company has also manipulated voters by unknowingly persuading them to vote for Trump. This was done through microtargeting. According to (Kavanagh et al. 2019 quoted by van Gils et al., 2024), microtargeting has “ raised concerns about threats to democracy due to their potential to distort election outcomes”. van Gils et al., (2024) also stated that more people are spreading news on social media which hides the source of the news and is hard to track if the news is legitimate or not. This can seriously affect the democratic process as voters especially those who are vulnerable and naïve can easily be manipulated. Hence Cambridge Analytica have manipulated the vulnerabilities of voters and have taken away their democratic rights and freedom.
Also, Cambridge Analytica was not transparent in their processes and knowingly left voters out of the wrongdoings they were performing. In addition, they have boasted about these to a potential buyer sent by Channel 4 news thereby showing no remorse to the damage done. This works they have performed have led to the appointment of Donald Trump who ranked as the worst president of the USA in a survey conducted as reported in the Guardian in Feb 2024.
License to operate and data driven companies.
According to (Nielsen, 2013), “license to operate is a used to indicate the limit of behaviours established for a company to gain recognition and acceptance in its surroundings”. This license is not something that a company can officially apply for and hence, it is hard for them to gain this status as its based on the viewpoint of stakeholders. Data driven companies are known to make strategic decisions based on data collected. Hence, they collect personal data from individuals and then uses these data to make decisions, some companies also sell the data collected to other companies. Due to this there has been a growing concern that the privacy and data protection laws that currently exists does not offer enough protection against these data practices. (McCoy et al., 2023). Hence, for these companies to get a license to operate they will need to be transparent in how the data is collected, used, stored, and deleted so that trust can be built and maintained within their stakeholders.  There needs to be full disclosure on data management, and data, privacy and security policies should be strictly adhered to unless the company could lose its social license to operate. This is because negative press that does not break the law can affect the perception of the public in a negative way. These companies also need to be ethical in their operations and data ethics management should be placed at the forefront. This will build their reputation and maintain trust, build competitive advantage as well as help to make better decisions. 
The work conducted by Cambridge Analytica was innovative however, there were ethical concerns. To maintain a social license as well as adhere to data protection laws this work should have not been done. Data was collected and misused which has broken down public trust and affected the company’s reputation. 








Task 3
What challenges Facebook brand is facing today?
Facebook is one of the most used social networking sites in the world. However, in recent years Facebook has found itself in the backlash of many ethical and legal challenges which has tarnished its reputation and social license to operate. Over the years Facebook have been faced with dozens of lawsuits and paying out billions of USD in settlement payments. 
Today Facebook still faces a lot of backlashes. According to Lauer, (2021), “Facebook profits from the proliferation of extremism, bullying, hate speech, disinformation, conspiracy theory, and rhetorical violence”. It is alleged that Facebook makes little effort to check and filter these types of profiles and allows misinformation, hate and violence to be spread globally to their users. Lauer also noted that Facebook does not practice transparency. There is no comprehensive data available that explains their algorithms or how artificial intelligence is deployed. Due to this there is always an air of distrust regarding their operations from the public and there are lots of rumours and theories. 
According to The Guardian in 2020, Facebook has also been accused of monopolising the market through acquisition of other social sites such as WhatsApp and Instagram. They have faced antitrust lawsuits due to this from the United States FTC. It was revealed in court that Mark Zuckerberg the CEO of Facebook and other executives were concerned about the growth of these sites and hence, unethically pursued them. There is a growing concern that these acquisitions will result in less innovation, fewer choices and as such could negatively impact democracy. 
In another article in the Guardian, 2021, Facebook has been accused of inciting lawlessness globally. In 2021 Facebook faced with lawsuits, accusing them of being negligent as their algorithms have amplified hate speech targeted at Rohingya Muslims in Myanmar which has led to a genocide. They also failed to remove these posts. Even though Facebook had accepted that they were negligent they have offered no reparations or compensation which has sparked outrage among the public.
Facebook has also faced many data breaches including the exposure of the personal information of 533 million Facebook users online including email and mobile numbers as reported by Forbes in 2021. (O'Flaherty, 2022). The public as well as the press believes that that Facebook lacks security and privacy. 
Facebook has also been accused of privacy violations. For instance in the Cambridge Analytica scandal Facebook “was accused of sharing users’ personal information with third-party apps that were downloaded by the user’s Facebook friends.” This was done without requesting consent from users and hence, users were not given a choice to opt out of sharing these data (Federal Trade Commission, 2019).
Implications for the future of Facebook
These ethical and legal challenges have had an impact on Facebook its brand image and reputation. In a Washington Post-Schar School poll conducted in 2021, by the Washington Post, 72% of respondents  did not trust Facebook to securely handle their personal information as well as data arising from their Facebook usage. Facebook was ranked as the least trustworthy social media company. (Kelly, 2021). This is due to the number of unethical issues that Facebook was accused of as well as their negligence in addressing such matters. This could result in users using other apps such as Tik Tok which is not owned by Facebook.
For the future Facebook will be faced with increased legal regulations and bureaucracy. For instance, the FTC has issued Facebook with a 20-year settlement order that has specific requirements in how they should operate. (Federal Trade Commission, 2019). This order has specific guidelines for accountability at the director as well as individual level. There are also individual assessors that will audit Facebooks privacy policies and identify gaps. There are regulations related to third party apps, they are banned from using telephone numbers for two step authentications due to privacy issues, they are required to implement a data security program, as well as they need to encrypt passwords to prevent data breach.
To regain user’s trust Facebook may need to change its business model to reflect more transparency in their policies. For instance, they may need to provide some insight to their algorithms regarding content moderation. as well as privacy and security policies. Given the case of Cambridge Analytica Facebook they may need to revamp targeted advertising sector and ensuring that these advertisements are not spreading disinformation and lies.  
For the future, with an increase in AI usage, Facebook may need to use this to help with content moderation so that they can remove hate speech and disinformation from the site. This will build customers trust when they know that the information provided on Facebook is true and of integrity. 
Given all the issues Facebook has been facing, as well as the lack of trust coming from the public as well as government entities Facebook will need to implement CSR initiatives to rebuild their brand image. They can do this by interacting with all major stakeholders, being ethical in their business operations and by being transparent. According to “CSR bolsters corporate status and contribute lasting value to shareholders as well as to society at large. (Prasad, 2015)
The issued faced by Facebook have negatively impacted its reputation and trust. Hence, they need to ensure that CSR initiatives are implemented to help them build trust and rebuild brand image.

Conclusion
The Cambridge Analytica scandal has shown how unethical practices and lack of transparency can lead to complete lack of trust and destroys brand reputation and image. In the Cambridge Analytica scandal the misuse of users’ data has compromised the process of democracy and also resulted in the eventual closure of the business. Cambridge Analytica has many innovative strategies however, there unethical actions has led to public scorn. This brings to the spotlight the importance of corporate social responsibility of organisations. Companies have a duty of care to ensure that they are being transparent, ethical, and socially responsible for their actions. This case shows how a company could lose its social license to operate because of negative press and unethical actions. CSR is important to maintain brand image and company reputation. 
For data driven companies, they have a duty of care to collect, process and store customers data in an ethical manner. They need to implement strict data privacy policies, promote transparency, enhance, or implement CSR initiatives as well as if faced with a scandal be accountable for their actions.
For Facebook that is a powerhouse in social media sector, these needs to be strict regulations to regulate how it operates and use user’s data. Facebook has a business model that is based on profitability. However, this model has resulted in many lawsuits and a negative image. For Facebook to improve its brand image it will need to have CSR initiatives, change the business model as well as become more transparent in their operations and processes. 
The study shows that Cambridge Analytica’s failure to be transparent and ethical have compromised the reputation and trust of the organisation, have led to public outcry and ruined their social license to operate, also highlighted that data companies such as Facebook needs stronger data and privacy regulations.
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