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This coursework assumes that the IT Security Manager at Health Plus Analytics (HPA) is tasked with developing and delivering a comprehensive, multi-purpose data protection and governance framework to enhance the company's security posture, improve compliance with UK legislation, and foster a culture of security awareness across the entire company.
In today's UK healthcare and health sector, the increasing use of cloud computing, remote working models, and bring-your-own-device policies have significantly expanded the threat landscape for healthcare organizations. For HPA, which processes sensitive patient data across the UK, robust cybersecurity is not only an operational requirement but also a critical foundation for patient trust, legal compliance, and business continuity.
This report presents a comprehensive data protection and governance framework designed to strengthen the organization's defenses. Based on the core principles of the CIA triad (confidentiality, integrity, and availability), this framework aligns HPA operations with rigorous international and national standards, including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and NHS Digital Security Standards.
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  Cybersecurity is an enterprise issue with consequences for the organization’s mission, business, and programs - not just the IT department. Cyber-attacks can expose sensitive patient information and lead to substantial financial costs in an effort to regain control of hospital systems and patient data . The Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP) publication was developed to raise awareness, provide vetted cybersecurity practices, and move organizations toward consistency in mitigating the most pertinent cybersecurity threats [1]. The threats shown on Figure 1 explored in the HICP document are as follows: Email Phishing, Ransomware, Loss or Theft of Equipment or Data, Insider, Accidental, or Intentional Data Loss, Attacks Against Connected Medical Devices.
   To create a highly effective security system for Health Plus Analytics (HPA), it is necessary to structurally divide threats into internal and external. This distinction is crucial, as external threats target perimeter security, while internal threats exploit vulnerabilities in trusted access, rendering perimeter defence ineffective and irrelevant.
[image: ]
                       Figure 1. Types of Threats [2].
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Task 1.1.  Internal Threats 

     Internal threats originate from individuals who have authorized access to HPA’s corporate networks, assets, and patient databases—such as employees, contractors, and clinicians. According to recent healthcare compliance assessments, internal vectors account for a significant portion of sector data breaches, often taking longer to detect due to the assumption of user trust. Current common cyber security threats in healthcare include ransomware, malware, and internal data breaches by malicious intent or human error [3]. 
     Accidental misconfiguration and data leakage. The shift toward remote and hybrid work models has dramatically increased the risk of human error. Employees managing cloud environments (such as AWS, Azure, or Google Cloud) may accidentally misconfigure cloud storage buckets, leaving vast amounts of Unsecured Protected Health Information (PHI) accessible to the public internet. Furthermore, staff frequently cause data leaks inadvertently by sending sensitive analytics reports or patient metrics to incorrect external email recipients. 
     Malicious insiders are current or former employees who intentionally abuse their access privileges for personal, financial, or political gain. In a data-driven healthcare environment like HPA, intellectual property (analytics algorithms) and patient records possess immense street value on the dark web for identity theft or medical fraud. A malicious database administrator or disgruntled data scientist could covertly exfiltrate massive datasets before their access is revoked.  
     Credential Negligence & BYOD Vulnerabilities. With employees utilizing personal mobile devices, laptops, and tablets to access HPA’s production cloud environments under Bring Your Own Device (BYOD) provisions, credential hygiene is a critical internal vulnerability. Staff writing down passwords, utilizing weak credentials, or leaving corporate sessions logged in on personal devices creates an open invitation for local compromise or cross-contamination from unauthorized household members.
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     External threats or perimeter and cloud targeting are organised by outside actors with no authorized access to HPA’s networks. In the healthcare technology domain, these actors range from financially motivated cybercriminals to sophisticated state-sponsored groups aiming to disrupt critical infrastructure.
 Ransomware and Advanced Persistent Threats (APTs) stand as the single most disruptive threat vector to healthcare technology operations. External cybercriminals deploy malicious payloads designed to fully encrypt analytics servers, virtual machines, and primary database clusters, rendering patient data entirely unavailable. As evidenced by massive international healthcare disruptions, these actors often employ "double extortion" tactics—not only locking the systems but also threatening to leak sensitive medical records unless a steep ransom is paid.
Sophisticated Social Engineering and Phishing [2] .
Phishing continues to be the primary initial access vector for external adversaries targeting enterprise networks. Attackers craft highly targeted, context-aware Spear-Phishing emails or exploit SMS channels (Smishing) designed to trick HPA executives or data engineers into surrendering their corporate cloud credentials or downloading a malicious attachment. Modern tactics also involve advanced Session Hijacking to completely bypass standard Multi-Factor Authentication (MFA).
Supply Chain and Third-Party Vendor Vulnerabilities
HPA relies on a complex digital ecosystem, including third-party software applications, open-source code libraries, and APIs connecting directly to NHS hospitals and clinics. External attackers frequently target these weaker nodes in the digital supply chain. If an integrated third-party administrative tool or open-source software component contains an unpatched Zero-Day vulnerability, attackers can compromise the vendor and pivot directly into HPA’s core cloud repositories.

[image: ] 
 Figure 2. A list of the most significant cyberattacks for 2021 [4].
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     Effective cybersecurity policy management at all levels involves developing, implementing, monitoring, and enforcing policies and best practices for protecting data and customers. Cybersecurity policy management occurs at the organizational, global, and ecosystem levels. The requirements for Cybersecurity are in part heavily influenced by current standards and guidelines with the most prominent being the GDPR, NIS2, ISO27001, NIST SP 800-53, NHS Data Security and Protection Toolkit (DSPT) [5].
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Figure 3. Types and Key Components of Cybersecurity Policy [6].

    The Enterprise Access Control Policy eliminates the assumption of trust based on network location to protect cloud-stored patient data. It enforces the principle of least privilege, restricting system access to the bare minimum required for an employee’s specific role. It also mandates phishing-resistant Multi-Factor Authentication for all system logins and implements context-aware access controls that dynamically evaluate user identity, device health, and geographic location before granting entry.
    A bring-your-own-device (BYOD) and asset management policy ensures the security of personal laptops, tablets, and smartphones used by employees working remotely or in a hybrid mode to minimize data breaches. It requires enrollment in the corporate mobile device management (MDM) system to ensure device-level encryption, complex PINs, and automatic update checks. IT security maintains the ability to remotely delete corporate data in the event of device loss or theft. A cloud security and data protection policy ensures strict compliance with the UK GDPR and NHS Digital standards to prevent misconfiguration of cloud resources. Automatic backups of analytics servers and databases must be securely stored in an isolated environment to mitigate ransomware.
    An acceptable use and security incident reporting policy guides employee behavior to foster a transparent security culture. It prohibits the use of shadow IT systems, including unauthorized cloud services or unapproved generative AI tools, to process HPA data.
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   The specific technical mitigation measures below are tailored to our hybrid-working model, processing requirements for special category patient data under the UK GDPR, and compliance with the NHS Digital Security Standards.
When a company handles sensitive medical information, ensuring data security requires complete protection for the entire business. At HealthPlus Analytics (HPA), our employees currently work from home, using their personal phones and laptops and connecting directly to cloud servers. If a hacker steals an employee's password or infects a personal laptop with ransomware, they can easily bypass this external wall and gain access to everything.
To address these dangerous vulnerabilities and protect our patients' data, HPA is moving to a security strategy called "Zero Trust", or  "Never trust, always verify."

[image: ]
Figure 4. Proposed strategies to mitigate cyber-attacks [4].
  Every access request must be continuously verified, monitored, and proven secure before data is transferred. By separating our systems into smaller, strictly controlled zones and strengthening our security, we can block hackers from penetrating our network, stop the spread of ransomware, and ensure full compliance with strict UK data protection laws.
    The first measure is aimed at ensuring the security of our identities by implementing phishing-resistant multi-factor authentication (MFA). We are implementing hardware security standards across all our platforms, including AWS, Azure, and Microsoft 365. Employees will use physical security keys or managed authenticator apps on their phones that require digit matching.
     The second measure provides continuous, real-time protection using endpoint detection and response (EDR). This software acts as a digital guard. If a remote analyst accidentally opens a malicious attachment and ransomware attempts to quickly encrypt files, the EDR agent will instantly detect this dangerous behavior. This will destroy the malware and disconnect the device from the cloud.
     The third measure ensures absolute data protection using enterprise-grade encryption. HPA will encrypt all patient data at rest using the latest AES-256 encryption standards.
      The fourth and final measure ensures business survival through immutable WORM (Write Once, Read Many) backups. If our live servers are hacked, we can securely delete all data and restore all business activity from these immutable backups within hours.
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   To protect sensitive medical data and comply with NHS standards, HealthPlus Analytics (HPA) implemented continuous monitoring based on a SIEM system and an automated response plan compliant with NIST SP 800-61 r2. 
   In the event of a cyberattack, our system responds immediately, isolating the threat before it can damage the infrastructure. The entire process, from threat detection to complete mitigation, is divided into six clear stages:

	Phase
	Objective
	Technical Implementation
	Responsibility

	1. Monitoring
	Detect live threats and anomalies 24/7.
	SIEM aggregates and analyzes logs from all cloud and endpoint assets.
	SOC Analysts

	2. Containment
	Instantly isolate the threat to stop its spread.
	SOAR scripts disconnect infected hosts via EDR and revoke user tokens.
	Automation / Security Ops

	3. 
Analysis
	Determine root cause and attack blast radius.
	Responders analyze SIEM logs and malware signatures in a sandbox.
	Incident Response Team

	4. Eradication
	Remove the threat completely from the network.
	Malware is deleted, vulnerabilities are patched, and firewall rules updated.
	IT & Security Admins

	5. 
Recovery
	Restore clean business operations.
	Infected servers are wiped, rebuilt fresh, and data restored from WORM backups.
	IT Department

	6. 
Reporting
	Comply with UK data privacy laws.
	DPO assesses data impact and logs notices to ICO & NHS within 72 hours.
	Data Protection Officer



Table 1. Incident Monitoring & Response Plan.
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    In an era where cyber threats are increasingly sophisticated and persistent, organizations must go beyond basic awareness initiatives to implement proactive and adaptive cybersecurity training programs. As documented by the National Institute of Standards and Technology (NIST), the human component of cybersecurity—often referred to as the "human firewall"—must be continuously engaged, challenged, and measured [7].

[image: ]
Figure 5. Five Key Advantages of Cybersecurity Awareness Training for Healthcare Teams [8].

   To ensure patient data security in compliance with the UK GDPR, HealthPlus Analytics trains staff through an ongoing, mandatory, three-stage training cycle tailored to specific job responsibilities. 
   First, the program divides employees into targeted training groups. All employees learn to recognize phishing emails, securely use personal laptops for remote work, and adhere to strict rules prohibiting the downloading of patient medical records to personal hard drives. Data analytics teams receive in-depth technical guidance on securing cloud storage settings and reporting breaches to the UK government within the statutory 72 hours. 
   Second, training follows a strict schedule, beginning with a Day One Policy, which requires new employees not to log into the network until they have completed an initial security briefing. This is followed by monthly unscheduled phishing simulations, during which any employee who clicks a fake link immediately receives a 15-minute briefing. This culminates in a mandatory annual security exam, requiring a 90% correct score to remain eligible for remote work. 
  Thirdly, the success of the training is measured against clear corporate objectives. We require 100% device security compliance, requiring any remote workstation that has not received security updates for more than 14 days to be automatically locked out of the network until the issue is resolved.
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    By systematically identifying modern internal and external threats, developing rigorous security policies, proposing effective technical mitigation measures, and outlining an incident response protocol, this document provides the strategic roadmap necessary for HPA to transition from a reactive approach to security to a proactive, sustainable culture of security awareness.
   In conclusion, strengthening HealthPlus Analytics against sophisticated cyberthreats requires a sustained shift from legacy perimeter defense methods to a comprehensive zero-trust technical architecture. Structural segregation of network clusters through microsegmentation, implementation of phishing-resistant FIDO2 multi-factor authentication, and protection of hybrid endpoints with behavior-based EDR agents enable the company to effectively mitigate critical threat vectors, such as ransomware and unauthorized cloud access, before they can disrupt operations. Furthermore, combining these technical protections with immutable WORM backup storage, an automated incident response system compliant with NIST standards, and a continuous role-specific security awareness program ensures maximum business resilience. Implementing this robust security and governance system is not just a technical upgrade, but a vital operational task, ensuring full compliance with the UK GDPR and NHS Digital standards, preserving HPA's commercial reputation, and ensuring the security of the sensitive medical data entrusted to us by our healthcare clients. 
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     This appendix contains the Power Point slides deck prepared for the upcoming meeting. The presentation is specifically engineered to deliver a concise, high-impact 10-minute briefing on my comprehensive cyber-risk assessment findings and strategic recommendations for company HealthPlus Analytics.
     A link to view/download the PowerPoint file from the storage OneDrive is here:
HPA Data Security and Governance.pptx
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Figure 5.  Title slide number one.
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Figure 5.  Slide 2 about strategy of cybersecurity.



[image: ]
Figure 6. Exrternal and Internal threats.
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Figure 6. Slide fourth.
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Figure 7. Slide fifth.
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Figure 8. Strategic Security Policies.
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Figure 9. Slide seven, Zeo-Trust mitigation.
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Figure 10. HPA Defense.
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Figure 11. Monitoring and Responding Plan.
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Figure 12. Training and Awareness Strategy.
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Figure 13. The Benefits of Training and Awareness.
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Figure 14. Conclusion slide.
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Figure 15. Final slide of the presentation and questions on the presented cybersecurity strategy.
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