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[bookmark: _4e7vztwphckk][bookmark: _Toc216891021]1. INTRODUCTION
The engineering of clouds has radically changed the current software development and deployment process, offering extremely scalable, adaptable and economical computing environments. The use of cloud-native technologies to facilitate applications that need to perform with a variety of workloads and the same level of reliability is becoming common in organisations. This shift is based on two underlying technologies: virtualisation and containerisation. Virtualisation isolates physical hardware as logical units of computation, which allow multi-tenant infrastructures and scale-independent management of resources [1]. Developing on this progression, containerisation provides an even lighter and more efficient formulation by moving the applications at the operating-system level instead of full virtual machines. The popularity of Docker containers has been the ability to make applications portable, fast and capable of standardisation across the environments. It is designed as an architecture that utilizes Linux namespaces, control groups and layered filesystems in order to assure that applications can be predictable of their behavior irrespective of the underlying hardware or hosting platform. With the increase in cloud adoption, containerisation remains increasingly relevant and can be used to facilitate elastic scaling, automated orchestration and microservices architectures which rely on rapid deployment and modular design [3], [7].
In this assignment, the author reports a demonstrative example of what Docker can do by building a basic web server built on Nginx. The implementation involves the creation of a custom Docker image, deployment of containerised HTTP server, and testing some of the fundamental Docker capabilities, including persistent volumes and container-to-container networking. Such exercises offer practical information on how containerisation enhances reproducible pipelines of deployment and effective resource consumption of cloud platforms. In addition to the practical demonstration, the assignment examines three fundamental cloud computing concepts: load balancing, scalability and application gateways, and their contribution to providing performance, security and resilience to distributed systems. The last section discusses some of the possible major catalysts in the fast growth of cloud computing in the world such as cost efficiency, elasticity and business innovation and hence give a detailed insight on the technical and strategic importance of cloud technologies.
[bookmark: _otfsb58zvuyu][bookmark: _Toc216891022]2. DOCKER TECHNOLOGY & PRACTICAL IMPLEMENTATION
[bookmark: _tzlqpajm0aq7]The practical implementation of Docker containerisation, including image creation, container networking, volume testing, and deployment of a containerised web server, is demonstrated in the following video:
YouTube Link: https://youtu.be/IMqxrd_2jPw
[bookmark: _Toc216891023]2.1 Virtualisation Principles
Virtualisation is one of the classic technologies which makes today's cloud computing possible as it abstracts hardware resources into logical, software-defined environments. With the help of hypervisors, including VMware ESXi, KVM or Hyper-V, two or more virtual machines (VMs) can be run simultaneously on the same physical host, with each having its own instance of operating system and isolated user processes. This architectural isolation improves the utilisation efficiency and lowers operation costs as a single physical hardware can be utilised to achieve many independent loads. Studies have reiterated the benefits of virtualisation in supporting the idea of multi-tenancy, autonomous scaling of resources and user-friendly deployment patterns in cloud computing to the management of large-scale distributed systems [1], [12]. In addition, the snapshot functionality, the ability to migrate and replicate the VMs, forms the basis of resilience and elasticity aspects of Infrastructure-as-a-Service (IaaS) platforms. Virtualisation, therefore, is the predecessor of more advanced technologies like containerisation, which offers the theoretical and technical basis on which the modern cloud-native ecosystem is implemented.
[bookmark: _7fkco9sdg4iu][bookmark: _Toc216891024]2.2 Containerisation Principles
Containerisation builds on the principle of virtualisation to offer a lighter and operationally-efficient method. Instead of imitating hardware and running complete operating systems as guests, containers share the host OS kernel and use Linux namespaces, cgroups and union filesystems to provide isolation. This saves overhead significantly and also enhances performance since containers use significantly smaller resources and take milliseconds to start, as opposed to minutes. According to academic sources, Docker is a disruptive technology in cloud engineering, which allows rapid deployment of applications, manages dependencies and consistency of environments in both development and production process with ease [8], [12]. Containers also improve portability as a packed application will act in the same way irrespective of the host environment. Such characteristics render containerisation especially well-suited to the idea of microservices architectures, whereby each service can be deployed as an independently deployable unit, enhancing the modularity and scalability [5], [17]. Furthermore, the efficient operational footprint of containers is in line with the industry requirement to be efficient, automated and cloud-native continuous delivery.
[bookmark: _93u0w59jwqbb][bookmark: _Toc216891025]2.3 Simple Web Server Project Setup
To demonstrate practical understanding of containerisation, a minimal Docker project was created consisting of a Dockerfile and a custom index.html file. The Dockerfile was written to extend the lightweight nginx:alpine image and replace the default web content with a custom HTML page:
FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html
[image: ]
Figure 1: Web server Project Setup
The strategy follows the recommendations in the literature on containerised web services, stressing on the utilisation of lean base images, deterministic builds and explicit directory organisation to elevate security and reproducibility [8], [11]. The application of Nginx makes the delivery of HTTP efficient and the Alpine Linux makes the size of images and attack surface smaller.
[bookmark: _47687nixwk1y][bookmark: _Toc216891026]2.4 Building the Docker Image
The Docker image was built using the following command:
docker build -t mywebserver:v1 .
[image: ]
Figure 2: Building the Docker Image
As can be seen in the screenshot, Docker was able to download the nginx:alpine base image, run the Dockerfile and create the resulting layered image. The layered build system of Docker has been fully addressed in the scholarly literature as an important optimisation strategy since it minimises unnecessary computation and can accelerate the iterative development cycle by caching layers that differ in no important way [12]. This is required of continuous integration pipelines where rebuilding often needs to be done.
[bookmark: _hfw2e7p336iy][bookmark: _Toc216891027]2.5 Running the Web Server
After creating the image, the containerised web server was launched using:
docker run -d -p 8080:80 --name server mywebserver:v1. By mapping port 8080 on the host machine to port 80 inside the container, web server became accessible locally through web browser. Navigating to the http://localhost:8080 URL displayed the custom HTML message served by Nginx.
[image: ]
Figure 3: Web server
This deployment is successful, which proves that the web service was properly packaged and deployed by Docker. It shows the ideas of cloud-native design where the applications in the form of containers have consistent HTTP endpoints that may be scaled, monitored and load balanced [5], [17]. Since the web server has the same behavior regardless of the environment, the identical container image can be deployed on-premise or to the cloud platforms on AWS, Azure or GCP without adjustments.
[bookmark: _t0d15u4nxdi1][bookmark: _Toc216891028]2.6 Docker Volume Test
Persistent data storage is essential for stateful applications. To validate Docker volume functionality, the following commands were executed:

docker run -it --name voltest -v mydata:/data alpine sh
echo "Hello volume" > /data/file.txt
docker run --rm -v mydata:/data alpine cat /data/file.txt

[image: ]
Figure 4: Volume Test
[bookmark: _h7m0nuxqq0kh][bookmark: _Toc216891029]2.7 Docker Network Test
Network communication is a crucial capability for microservices and distributed cloud applications. To test this, a user-defined Docker network was created:

docker network create mynetwork
docker run -d --name server --network mynetwork nginx
docker run -it --name client --network mynetwork alpine sh
ping server2
Here, the server container was named server2, which is why the client container was able to reach it using Docker’s built-in DNS on the user-defined network (mynetwork).

[image: ]
Figure 5: Ping Test
The screenshot indicates that the process of container-to-container communication is successful, which proves isolation of the network and DNS resolution of Docker internally. According to academic literature, service discovery, traffic management, and distributed coordination in the contemporary cloud and edge computing architectures are impossible without such network virtualisation [4], [17], [18]. This test demonstrates the basic networking behaviours needed to deploy microservices on a large scale because it verifies DNS-based hostname resolution (server) and verifies that packets are received and multiple copies are active.
[bookmark: _9qfpqtggutwr][bookmark: _Toc216891030]3. CLOUD COMPUTING CONCEPTS
Cloud computing is largely dependent on architectural mechanisms that are able to provide distributed, resilient and scalable services that can support the current digital platforms. Some of the mechanisms in this category include load balancing, scalability, and application gateways, which are the fundamental technologies that will make applications available, performant, and secure in a dynamic cloud. All these concepts collaborate to enable cloud-native applications, microservices implementations and large-scale enterprise-tier infrastructures. The following section explores each of these concepts separately and then the way they are used together to enhance the use of cloud systems reliability and elasticity.
[bookmark: _kou8dqjelm24][bookmark: _Toc216891031]3.1 Load Balancing
Load balancing is a method of allocating incoming traffic in the network to several backend servers or containers whereby a single node does not get saturated. It continues to increase in importance in cloud computing, with applications becoming distributed microservices based where the services are horizontally scaled, and run on many nodes. Scholars point out that load balancing is a vital factor that helps avoid system overloading and optimize throughput and autonomous workload control in microservice-based architectures [5], [17]. Without load balancing, a small traffic spike would result in service degradation or service outages.
Cloud operators have advanced load balancing technologies, which are configured on Layer 4 (transport) and Layer 7 (application) levels. As an example, AWS Elastic load balancer (ELB) and Azure load balancer do dynamic routing algorithms based on round-robins, least connection, or a weighted distribution. These algorithms measure the availability and performance of the backends to provide a stable delivery of services. Health checks are also available in modern load balancers, where the unresponsive nodes are automatically removed in order to ensure resilience. Others have more sophisticated routing features like AWS Application Load Balancer, which would be appropriate with microservices and container orchestration software like Kubernetes. Load balancing thus turns out as a prerequisite towards service continuity and performance in cloud-native networks. It does not only distribute traffic, but also offers fault tolerance, so in case individual components fail, the workloads will not be affected.
[bookmark: _rnxzsiypre2m][bookmark: _Toc216891032]3.2 Scalability
Scalability is a concept that defines how the cloud system is scaled in line with the demand of the workload. This flexibility is crucial to the ability to address traffic variations as well as the cost-efficient use of computing resources. Scientific publications consistently place scalability as one of the foundations of cloud elasticity since it directly affects operation efficiency and user experience [1], [7], [16].
There are two primary forms of scalability:

Vertical Scalability: Increasing the resources (CPU, RAM, storage) of an existing node. This is often limited by physical or architectural constraints and tends to be more expensive.

Horizontal Scalability: Adding more instances of an application or service. This is the preferred approach in cloud-native environments because it aligns with microservices architectures where components are stateless and highly modular.
Horizontal scaling is especially good with containerised workloads. Replication, distribution and scaling of containers are automated by orchestrators like Kubernetes or cloud-native services like AWS Elastic Container Service (ECS) and Azure Kubernetes Service (AKS) in response to demand variations based on monitored metrics such as CPU utilisation, memory thresholds or HTTP request rate. Scalability also provides workload elasticity that helps cloud systems to scale out when the demand is at the peak, and scale in at the off-peak. This is quite economically advantageous in the sense that organisations do not pay more than those resources that they actively utilise. Studies have also indicated that elasticity and scalability enhance the reliability of a system greatly due to the ability to make sure that demand spikes cannot cause reduced performance or outage [7], [16].
[bookmark: _lfjyba7aejwz][bookmark: _Toc216891033]3.3 Application Gateways
Application gateways offer another point of traffic control, which is to examine and redirect requests in the application layer (Layer 7 of the OSI model). Application gateways also offer contextual routing or, in other words, routing decisions based on URLs, HTTP headers, cookies, authentication tokens or request content unlike load balancers which are concerned mostly with allocating traffic. Such a feature is very important in a microservices architecture, as API endpoints need to be forwarded to the right backend services. Studies have demonstrated the importance of application gateways in secure and content-based routing with low-latency in distributed architectures, especially in edge computing and Industry 4.0 settings [4], [18]. As an example, Azure Application Gateway and AWS Application Load Balancer are supported:
· URL-based routing
· Host-based routing
· SSL/TLS termination
· Web Application Firewall (WAF) integration
· Session persistence
· End-to-end encryption
All these features improve the security and operational flexibility of the cloud applications. Policies including authentication and threat protection are also centralised by application gateways and make the distributed services less complex.
[bookmark: _ftqrv8ef9au6][bookmark: _Toc216891034]3.4 Why Load Balancing and Scaling Complement Each Other
Scalability and load balancing go hand in hand and complement each other. Load balancing spreads the traffic to different nodes whereas scaling ensures that there are sufficient nodes to manage the fluctuating level of workload. When a cloud system is scaled, but not load balanced, then the load cannot be effectively used as traffic can still be sent to overloaded nodes. On the other hand, non-scaling load balancing restricts the capacity of the system to scale when usage is at maximum.
Together, the two mechanisms:
· Maintain operational reliability: by preventing bottlenecks and service failures
· Prevent overload: ensuring that no single backend node becomes a point of failure
· Enable elasticity: automatically adjusting capacity to match demand
· Improve user experience: through consistent performance and reduced latency
Experiments prove that synchronized policies between load balancers and elasticity engines enhance stability significantly, particularly in dynamic ecosystems consisting of microservices in the form of microservices [5], [7], [16]. Thus, these mechanisms are normally used in conjunction in all significant cloud architectures.
[bookmark: _65wih8eicsvz][bookmark: _Toc216891035]3.5 Benefits of Combining Load Balancing, Scaling and Application Gateways
Load balancing, scalability and application gateways are good with load balancing in the sense that they make up a solid application architecture that is responsive, resilient and manages traffic across distributed systems in a secure manner. They have joint advantages such as:

Autonomous Traffic Optimisation
Application gateways intelligently route requests depending on application-layer signals, and load balancers allocate traffic equally among backend nodes. They jointly optimise the utilisation of resources and performance.

Reduced Latency and Higher Throughput
Scaling makes more resources available and the load balancers make sure that they are utilised effectively. This means that there are faster response times even when under heavy load.

Greater Security and Policy Control
Application gateways impose centrally controlled policies, terminate SSL and even incorporate WAF protection and this provides security over traffic prior to reaching the backend services.

Resilience During Traffic Spikes
Scaling causes new instances to be created when the demand is high and load balancers instantly add them to the distribution pool. Continuity and reliability are increased by this dynamic behaviour.
Although these three technologies have been studied to work together, industry research points to the conformation of these three technologies as crucial to current cloud-native architecture and digital transformation projects especially in Industry 4.0 and large-scale enterprise use [2], [13], [20]. They are synergistic to support distributed architectures that can support unpredictable loads, deliver smooth user experiences and robust security postures to a wide range of applications.
[bookmark: _kxifj6x0gl8r][bookmark: _Toc216891036]4. MAIN DRIVING FORCES BEHIND CLOUD EXPANSION
Over the past ten years, cloud computing has undergone a fast adoption pace across the globe with a fundamental change in the manner in which organisations design, roll out and scale digital services. In academic studies, it is always found that there are a number of major impetuses of this growth that are cost-effective, flexible and innovation-enabled, elastic, and reliable globally. These driving powers will cut across various industries such as the government and finance to manufacturing, transport, healthcare and consumer services, which demonstrates that cloud computing is an infrastructure technology in modern-day digital ecosystems. The factors are discussed below.
[bookmark: _531f6k1glq7p][bookmark: _Toc216891037]4.1 Cost Efficiency
The most potent driver of cloud adoption is cost effectiveness. The legacy on-premise infrastructure is highly capital expenditure (CapEx) intensive such as the purchase of hardware, cooling, security and physical IT staff. Cloud computing on the other hand substitutes capital investment with operational expenses (OpEx) and organisations can now subscribe to resources on a pay as you drive basis. This model has a high financial risk reduction because organisations only pay for the computer, storage or networking resources that they are actually using [3], [13].
To the small and medium-sized enterprises (SMEs), cloud computing has removed the barrier of high cost of initial investment that is usually set with the establishment of data centres. Research reveals that SMEs tend to use cloud services so as to prevent underutilisation or overprovisioning of hardware that in the past has contributed to poor spending and decreased profitability [3]. The large businesses also enjoy the advantage of moving towards a fixed infrastructure delivery cycle to dynamic resource usage in line with the business demand. Moreover, cloud vendors provide pricing optimisation solutions, reserved instance offers and auto-scaling policies that also minimise cost inefficiencies further. In addition to direct cost savings, long term maintenance costs are also decreased since responsibilities of security patches, firmware patches and hardware life cycle management are eliminated and put on the shoulders of cloud providers. Such a change in operation enables organisations to shift IT budgets to innovation, research and digital transformation projects.
[bookmark: _pnzagkmp6kb5][bookmark: _Toc216891038]4.2 Flexibility and Innovation
Cloud expansion is largely driven by flexibility and fast innovation especially in industries in the process of digital transformation. Cloud services provide a wide array of services, including serverless computing and container orchestration, machine learning, edge computing and IoT integrations, and so on, which allow organisations to innovate faster than ever before. It is stressed in the research that cloud computing makes the implementation of new high-level technologies faster, promotes distributed AI and minimises the time spent on creating and releasing new apps [2], [15], [20]. Cloud computing has enabled innovation in many ways such as the capability to procure resources on-demand and as a result of that ability, teams are able to experiment without extending resources to the long term. It is particularly useful in AI-driven organisations, in which machine learning (ML) models take large amounts of compute power to train. The on-demand availability of specialised GPU/TPU instances in cloud providers such as AWS, Microsoft Azure and Google Cloud enables more advanced ML pipelines to be made available to smaller organisations.
Micro services and Devops practices can also be developed with the help of cloud computing and support continuous integration and continuous deployment (CI/CD). This helps to promote rapid iteration, modular system design and effective lifecycle management. The ability to implement global distributed applications enhances international customers' experience and enables businesses to venture into new markets very fast. Within Industry 4.0 settings, cloud computing enables intelligent production, autonomous driving, and real-time decision-making to combine cloud resources and IoT sensors and edge computing. Researchers note that cloud platforms allow intelligent automation and digital twins, simulation environments and large-scale analytics pipelines, which would be costly using on-premises systems [2], [20].
[bookmark: _wtcme863wazw][bookmark: _Toc216891039]4.3 Elasticity
It is also well known that elasticity, which is the ability of cloud systems to automatically change resource utilisation as the work load changes, is one of the main drivers of cloud adoption. Elastic systems dynamically scale out during peak demand and scale in during decline in demand and they ensure efficient utilisation of computing resources [1], [7], [9], [16]. Such behaviour enables organisations to provide a consistent performance when the infrastructure is at its peak without having to overprovision it. A number of scholarly research works indicate that elasticity is a must in applications with unpredictable or highly fluctuating workloads, including e-commerce applications, streaming applications, online games, and IoT solutions [7], [9]. An example is the Function-as-a-Service (FaaS) computational services such as AWS Lambda and Azure Functions, which automatically scale functions, and allow them to be highly elastic serverless architectures [9]. This will avoid manual intervention, which will further complicate the operations.
Elasticity is also important in supporting microservices architectures. When the services are deployed as containerised components (independent), orchestrators like Kubernetes or cloud auto-scaling groups can dynamically scale the number of replicas (using real-time metrics). There is academic evidence that elasticity is a potent enhancer of the resilience of applications, user experience and cost-efficiency due to the ability to ensure that the available resources are matched to the actual demand [16]. Finally, elasticity enables the resources in the cloud to act as an infinite pool, which is capable of responding in real-time to changes in workload- this has not been possible with traditional on-premise systems.
[bookmark: _tfnsqhfuk56h][bookmark: _Toc216891040]4.4 Global Availability and Reliability
Another prevailing factor that leads to the growth of clouds is global availability and reliability. Cloud infrastructures are built on large networks of geographically distributed data centres so that applications can be run near end users, latency is minimised and high availability is maintained despite regional failures. Previous studies on fields like intelligent traffic systems, autonomous mobility, healthcare monitoring and smart IoT architectures support the significance of distributed cloud infrastructures in assuring real-time reliability [6], [10], [15], [18]. Reliability among cloud providers is attained by deploying multiple regions, automatic failover, redundancy, and service-level agreements (SLAs) that tend to guarantee a minimum of 99.9% or greater uptime. These reliability guarantees are essential to the organisations whose workloads are mission critical, i.e. financial institutions, emergency services and manufacturing control systems.
Moreover, distributed cloud architectures enable edge computing, which enables latency sensitive applications to handle data nearer to its source. This is essential to smart traffic management systems, autonomous vehicle coordination and industrial IoT implementations, and micro-seconds can influence safety and performance results [6], [10], [18]. Lastly, global availability means that organisations are easily able to expand to international markets by running applications across different regions in real time without having to build physical structures. The ability forms the basis of the competitiveness of digital-first companies.
[bookmark: _nc3igbiiiey2][bookmark: _Toc216891041]5. SERVERLESS VS CONTAINERISATION
Two of the most prevalent paradigms of the contemporary cloud-native architecture include serverless computing and containerisation. The two strategies are designed to ease the deployment, enhance scalability and lower the operational overheads, but they have major differences in their resource models, control boundaries, and appropriate workload application. Learning the differences and synergies of these models is the key to developing cloud systems that are efficient and resilient. Serverless computing, usually provided by Function-as-a-Service (FaaS) applications like AWS Lambda, Azure Functions or Google Cloud Functions, makes all server administration a non-issue to the client. The developers put in place discrete functions that run according to events, including an HTTP request, message queueing or periodic processes. The cloud providers manage the provisioning,holders of auto-scaling, monitoring and fault tolerance, allowing programmers to work on their application logic only. Since functions are only billed to the actual execution time, serverless platforms can operate with the most cost-efficient operations when the workload is intermittent or unpredictable. Studies have shown that serverless architectures are highly elastic and they can automatically scale to thousands of executions at once [9]. Nonetheless, they also need meticulous analysis of performance because cold-start delays, execution time limits and vendor-specific constraints may affect real-time workloads [19].
Containerisation on the other hand offers a lightweight virtualisation model where applications with their dependencies are bundled in isolated and lightweight units popularly known as containers. Containers in contrast to serverless computing share the host OS kernel but offer complete control over the runtime environments, configurations, and networking. This renders them especially appropriate to micro-services, web apps and workloads. Containers provide developers with deterministic contexts when executing, enable both stateful and stateless architectures, and integrate with DevOps pipelines. Research highlights the fact that containers provide higher transparency, consistency and system-level control than serverless architecture, which is suitable in complex architectures that need fine-grained tuning or custom dependencies [8], [11]. The main differences between the two models can be summarised as follows in the following table:

	Feature
	Serverless
	Containers

	Control
	Low
	High

	Cost model
	Pay-per-execution
	Pay-per-runtime (CPU, memory, uptime)

	Scalability
	Fully automatic
	Manual or automatic via orchestrators (e.g., Kubernetes)

	Best suited for
	Event-driven workloads
	Microservices, APIs, long-running web apps


These differences illustrate that serverless computing prioritises simplicity and event-driven automation, whereas containerisation emphasises portability and control.
[bookmark: _ii8thlg6krjs][bookmark: _Toc216891042]5.1 Strengths and Limitations of Serverless Computing
Serverless computing is mainly powerful due to the fact that it offers an almost infinite automatic scaling and does not require any configuration on the part of the developer. Functions can grow up to thousands of simultaneous instances in seconds, and allow workloads to accommodate a burst of demand without any disruption. Such an elasticity is well known in the literature as a significant improvement in cloud computing, especially to the dynamic or unforeseeable workloads [9]. The other opportunity is the pricing model of pay-per-use. Organisations only pay when their functions are running, therefore serverless computing is economical when an application is used sporadically, including background work, IoT event fires or analytics events. Moreover, serverless computing is a complete abstraction of infrastructure; there is no need to provision computing resources or configure networking or operating systems. Although these are the advantages, serverless computing has significant constraints as well. Cold-start latency happens when functions are not used in the processor and are not able to run until they are initialised. In performance-sensitive systems or real-time analysis, such delay may be problematic [19]. Also, serverless systems have a hard limit on execution time, memory limits and environment limitations, which make them not suitable to run long-running or resource-intensive programs. Another concern that is regularly mentioned is vendor lock-in because serverless architectures can be heavily reliant on proprietary APIs and event models. Lastly, serverless functions are normally stateless and hence it is difficult to design stateless services without external storage systems.
[bookmark: _lzbdoe904s7b][bookmark: _Toc216891043]5.2 Strengths and Limitations of Containerisation
Containers overcome a good number of the constraints of serverless computing. Since containers enable complete control of the runtime environment, developers are able to optimize performance, configure system-level libraries, make use of custom dependencies and create optimised networking setups. Containerisation is also helpful in persistent workloads, background services, stateful microservices and complex pipelines that cannot work with serverless architectures. Containers are horizontally scaled by orchestrators like Kubernetes, Docker Swarm or cloud-native providers like AWS ECS and Azure AKS. These orchestrators automate the replica management, rolling updates, service discovery, health checks and cluster monitoring. According to academic works, the deployment of modern microservices architectures has encircled container orchestration because of its balance of automation, flexibility and control [11]. Containers are also more portable and this facilitates a consistent behaviour both on local deployment or heterogeneous cloud deployment. Containers however also present challenges. In contrast to serverless computing, containers have their developers or Devops required to operate and maintain infrastructure, workloads, implement security patches and auto-scaling policies. Although orchestration helps to decrease the burden on operations, it also requires special skills and makes the architectural design more difficult. Unutilized workloads can also be more expensive because container infrastructure is usually charged a constant amount of runtime.
[bookmark: _1k01qe29w5on][bookmark: _Toc216891044]5.3 Convergence of Serverless and Container Ecosystems
According to recent studies, there is an increasing overlap between serverless computing and containerisation owing to the need of the industry to embrace the merits of both paradigms. Serverless containers are a feature offered by some platforms, such as AWS Fargate, Azure Container Apps and Google Cloud Run, which enables developers to use containerised applications with a serverless-style scaling and billing model. This hybrid solution has the benefit of not requiring VM provisioning, but maintaining the control of containers. Researchers like Wu et al. show improvements in container lifecycle-aware scheduling, which allows serverless platforms to optimise container cold-starts, spin-up times and more intricate workflows [19]. This study has shown that serverless computing will move past mere execution of functions and become more of a framework of container orchestration.
[bookmark: _7rm6pvopwqn6][bookmark: _Toc216891045]5.4 Choosing Between Serverless and Containers
The choice between serverless and containerisation depends on workload characteristics, organisational priorities and technical constraints:
· Use serverless when workloads are event-driven, stateless, unpredictable or require rapid, hands-off scaling.
· Use containers when applications require persistent runtime environments, complex dependencies, custom networking, or long-running processes.
Many modern architectures integrate both, using serverless functions for asynchronous tasks and containers for core application services. This hybrid approach delivers elasticity, performance optimisation and operational flexibility.
[bookmark: _atg9exdumnut][bookmark: _Toc216891046]6. CONCLUSION
This assignment has illustrated the theoretical concepts, as well as practical implementation, of cloud engineering, specifically with Docker containerisation and the main cloud-native architectural principles. The work has demonstrated through practical experimentation how Docker is a lightweight, portable and efficient system of packing and delivering applications. The effective implementation of a bespoke Nginx-powered web server, as well as the verification of container networking and persistent storage, demonstrated the operational benefits of containerisation, such as reproducibility, environment consistency and simplification of deployment processes. These features are indicative of the current business trends in the industry, with containers being the foundations of microservice architectures and scalable cloud solutions in business. The discussion on the concept of cloud computing; load balancing, scalability and application gateways, showed once again how vital the concept of distributed infrastructure is in delivering resilience and performance of the application. Load balancing is the solution to distribute the traffic evenly, avoiding the possibility of overloading the server; scalability is the solution to dynamically adjust the systems to the changes in the demand; and application gateways are the means of providing smart, secure and application-sensitive routing. By integrating the mechanisms, a strong architectural base supporting modern cloud-native systems is created. They are required to be integrated in order to be highly available, low-latency, highly secure, and automated elastic environments of a rich set of cloud environments.
The analysis of the driving forces that drive cloud adoption brought out the multi-dimensional forces that drive organisations globally. The cloud services expansion is driven by cost effectiveness, rapidity of operations, world-wide access, innovation empowerment and system stability. The emerging trends of digital transformation and the increasing demand of flexible infrastructures, which can support AI, IoT, big data and distributed analytics underpin these drivers. And lastly, the comparison of serverless computing and containerisation revealed the supplementary advantages of the two paradigms. Serverless models cost and elasticity are optimized in event-driven workloads, whereas the containers are better controlled and can take longer-running and complex applications. The knowledge of the intersection nature of these technologies can help organisations embrace the hybrid architecture that can achieve optimum performance and operational efficiency.
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PS C:\Users\shahn> cd desktop
PS C:\Users\shahn\desktop> cd docker
PS C:\Users\shahn\desktop\docker> type Dockerfile
FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index. html
PS C:\Users\shahn\desktop\docker> |
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PS C:\Users\shahn\desktop\docker> docker build -t mywebserver:vi .

[+] Building 1.9s (8/8) FINISHED docker :desktop-Linux
=> [internal] load build definition from Dockerfile 0.1s
=> => transferring dockerfile: 1048 0.0s
=> [internal] load metadata for docker.io/library/nginx:alpine 1.4s
=> [auth] Llibrary/nginx:pull token for registry-1.docker.io 0.0s
=> [internal] load .dockerignore 0.0s
=> => transferring context: 2B 0.0s
=> [internal] load build context 0.0s
=> => transferring context: 318 0.0s
[1/2] FROM docker.io/library/nginx:alpine@sha256:052b75ab72f690F33debaa51c7e08d9b969a0447a133eb2bI9CcI05d9188cb2b 0.0s
=> resolve docker.io/Llibrary/nginx:alpine@sha256:052b75ab72f690f33debaas1c7e08d9b969a0447a133eb2b99cco05d9188cb2b 0.0s
CACHED [2/2] COPY index.html /usr/share/nginx/html/index.htnl 0.0s
exporting to image 0.2s
=> exporting layers 0.0s
exporting manifest sha256:6172c8ecdaalddslaflaceaff128fcd14d01basaa09fBe8c2de255eea71461 0.0s
exporting config sha256:8bcc99303ffdedbad213bs2ac5e1b86F992c548ee83bedeacsd34673ec3c1663 0.0s
exporting attestation manifest sha256:f39e8ce37706F4f340b3cc136a217d0236c026a3ce1c1322ae059527bde6351 0.1s
exporting manifest list sha256:cbfaga79d66bce3437ed13afaB58ba3db721bbefS6b6er154c9912664250d2de 0.0s
naning to docker.io/library/mywebserver:vi 0.0s
unpacking to docker.io/library/mywebserver:vi 0.0s
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PS C:\Users\shahn\desktop\docker> psdocker rm -f voltest 2>$null
psdocker : The term 'psdocker’ is not recognized as the name of a cmdlet, function,
script file, or operable program. Check the spelling of the name, or if a path was
included, verify that the path is correct and try again.
At line:1 char:1
+ psdocker rm -f voltest 2>$null
4 .
+ CategoryInfo : ObjectNotFound: (psdocker:String) [], CommandNotFoundEx
ception
+ FullyQualifiedErrorId : CommandNotFoundException

PS C:\Users\shahn\desktop\docker> ~C
PS C:\Users\shahn\desktop\docker> docker rm -f voltest

voltest

PS C:\Users\shahn\desktop\docker> docker run -it --name voltest -v mydata:/data alpine sh

/ # echo Hello volume > /data/file.txt

| # exit

PS C:\Users\shahn\desktop\docker> docker run --rm -v mydata:/data alpine cat /data/file.txt
Hello volume

PS C:\Users\shahn\desktop\docker> |

RAM 0.97 GB CPU0.37% Disk: 4.74 GB used (limit 1006.85 GB)
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PS C:\Users\shahn\desktop\docker> docker run -it --name client --network mynetwork alpine sh

| # ping server2
PING server2 (172
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2): 56 data bytes

seq=0 ttl=64 tine=0.603 ms
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