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1. IPv4 addressing and Classes A, B, C and D and IP addressing
1.1    IPv4 stands for Internet Protocol Version 4 but to understand this first we must know what Internet Protocol is. In computer terms is a language if computers what to communicate with each other in order to do so they require a Common protocol or a common language just like us people if we want to talk with someone, we need to share the same language. The IP Protocol operates in the Network layer protocol of the OSI reference model and a part of protocols also known as TCP/IP. IPv4 So back to IPv4 is categorical division of Internet protocol addresses in IPv4 based routing. IPv4 is a connectionless protocol used in packet-switched layer networks, such as Ethernet. Many ways to configure IPv4 with a lot of devices including manual and automatic configurations. So back to IPv4 addressing is categorical division of Internet protocol addresses in IPv4 based routing has a 32-bit numeric addressing space which is equal to 4,000,000,000 addresses individuals assigned to each device on an IP network. The format is dotted decimal notation it consists of 4 numbers separated by period dots for example 126.255.255.255. (www.techopedia.com, 2019)
1.2.  The term cast in this case has the meaning of data which has been transported to the receiver from the sender over the communication channel that help them to communicate. Unicast where the packet has been sent from one device to another single device. Like one-to-one transmission this is the most common used form of data transfer over the network. 
1.3. The second one is called Broadcasting transfer. But how does it work? In a broadcast address all the host bits are set to the binary value 1 and if all host bits are set to value 0 then we talk about subnet address. Each network or subnet has a dedicated broadcast address where all new users of the network can broadcast. A broadcast packet has been sent to a one-to-all sender to all users of a local network at once. The users in the network can open the data packets and then interpret the information or discard it. There are two types of broadcast Limited broadcast and Directed broadcast. 
Limited broadcast is when an IP address is given as an endpoint with limited broadcasting. That means that this IP address is always 255.255.255.255. Technically, it must be sent to all the current IP addresses. It serves as a broadcast address within the network, however. This destination is always on its own network, so it can be implemented in its own network on an Ethernet broadcast. A router does not send such a packet.
Directed broadcast, where all recipients are addressed within the target network. If the desired destination is not located on its own network (sub), a router can forward the data packet.
But let’s not be confused the broadcast addresses and network addresses cannot be used as a computer IP addresses. The first field is reserved for the network and the last for the broadcast address and between these two lays the host addresses of the network. (Know-how, 2019)
1.4. IP multicasting allows a single host to send a packet to multiply receivers across the routed network. For example, routers use multicast routing algorithms to determine the best route and pass on multicast datagrams through the network. (juniper.net, 2014)
2.  IPv4 addressing and Classes – A, B, C and D.
IPv4 IP address has 5 classes of available IP ranges:
 Class A Ip address– the first 1st bit is 0, with range of 0.0.0.0 to 127.255.255.255. This class is for huge networks and has 8 bits for network and 24 bits for hosts.
Class B IP address– the first 1st two bits are 10, and in the range of 128.0.0.0. to 191.255.255.255. This class is for medium networks and has 16 bits for network and 16 bits for hosts.
Class C IP address – the 1st three bits are 110, 192.0.0.0. to 223.255.255.255. This class is for small networks and has 24 bits for network and 8 bits for hosts.
Class D IP address or multicast IP addresses – the 1st four bits are 1110, are in range of 192.0.0.0 to 254.255.255.255. (whatismyipaddress.com, 2019)
3. Public and Private IP addresses
A public IP address is used to be able to access the internet. Global IP addresses are routed on the internet compared to private addresses. Having a public IP address on your router or PC will allow you to own a server – VPN, FTP, WEB, etc) and video surveillance cameras or access remotely your PC from anywhere in the network. But also, all IP-addresses in the Internet are unique to their host or server.
On the other hand, private addresses are not routed on the internet and are only supposed to work within the local network. Private IP addresses include IP addresses from the following subnets:
Range from 10.0.0.0 to 10.2.55.255.255 – a 10.0.0.0 network with a 255.0.0.0 or a /8 (8-bit) mask.
Range from 172.16.0.0.0 to 172.255.255- a 172.16.0.0 network with a 255.0.0.0 (or a 12-bit mask).
A 192.168.0.0.0 to 192.168.255.255 range which is a 192.168.0.0 network masked by 255.255.0.0 or /16.
A special range 100.64.0.0 to 100.127.255.255 with 255.192.0.0 or /10 network mask.
Those are reserved IP addresses. Which can be used in closed local are networks and the allocation of such addresses are not globally controlled. But apparently direct access to the Internet by private IP address is impossible instead the connection can be done through NAT which stands for Network Address Translation which replaces the private IP with a public one. (help.keenetic.com, 2019)
4. Subnetting IP networks and VLSM
4.1. Subnetting IP networks 
Subnetting gives you the chance to create multiply logical networks that exist within a single Class A, B or C network. Let’s say you break the networks A, B and C into smaller subnetworks it allows you to create a network of interconnecting subnetworks. And each data link on this network will have unique network/subnetwork ID. To subnet a network, extension of the natural mask is needed with some of the bits from the host ID portion of the address in order to create subnetwork.  You have more subnets available if you have even more host bits to use for a subnet mask. But therefore if we have more subnets available that means the we also get to have less host addresses available per subnet. (cisco.com, 2016)
4.2. VLSM (Variable Length Subnet Masks) 
There is FLSM (fixed length subnet mask) and VLSM (variable length subnet mask) if you need private IP FLSM is the best choice you can have but if you look up for public IP address then VLSM is best to choose from. The reasons for this might be because if we compare VLSM to FLSM the key differences are VLSM has subnets variable in size; variable number of hosts; different subnet masks. VLSM wastes minimum IP addresses, it has more complex configuration and administration. It is also known as classes subnetting and only supports classes routing protocols. In VLSM subnets use block size-based requirement therefore the subnetting is simple compared to FLSM which requires all subnets to use same block size. Based on the block size we can put all segments in descending order. 
Depending on the network address and broadcast address we can determine the subnet and certain network services. In each subnet the first and the last address are always reserved for the network address and broadcast address. (computernetworkingnotes, 2019)
5. IPv6, why IPv6 and improvements 
[image: ]
IPv4 was created in the 1970s and with it came the main protocol standard RFC 971 which keeps safe IPv4’s functionality and was published in 1981. The internet expanded a lot in the recent years especially in countries like China and India. Then in 1992 IPv6 was recognized through 1992 as a extreme issue to the ongoing usage of the Internet run on IPv4. iPv6 addresses has 128-bit hexadecimal numbers. Made up from four numerical octets that combine to form a 32-bit address. In Pv6 addresses are expressed as a series of eight 4-character hexadecimal numbers, which represent 16 bits each (for a total of 128bits). The groups are written with a: (colon) as a separator. Here is an example how fast addresses have been made over the years after 1981 when IPv4 protocol has been released: 
[image: ] (ipv6.com, 2019)
Basically, the reason why we need IPv6 is because IPv4 is the lack of address space. Don’t let this fool you there are more reasons why IPv6 has more advantage compared to IPv4. Here are some of advantages;
More effective routing – simplified packet header makes processing more efficient.
Direct data flows – IPv6 supports multicast not broadcast. IPv6 header has a new field named Flow Label which can recognise packets belonging to the same flow.
Simplified network configuration – which means that IPv6 has a build-in auto address configuration.
Support for new services – without NAT (network address translation) real end-to-end connection at the IP layer has been saved allowing new valuable services. (Editors, 2011)
Security – IPv6 provides a build-in security IPSec [10] and is part of the IPv6 protocol. In short IPSec can be utilized through whole route from source to destination point.




 6. Design an IP Addressing scheme using IPv6
For School of Management and Engineering


Description: As a network administrator, you are asked to design hierarchical IP addressing scheme
For Faculty’s networks. Choose a suitable network address to support more than 2000 users and future growth.
The requirements are:
a) School of Applied Computing: 20 staff, lab301c-60pcs, Lab302 – 30 pcs, Lab303 -36pcs,
Lab304-45pcs, Lab306-40pcs, Lab308-140pcs, Lab309-50pcs and Lab310-18pcs.
b) School of Automotive Engineering: 25staff, Lab101-40pcs, Lab102-25pcs, Lab103-35pcs, Lab205-40pcs, Lab206- 48pcs, CAD lab-20pcs and Lab301 – 50pcs.
c) School of Engineering: 18staff, lab201-20pcs, Lab409-80pcs, Lab202- 80pcs, Lab203-65pcs, Lab205-25pcs, Lab404- 45pcs, Lab408-28pcs, Lab409-80pcs, Lab410-45pcs.
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	School of Applied Computing Network Address:  183.16.1.0/22

	    Room
	Subnet
mask
	Network
 Address
	First Host
	Last Host
	Broadcast

	OA-250 devices
	255.255.255.0
	183.16.1.0/24
	183.16.1.1
	183.16.1.254
	183.16.1.255

	TC-22 devices
	255.255.255.224
	183.16.2.0/27
	183.16.2.1
	183.16.230
	183.16.2.31

	Lab301-60pcs
	255.255.255.192
	183.16.36.0/26
	183.16.36.1
	183.16.36.62
	183.16.36.63

	Lab302-30pcs
	255.255.255.224
	183.16.42.0/27
	183.16.42.1
	183.16.42.30
	183.16.42.31

	Lab303-36pcs
	255.255.255.192
	183.16.45.0/26
	183.16.45.1
	183.16.45.62
	183.16.45.63

	Lab304-45pcs
	255.255.255.192
	183.16.106.0/26
	183.16.106.1
	183.16.106.62
	183.16.106.63

	Lab306-40pcs
	255.255.255.192
	183.16.70.0/26
	183.16.70.1
	183.16.70.62
	183.16.70.63

	Lab308-140pcs
	255.255.255.0
	183.16.8.0/24
	183.16.8.1
	183.16.8.254
	183.16.8.255

	Lab309-50pcs
	255.255.255.192
	183.16.96.0/26
	183.16.96.1
	183.16.96.62
	183.16.96.63

	Lab310-18pcs
	255.255.255.224
	183.16.160.0/27
	183.16.160.1
	183.16.160.30
	183.16.160.31

	Staff -20pcs
	255.255.255.224
	183.16.56.160/27
	183.16.50.161
	183.16.56.190
	183.16.56.191

	School of Automotive Engineering – Network Address: 183.16.3.0/23

	Room
	Subnet Mask
	Network Address
	 First Host
	Last Host
	Broadcast

	Lab101-40pcs
	255.255.255.192
	183.16.3.0/26
	183.16.3.1
	183.16.3.62
	183.16.3.63

	Lab102-25pcs
	255.255.255.224
	183.16.37.0/27
	183.16.37.1
	183.16.37.30
	183.16.37.31

	Lab103-35pcs
	255.255.255.192
	183.16.67.0/26
	183.16.67.1
	183.16.67.62
	183.16.67.63

	Lab205-40pcs
	255.255.255.192
	183.16.123.0/26
	183.16.123.1
	183.16.123.62
	183.16.123.63

	Lab206-48pcs
	255.255.255.192
	183.16.77.0/26
	183.16.77.1
	183.16.77.62
	183.16.77.63

	Lab301-50pcs
	255.255.255.192
	183.16.88.0/26
	183.16.88.1
	183.16.88.62
	183.16.88.63

	CADLab-20pcs
	255.255.255.224
	183.16.131.0/27
	183.16.131.1
	183.16.131.30
	183.16.131.31

	Staff – 25pcs
	255.255.255.224
	183.16.191.224/27
	183.16.1913.255
	183.16.1913.254
	183.16.1913.255

	
School of Engineering – Network Address: 183.16.4.0/23

	Room
	Subnet mask
	Network Address
	First Host
	Last Host
	Broadcast

	Lab101-20pcs
	255.255.255.224
	183.16.4.0/27
	183.16.4.1
	183.16.4.30
	183.16.4.31

	Lab102-80pcs
	255.255.255.128
	183.16.111.0/25
	183.16.111.1
	183.16.111.126
	183.16.111.127

	Lab203-65pcs
	255.255.255.128
	183.16.221.0/25
	183.16.221.1
	183.16.221.126
	183.16.221.127

	Lab205-25pcs
	255.255.255.224
	183.16.56.0/27
	18316.56.1
	183.16.56.30
	183.16.56.31

	Lab404-45pcs
	255.255.255.192
	183.16.43.0/26
	183.16.43.1
	183.16.43.62
	183.16.43.63

	Lab409-28pcs
	255.255.255.224
	183.16.149.0./27
	183.16.149.1
	183.16.149.30
	183.16.149.31

	Lab410-45pcs
	255.255.255.192
	183.16.22.0/26
	183.16.22.1
	183.16.22.62
	183.16.22.63

	Staff – 18pcs
	255.255.255.224
	183.16.150.160./27
	183.16.150.161
	183.16.150.190
	[bookmark: _GoBack]183.16.150.191






7. IPv6 servers
A test centre – 20 pcs, 1 IP phone, a printer  - 0:0:0:0:0:ffff:ac10:7b00
An Open Access lab with 245 pcs and 5 printers -  0:0:0:0:0:ffff:ac10:7400 
Assign appropriate Ipv6 address for all 6 servers located at the university building    
The serves are DNS, Email, Finance, Registry, File server and Print server. Assign appropriate IPv6 address for the link between MP and ISP: 
DNS - 0:0:0:0:0:ffff:ac10:7400
Email - 0:0:0:0:0:ffff:b110:5f00
Finance - 0:0:0:0:0:ffff:b210:5f00
Registry - 0:0:0:0:0:ffff:8d10:0
File server  –     0:0:0:0:0:ffff:9c10:5f00
Print - 0:0:0:0:0:ffff:9b10:5f00
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