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Part 1: IP Addressing (30 marks)
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 12 hosts       
Subnet B: 60 hosts  
Subnet C: 120 hosts
Subnet D: 45 hosts
Subnet E: 6 hosts
Subnet F: 180 hosts

Fill Table 1 with IP address details and upload it on to Moodle. 
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Part 2 (70 marks): 

TOPOLOGY DIAGRAM
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Table 2: IP Addressing 
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	Gi0/0
	192.168.3.1
	255.255.255.0
	

	
	Gi0/1
	192.168.4.1
	255.255.255.0
	

	S1
	VLAN 1
	192.168.4.20
	255.255.255.0
	192.168.4.1

	PC1
	NIC
	192.168.3.254
	255.255.255.0
	192.168.3.1

	PC2
	NIC
	192.168.4.253
	255.255.255.0
	192.168.4.1





Task 1: Network Creation (5 marks)
	
Using Cisco Packet Tracer create the topology shown above.  


Task 2: Configure the Router (40 Marks)

Part 1: 
1. Assign a device name R1 to the router.
2. Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as though they were host names.
3. Assign cisco as the console password and enable login.
4. Assign cisco as the VTY password and enable login.
5. Encrypt the clear text passwords.
6. Create a banner that warns anyone accessing the device that unauthorized access is prohibited.
7. [bookmark: _GoBack]Configure and activate both interfaces on the router. See Table 2 for IP address details. 
8. Configure an interface description for each interface indicating which device is connected to it.
9. Establish SSH connection. 
10. Secure the console and VTY lines. Configure the Router to block login attempts for 30 seconds if someone fails two attempts within 120 seconds.
11. Assign Enabl3p@ss as the privileged EXEC encrypted password. Set minimum of 10 character to be used for all passwords.
12. Save the running configuration to the startup configuration file.


Task 3: Configure the Switch (15 Marks)

1. Enter global configuration mode and assign the switch hostname.
2. Assign class as the privileged EXEC encrypted password.
3. Assign cisco as the console password and enable login.
4. Encrypt the clear text passwords.
5. Prevent unwanted Domain Name System (DNS) lookups.
6. Configure a login message-of-the-day (MOTD) banner.
7. Enter global configuration mode to set the SVI (VLAN 1) IP address to allow remote switch management. See Table 1 for IP address details
8. Configure IP default gateway. 
9. Configure the virtual terminal (VTY) line for the switch to allow Telnet access. If you do not configure a VTY password, you will not be able to Telnet to the switch.
10. Save the running configuration to the startup configuration file.


Task 4: Test Connectivity (10 Marks)

Task 4.1: Ping 

	Task: Ping
	Result

	PC1 to PC2 and vice versa
	

	PC2 to R1
	

	PC2 to S1
	

	PC1 to S1 
	

	PC1 to R1
	




Task 4.2: Verify that your security measures have been implemented correctly. Use tera term to Telnet to R1. 
Does R1 accept Telnet connection? _________________

Task 4.3: Use tera term to SSH to R1. Does R1 accept SSH connections? ________________






Submission Requirement 
On each device the following outputs should be copied on to a text file. The file name should be as studentname_ID_devicename.txt

Show run
Show ip interface brief

All documentation for your solution should be submitted electronically on Moodle. Files may include  
Exam paper with IP address table (Part 1)
Packet tracer file
Router configuration 
Switch configuration

It is your responsibility that you copy all the outputs and files correctly.
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