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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  *Please see below for report*


Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.96
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



IPV6 Addresses

By Gareth Evans (1810612)








Introduction 

An Internet Protocol address (IP address) is considered to be a “digital address” for any device that is connected to the internet, without an IP address a device cannot establish a connection. It is a network layer protocol that allows packets of data to be sent over a network. Until recently, IPv4 address was the only type of IP address available, however these are beginning to run out. All websites and network devices have an IP address, therefore with the rapid increase in use of the internet in our daily lives, it was inevitable that these addresses would run out. Therefore,  Internet Protocol version 6 (IPv6) addresses are being developed. The exhaustion of IPv4 addresses means that some parts of the world are already using IPv6 addresses [1]. This report will investigate why IPv6 addresses will be seen more in the future, the features the use and the benefits they bring when compared to IPv4 addresses.



1. Why use IPv6?

During a time when the use of internet was expanding and protocols were having to be more defined, IPv6 was seen as a solution to the growing problem with Ipv4 addresses. The main advantage of IPv6 is that it offered a greater range of usable addresses. Where Ipv4 used 32-bit addressing formats, which allowed for 4 billion available addresses, IPv6 uses a 128 bit addressing system, allowing for the demand for addresses to be met. IPV6 allows for hierarchical addressing and uses a simplified configuration compared to its predecessor. Data fragmentation is no longer carried out by the router, making routing far more efficient.

The security of IPv6 is greater than IPv4, again to meet the demand in growth of personal devices. In IPv4, security had to be included through additional components, whereas IPv6 has security fully integrated. The growth in use of IPv6 address means we have seen new threats arise, the new security features are designed to counteract these threats. Most importantly, IPv6 was developed with the CIA triad in mind, ensuring it provides confidentiality, integrity and availability [2].


2. Types of IPv6 addresses

Like IPv4, IPv6 uses three different types of addresses. The addresses they share are unicast and multicast, however it also adds a new address called anycast.

· Unicast addresses are an identifier for a single interface, a packet that is sent to a unicast address is delivered to the interface that is identified by that address
· Multicast addresses is used as an identifier for a set of interfaces. A packet that is sent to a multicast address is delivered to all interfaces that are identified by the address
· Anycast addresses is similar to multicast in that it is also an identifier for a set of interfaces.  The difference is that the packet sent to a multicast address is delivered to one of the interfaces that are identified by the address. This means that a unicast address may be classed as an anycast address as long as all interfaces are aware of its status [3]


IPv4 would use broadcast rather than anycast, this used to consider every device as its intended recipient. This function is now completed by sending packets to all nodes in the multi cast address.

IPv6 features three unicast address assignments:

· Global Unicast Address – globally unique to the internet, figure 1 below is an example of a global unicast address

· Transitional Unicast Address – this protocol includes the ability to embed IPv4 addresses within an IPv6 address


· Link Local Address -  this can only be used on local network links, they are not valid outside of an enterprise and have a different structure compared to global unicast addresses




3. Structure of IPv6 addresses


The address is split into two 64 bit segments, the top being the network part and the bottom being the node part. The network part is used for routing and the bottom is used for identifying the node [4]. There are eight 16 bit fields, each bounded by a colon and containing a hexadecimal number. Figure 1 below shows an example IPv6 address.

[image: The figure shows the three parts of an IPv6 address, which are described in the next text.]The site prefix makes up the first 48 bits, this describes the public topology that has been allocated by an ISP. The next 16 bits is the subnet ID which describes the site topology, this would be allocated by an administrator. The remaining 64 bits contain the interface ID, this tends to be configured from the interfaces MAC address [5].


Figure 1 IPv6 Structure [5]








IPv6 introduced changes to the following areas:

· Expanded addressing
· Simplified header format
· Improved extension and option support

The expansion of the address space means that IP can grow without being concerned about taking up resources, improving the routing efficiency. The simplified header also improves routing efficiency as it requires less processing of packets. The improvements in extension means that special circumstances can be accommodated without significantly affecting performance [3].






[bookmark: _GoBack]
Conclusion

IPv6 is a result of the inevitable, the exhaustion of IPv4 addresses combined with the huge increase in devices that now depend on network connections. The high demand and advancements made inn technology, such as media streaming services, means that IPv6 not only has to be more efficient, but also more secure. It is evident that by incorporating security protocols into IPv6 rather than having to add them in, a higher level of security has been achieved. IPv6 appears to meet the criteria that was set for it when it was evident that a new protocol was going to be needed, it is now a matter of implementing it correctly to those that see it as a priority. 
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