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Introduction
Vigilant Trust & Asset Management is a medium-sized organisation providing financial services, and in recent times, they have suffered a sophisticated phishing attack and a ransomware attempt. These are a pointer to the ever-growing threat landscape against financial institutions, mainly due to their exposure because of digital transformations, work-from-anywhere policies, and their reliance on the cloud.
The board has tasked the need for a new approach to security, anchored in a model of “Zero Trust”. Zero Trust is an approach and not an application or technology and is founded on an approach that says, “Never Trust, Always Verify.” Zero Trust demands End-Point Authentication by using Least Privileges, Micro-Segmentation, and Real-Time Monitoring. This is a comprehensive security strategy report developed and recommended specifically for the organization [1].

[bookmark: _Toc216947686]2. Identification of Modern Threats
Financial service organizations are currently facing an immediately escalating threat environment where adversaries are growing more skilled, determined, and resourceful. Threats affecting the financial service organizations include:
[bookmark: _Toc216947687]2.1 External Threat
Ransomware-as RaaS allows unsophisticated attackers to easily utilize sophisticated ransomware toolkits, making them hugely effective. This makes financial institutions attractive targets, given the data's financial worth.
AI-Based Social Engineering (Phishing, Vishing, Deepfake Fraud: In today’s threats, attackers are using AI tools to design targeted phishing attacks, develop fake voices, and launch automated vishing campaigns. The latest threats have evaded classic email filters, and it’s clear that a behaviour-based detection approach is required. It is likely that mostly sophisticated [2].
Supply Chain Compromise: Financial firms are heavily dependent on third-party vendors. Weaknesses in software patch vendors, cloud service providers, or managed service vendors may result in systemic risk.
Cloud/SaaS Configuration Errors: While cloud adoption increases, misconfiguration becomes one of the leading factors for breaches. Cloud governance through the “Zero Trust” model is strictly necessary. 
Hybrids Work Risks: The risks posed by remote workers include unsecured home networks, unmanaged devices, and vulnerabilities to phishing [3].

[bookmark: _Toc216947688]2.2 Internal Threat
Insider Threats (Malicious and Accidental) and lateral movements: Insider attacks are on the rise in financial institutions, with a record 40% reporting increased attacks in 2024. The Zero-Trust model anticipates compromise and doesn't trust, thus minimizing the blast radius via least privilege and micro segmentation.
Privilege Misuse: Over-privileged accounts raise the blast radius for breaches.
Credential theft and MFA fatigue: The official anti-phishing advice of the government is to be aware of the possibility of credential theft through emails, chats, and calls (vishing), and the advice is to use phishing-proof MFA solutions such as FIDO and pass [4].
Shadow IT and Remote endpoints: The hybrid workplace is an expanded attack surface, pressuring the need for continuous monitoring, device posture assessments, and governance. CSF 2.0 raises the importance of Govern to a primary role in addressing systemic risk. This means that employees using unapproved cloud-based applications create blind spots for IT security professionals [1].

[bookmark: _Toc216947689]3. Contemporary Security Policies That Adhere to Zero Trust, NIST-CSF, and ISO27001
These are in line with:
· NIST Cybersecurity Framework (Identify, Protect, Detect, Respond, Recover
· ISO 27001 Annex A Controls.exe ISO
· Zero-Trust Architecture (ZTA) principles
[bookmark: _Toc216947690]3.1 IAM Policy
· Force MFA for all users.
· Implement least‑privilege access and role‑based access control.
· Mandate a constant authentication using behavioural analytics.
· Implement password less authentication where possible - FIDO2 keys [4].
[bookmark: _Toc216947691]3.2 Zero Trust Network Access Policy
· No implicit trust for internal networks.
· Enforce micro‑segmentation between departments, for example, Finance, HR, and Trading.
· Mandate device posture checks before access is allowed [1].
[bookmark: _Toc216947692]3.3 Cloud Security Policy
· Adopt Cloud Security Posture Management CSPM for AWS/Azure.
· Use data encryption both at rest and in transit.
· Require ISO 27001, SOC 2, CISA KEV patching by the vendor [2].
[bookmark: _Toc216947693]3.4 Endpoint Security Policy
· Make EDR/XDR obligatory for all endpoints.
· Require automatic patching for critical vulnerabilities within 48 hours.
· Block USB storage devices by default [2].
[bookmark: _Toc216947694]3.5 Email and Communication Security Policy
· DMARC, DKIM, SPF need to be in place.
· Require sandboxing of attachments and URLs.
· Company e-mails should not be forwarded to private accounts. 
[bookmark: _Toc216947695]3.6 Incident Response Policy 
· NIST SP 800‑61 Alignment. 
· Outline severity levels, paths of escalation and communication protocols. 
· Require 24/7 monitoring and automated containment [5].

[bookmark: _Toc216947696]4. Technical mitigation methods
This section discusses specific controls that are feasible and how they will be implemented.
[bookmark: _Toc216947697]4.1 Identity Security Controls
Multi-Factor Authentication (MFA)
Implementation:
· All systems – both cloud and in-house – need MFA.
· Authenticator applications or hardware tokens.
Privileged Access Management (PAM)
Implementation:
· Automatically rotation admin passwords.
· Need just-in-time (JIT) support for trusted operations [4].

[bookmark: _Toc216947698]4.2 Network Security Controls
Micro-Segmentation
Implementation
· Divide the networks by function (for example, trading, human resources, finance).
· Enforcement of policies by software-defined networking (SDN).
Zero Trust Network Access (ZTNA)
Implementation:
· Replace VPN with Identity-Based Access.
· Grant access per application, not per network [1].

[bookmark: _Toc216947699]4.3 Endpoint and Device Security
Endpoint Detection and Response (EDR/XDR)
Implementation:
· Roll out EDR on all devices.
· Enable the automatic isolation of infected devices.
Mobile Device Management (MDM)
Implementation:
· Mandate enforcement of encryption on devices
· Mandatory checks for compliance.

[bookmark: _Toc216947700]4.4 Cloud Security Controls
Cloud Security Posture Management (CSPM)
Implementation:
· Scan continually for misconfigurations.
· Use least-privilege IAM roles.
CASB (Cloud Access Security Broker)
Implementation:
· Monitoring use of SaaS
· Prevent unapproved cloud applications [2].
DNS Filtering
Implementation: 
· Block malicious domains. 
· Ensure safe browsing practices. 
[bookmark: _Toc216947701]4.6 Data Security
Data Loss Prevention (DLP) 
Implementation: 
· Monitor Sensitive Data Flow. 
· Prevent unauthorized file uploads to cloud storage [2].

[bookmark: _Toc216947702]5. Proactive Monitoring and Response to Incidents
Continuously providing detection, triage, response orchestration, linked to ZTA policy. There is CISA/ACSC joint-guidance (2025) publication of executive as well as practitioner-focused best practices for implementing log sources as priorities. A twenty-first-century capability for security operations should encompass:
Security Information and Event Management (SIEM)
Security Orchestration, Automation, and Response (SOAR)
Threat Intelligence Feeds
24/7 Monitoring [6].
Core Telemetry (Priority Ingestion
· Identity (IdP logs, conditional access),
· Endpoint (EDR/XDR
· Network (Firewalls, N
· Cloud, or CSPM/Cloud provider
· Email security, proxies and web gateways.
Orchestration & Automation:
· SOAR Playbooks for phishing (auto-parse, isolate computer, reset credentials, block sender/domain), ransomware (isolate, stop processes, disable accounts), and KEV exploitation (alert, patch ticket, firewall block) [7].
[bookmark: _Toc216947703]5.1 SIEM
· Log aggregation (cloud, endpoints, firewalls, identity)
· Correlation of suspicious events
· Alerting and automated responses
[bookmark: _Toc216947704]5.2 SOAR
· Automated Phishing Triage
· Endpoint isolation using automation
· Playbook-driven Incident Response [6].
[bookmark: _Toc216947705]Incident Response Lifecycle (Revision 3 to Special Publication 800-61)
· Prepare: IR plans, run books, comms, tabletop exercises. 
· Detect & Analyse: SIEM correlation rules, UEBA for insider threats.
· Contain/Eradicate/Recover: The role of SOAR automation in enforcing containment, coordinating remediation, and managing recovery activities. 
· Post-Incident: Root cause analysis, lessons learned, control tuning; update CSF profiles [7].
[bookmark: _Toc216947706]5.3 Incidence Response Flow
[Telemetry Sources]
  IdP  EDR  Network  Cloud  Email  App
      \    |     |     |     |     /
       \   |     |     |     |    /
        [SIEM: Collect ➜ Normalize ➜ Correlate]
                     |
             [Detection Rules/UEBA]
                     |
                Alerts & Cases
                     |
             [SOAR Playbook Engine]
           /           |           \
[Phishing]      [Ransomware]     [KEV Exploit]
  |                |                 |
Auto triage   Isolate host(s)   Block IOC/IP
Reset creds   Disable accounts  Patch ticket
Block domain  Snapshot & EDR    Microsegment
                     |
          [Incident Response Team]
                     |
      [Contain]—[Eradicate]—[Recover]
                     |
        [Post-Incident Review & Tuning]
                     |
         [CSF 2.0 Profile & Metrics]
Reasoning: This approach aligns with joint CISA/ACSC guidelines for SIEM/SOAR and NIST IR best practices to include Zero Trust enforcement for the disable and subsequent containment and recovery stages.

[bookmark: _Toc216947707]6. Zero Trust Architecture
Principles: “Never Trust, Always Verify” and protect resources, not segments of the network, per-request authorization, least privilege, and continuous monitoring [1].
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This structure format reflects NIST SP 800‑207’s abstract ZTA model and can be implemented incrementally alongside existing identity and network controls.

[bookmark: _Toc216947708]7. Continuous Training & Security Culture
[bookmark: _Toc216947709]7.1 Training Program (Quarterly Themes
Phishing/Deepfake/TXT Scam Techniques: Conduct work sessions on how to recognize voice or video AI attacks and reporting processes. This is consistent with CISA guidance.
Hands-on Simulations: Conduct quarterly phishing and vishing simulations, measuring reporting rates, TTR, and FP tolerances. (Playbooks to be based on IR policy.)
Handling Cloud \& Data: Microlesson - Secure Data Collaboration, SaaS Role-Based Privileges, & Configurations to Prevent Misconfigurations (CMPSP
KEV Flash Briefs: Bi-weekly summaries of newly added KEV values and prioritized patching recommendations.
Secure by Design Mentality, Dev/Ops: Practice Secure by Default, Least Privilege, and SBOM; utilize CISA Secure by Design/By Demand [8].
[bookmark: _Toc216947710]7.2 Metrics & Incent Track 
Reporting rate on simulations, click rate, time-to-isolation, and patch SLAs for KEV items. This is reported to the Governance Committee under the CSF 2.0. 

[bookmark: _Toc216947711]Risked Based Control Mapping
	Risk
	Control
	Standard References

	Phishing/vishing & credential theft
	Phishing‑resistant MFA (passkeys), email authentication, browser isolation, training
	CISA Phishing Guidance: CSF Protect; ISO 27001 Annex A


	A Ransomware lateral movement
	EDR/XDR + micro‑segmentation; SOAR auto‑isolation
	NIST SP 800‑207; CISA/ACSC SIEM/SOAR


	KEV Exploitation
	Patch SLAs driven by KEV; threat intel integration in SIEM Cloud misconfiguration
	CISA KEV catalogue


	Cloud misconfiguration
	CSPM continuous monitoring; IaC scanning
	IBM/Microsoft CSPM guidance


	Supply chain compromise
	C‑SCRM policy, supplier tiering, secure‑by‑design procurement clauses
	NIST SP 800‑161; CISA Secure‑by‑Design/By‑Demand


	AI‑enabled deepfake fraud
	Caller verification processes, secure use of AI
	NSA/CISA Joint AI Guidance




[bookmark: _Toc216947712]Implementation Roadmap (12 Months)
[bookmark: _Toc216947713]0-90 Days (Foundational)
· Approve Governance & IR policies; define CSF 2.0 Profile & Risk Register.
· Implement phishing resistant MFA for admin and remote access; start rollout of IdP conditional access.
· Stand up identity, EDR, firewall, and CSPM SIEM ingestion and adopt CISA/ACSC high-priority logs.
· Receive KEV update notifications and implement patch SLAs and micro-segmentation pilot for high-value assets [9].
[bookmark: _Toc216947714]90-180 Days (Expansional)
· Use SOAR with phishing/ransomware playbooks, integrate with IR.
· Roll out CSPM on all cloud accounts; integrate IaC scanning into CI/CD.
· Implement PAM JIT in privileged roles; finish initial supplier tiering according to SP 800-161 [2].
[bookmark: _Toc216947715]180–365 days (Maturity)
· Implement Zero Trust micro-segmentation across the campus network and enforce ABAC on sensitive applications.
· Training rhythm maintained; include deepfake vishing drills in the exercises. 
· Bi-Annual CSF 2.0 metric reviews with board; controls looped based on incidents, audits, etc [10].
[bookmark: _Toc216947716]Conclusion 
A Zero Trust framework that is NIST and CISA-compliant, achieved by strong governance, identity controls, posture management, and detection and response around the clock, is an amalgamation that will increase Vigilant Trust’s level of resilience against both the present and evolving threats of RaaS, social engineering attacks powered by AI, supply‑chain attacks, and the threats of the cloud, by assuming breach, trusting less, and focusing only on quick containment.

[bookmark: _Toc216947717]Cisco Packet Tracer Certificate
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P u R P o s E A N D Strategic Security Importance
Zero Trust is vital for organizational resilience beyond traditional IT

measures, protecting against evolving cyber threats.

Business Impact of Cyber Risks

Cyber attacks can cause financial loss, operational disruption, and
reputational damage to the organization.

Compliance and Standards Alignment

Adopting Zero Trust aligns with standards like NIST SP 800-207 and
ISO/IEC 27001:2022, ensuring risk reduction and compliance.

Implementation Roadmap

The plan includes threat overview, business consequences, proactive
monitoring, training, and continuous security improvements.
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Ransomware-as-a-Service (Raa$)

RaaS allows low-skilled attackers to launch damaging ransomware
attacks, heavily targeting financial institutions.

Al-powered Social Engineering
Advanced Al techniques like deepfake-enabled vishing increase

success in credential theft and fraud.

Supply Chain Compromises

Attackers exploi
networks and cause high-profile security incidents.

rusted third-party relationships to breach

Cloud and Hybrid Work Risks
Cloud misconfigurations and identity sprawl in hybrid work models

increase vulnerabilities for unauthorized access.
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Financial Impact

Ransomware causes extortion payments, fines, legal liabilities, and indirect costs like
lost business and higher insurance premiums.

Operational Disruption

Downtime from cyberattacks disrupts critical services, lowers productivity, and
negatively affects client transactions.

Reputational Damage

Security breaches erode client trust, cause client attrition, attract negative media, and
damage brand reputation long-term.

Strategic Importance of Cybersecurity

Viewing cybersecurity as a business risk motivates investment in Zero Trust to
mitigate financial, operational, and reputational threats.
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Governance Policies

Governance policies establish executive accountability and align
cybersecurity with business goals and regulations.

Identity and Access Control

Identity policies enforce phishing-resistant MFA, conditional access,
and least privilege principles for secure access.

Device Trust Policies

Device trust policies require endpoint health checks to reduce risks
from compromised or unmanaged devices.

Data Protection and Supply Chain

Data policies ensure encryption and monitoring; supply chain
policies mandate vendor security attestations
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CORE TECHNOLOGIES AND
IMPLEMENTATION

Identity Security with MFA

Phishing-resistant multi-factor authentication like FIDO2 passkeys secures user
identity effectively.

Threat Detection and Response

EDR and XDR continuously monitor and rapidly contain cyber threats to protect
endpoints and networks.

Network Segmentation

Micro-segmentation restricts lateral movement within networks, reducing breach
impact zones effectively.

. Cloud and Access Management

CSPM tools detect cloud misconfigurations; PAM enforces just-in-time privileged
access to minimize exposure.
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Continuous Monitoring with SIEM

Centralized SIEM collects and correlates logs from multiple sources
for real-time anomaly detection.

Automated Incident Response

SOAR platforms use predefined playbooks to automate responses to
phishing, ransomware, and exploits.

Incident Response Lifecycle

The NIST-based lifecycle includes preparation, detecti
containment, eradication, recovery, and analysis.

Proactive Readiness and Resi

nce

Tabletop exercises and red-team simulations validate readiness and
enhance organizational resilience.
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BUILDING AWARENESS AND
BEHAVIORAL RESILIENCE

Continuous Training Importance

Continuous training addresses human error, a leading cause of cybersecurity
breaches, through simulations and education.

Micro-learning Modules

Micro-learning modules reinforce secure practices daily, covering cloud security,
data handling, and incident reporting.

Executive Governance Workshops

Workshops for executives stress governance responsibilities and risk-based decision-
making in cybersecurity.

Performance Metrics and Culture

Tracking metrics like simulation click rates helps improve awareness and fosters a
security-aware culture.
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Phased Zero Trust Rollout

The 12-month roadmap begins with governance, MFA, and SIEM,
progressing to SOAR, CSPM, and micro-segmentation

Parallel Training and Risk Management

Continuous training and supplier risk management run alongside
technology deployment for comprehensive security.

Strategic Investment Benefits

Zero Trust investment reduces breach risk, downtime, ensures
compliance, and boosts client confidence.

Quantifiable Returns on Investment

ROl includes lower incident costs, regulatory fine avoidance, and
revenue preservation.




