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Part 1:

a) [bookmark: _Int_ysnTK76d]Explain how the NIST Cybersecurity Framework plays a Page 3 of 12 vital role in achieving the dominant objective of safeguarding digital assets and personal data today.Word Limit: 500 Words  
The NIST Cybersecurity Framework is a compilation of guidelines, best practices, and standards meticulously crafted to aid organizations in managing and mitigating cybersecurity risks effectively. It provides a structured approach for organizations to evaluate their current cybersecurity posture, identify areas necessitating improvement, and establish robust cybersecurity policies and procedures. A key part of the NIST Cybersecurity Framework is its promotion of a risk-based approach to cybersecurity. Rather than employing a uniform strategy, the framework advocates for organizations to evaluate their unique cybersecurity risks and prioritize their efforts accordingly. This enables organizations to allocate resources more efficiently and concentrate on addressing the most significant threats to their digital assets and personal data. Furthermore, the NIST Cybersecurity Framework underscores the importance of continuous monitoring and improvement. Cyber threats are perpetually evolving, necessitating organizations to adapt their cybersecurity measures accordingly. The framework furnishes a systematic process for organizations to monitor their cybersecurity posture, detect potential vulnerabilities or breaches, and take proactive measures to mitigate them. Another noteworthy aspect of the NIST Cybersecurity Framework is its emphasis on collaboration and information sharing. Cyber threats transcend organizational boundaries, necessitating cooperation among various stakeholders, including government agencies, industry partners, and cybersecurity professionals. The framework encourages organizations to collaborate with others to share threat intelligence, best practices, and lessons learned. By fostering collaboration, organizations can fortify their collective cybersecurity defenses and mitigate cyber threats more effectively. Moreover, the NIST Cybersecurity Framework assists organizations in bolstering their resilience to cyber incidents. Despite diligent efforts, organizations may encounter cybersecurity breaches or incidents. The framework offers guidance on how organizations can prepare for, respond to, and recover from cyber incidents in a timely and effective manner [1]. By implementing robust incident response plans and procedures, organizations can minimize the impact of cyber incidents on their digital assets and personal data. The framework helps businesses of all sizes better understand, manage and reduce risk.  [2]





b) Reconnaissance is the first stage in the “cyber kill chain” used by cybercriminals to gather pertinent information about their target. How can the tools Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack? Please conduct research on these tools and provide an example of how each tool contributes to gathering pertinent information about a target. Word Limit: 300 Words

Nmap, also known as Network Mapper is a tool used to explore networks and find devices within them. It works by sending packets to the target network and analyzing the responses to figure out which ports are open and what services are running on those ports. For instance, if a cyber-attacker wants to target a company's web server, they can use Nmap to scan the server's IP address. By doing so, they can identify open ports such as port 80 (HTTP) and port 443 (HTTPS), indicating the presence of a web server. This information helps the attacker understand the potential attack surface and plan their next moves accordingly. This is a linux line command tool [3]. 
Wireshark, on the other hand, is a network protocol analyzer that captures and analyzes network traffic in real-time. It allows cybercriminals to inspect individual packets traveling across the network, providing insights into the network's behavior, protocols used, and potential security vulnerabilities. For example, if an attacker is targeting the same company's web server, they can use Wireshark to capture and analyze the HTTP requests and responses exchanged between clients and the web server. This can reveal valuable information such as the types of requests being made, the URLs being accessed, and potential security loopholes in the web application.
Cyber – Attacks and Mitigations strategies
 i) Explain how the malware examples WannaCry and TeleRAT operate and discuss 	effective mitigation strategies for each. 
Word Limit: 400 Words 
WannaCry garnered widespread attention in 2017 due to its rapid propagation and consequences. It operates as a ransomware worm, primarily targeting computers running Windows operating systems. WannaCry exploits a vulnerability known as EternalBlue, which was allegedly developed by the NSA and later leaked by the Shadow Brokers hacker group. Upon infecting a system, WannaCry encrypts files and demands a ransom payment in exchange for decryption. It spreads across networks by exploiting unpatched vulnerabilities and scanning for open ports.
To mitigate the risks posed by WannaCry, organizations should prioritize patch management by regularly updating and patching operating systems and software. These patches address known vulnerabilities, including the EternalBlue exploit. Implementing network segmentation can also limit the spread of WannaCry within networks, while maintaining backups of critical data ensures data recovery without succumbing to ransom demands [4]. Additionally, educating employees about phishing threats can prevent initial infections via malicious emails.
On the other hand, TeleRAT functions as a remote access trojan (RAT) [5] [6], allowing attackers to gain unauthorized access to infected systems remotely. It operates stealthily, enabling attackers to execute commands, steal sensitive information, and monitor user activity without detection. TeleRAT poses a significant threat to system security and data privacy.
Effective mitigation strategies for TeleRAT include deploying reputable antivirus and endpoint protection solutions capable of detecting and blocking RATs. Network monitoring and intrusion detection systems can help detect unusual network activities associated with TeleRAT infections. Employing application whitelisting restricts the execution of unauthorized software, preventing the installation of TeleRAT. Furthermore, limiting user privileges and access rights reduces the likelihood of TeleRAT infecting critical systems.



ii) Describe the implementation of the phishing attacks known as Whaling and Pharming 	and discuss effective strategies to mitigate the risks associated with them. 
Word Limit: 	400 Words

Whaling:
Whaling is a kind of phishing attack that targets important people in a company, like CEOs or CFOs [7]. The attackers pretend to be someone important, like a boss or a business partner, and trick the target into giving away sensitive information or making money transfers. They often do a lot of research to make the scam seem believable.
To fight against Whaling, we need to make sure everyone in the company knows about these attacks and how to spot them. Training sessions can help people recognize suspicious emails and learn to double-check before giving out sensitive info. Using extra security measures like multi-factor authentication can also help stop these scams. [7]
Pharming:
Pharming is a sneaky kind of attack that messes with the way the internet works. Instead of sending fake emails, Pharming attacks manipulate the way your computer connects to websites. Attackers might change the settings in the DNS server, or they might mess with your computer's hosts file to redirect you to fake websites without you knowing it.
To protect against Pharming attacks, it's important to keep your computer's software up-to-date and use security tools like firewalls and antivirus software. Also, make sure you're visiting secure websites with HTTPS encryption, which helps keep your data safe from tampering. [8]
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