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Abstract
The purpose of this report is to cover a detailed step by step procedure that is a standard practise in Digital Forensic investigations. An evaluation on the investigative standard procedure detailing the 4 phases of The Forensic Process model published by the US department of Justice and these include Collection, Examination, Analysis and Reporting. The report has a detailed insight of the standard investigative procedure from evidence chain of custody up to its refinement for presentation of a report to the expert witness. 
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Introduction 
Digital forensics investigation has become an important profession and industry                                                                                                                                                                                                                                                                                                                                             in the prosecution or exoneration of alleged cybercrime activities, cognisant with the rapid rise in electronic business and personal  transactions.  The significant aspect in Digital Forensic investigation lies with adhering to  standards operating procedures, critical in the maintenance of  evidence contamination free environment, as the key aspects of Confidentiality, Integrity and Availability(C.I.A) should be the reference pillars in the collection , analysis and presentation of unquestionable evidence in the court of law.
The Computing technology sector is a dynamic entity that is equally riddled with the rise in cyber-crime activities that vary in nature ranging from terrorism, money laundering, cyber bullying, child pornography the list of digital cyber-crimes is inexhaustive. The estimated losses in business alluded to cybercrime is in excess of US $2 trillion, indeed most modern-day crimes have nexus to computer technology that may be in the form of mobile phone, laptops or cloud storage,   hence as a measure of counteracting these offences, forensic investigative tools are used for analysis, identification, examination and collection of electronic data. It is imperative to utilise Government certified tools, as there several software tools at the disposal of forensic investigators. It is critical therefore to use industry and government approved tools as evidence provided will be used in the court of law to prosecute or exonerate a defendant or plaintiff. The prerequisite and golden rule within Computer digital forensic is never to undertake investigative work using the original evidence file, over and above maintaining a chain of custody. it is not the job of the forensic investigator to determine whether the subject under investigation is guilty or not, their job is merely to present the evidence before the court of law and the need to be impartial in the cases they are investigating. The use of the right tools is cost efficient as it minimises errors, produces a quick turnaround in collection and presentation of evidence.
The grand finale of mounting a successful court presentation is containerised in the final report of the tests conducted and expert conclusions derived, necessary to exonerate or prosecute. In ascertaining adherence of the case to forensic investigation standards there is a need to define forensic investigation. Digital forensics is considered as the use of analytical and investigative techniques to identify, collect, examine and preserve evidence/information which is magnetically stored or encoded in a computing system [11] 


Task 1   
1: Forensic Tools  
There are several Digital forensic tools that can be used in the collection, analysis, examination and identification of evidence, each with features and attributes that are different from the other. The tools that are available include free open source tools and license subscribed ones. Among the top Industry certified distros and tools are the following:
FTK (Forensic toolkit)-   
[image: ]It is a software tool kit that provides digital forensic for law enforcement and Government agencies. FTK is a creation of AccessData, that has the capabilities of examining hard drives, thorough search of different information inclusive of remote systems on a network, that include deleted emails and scan of the disk for content strings. The content strings necessitate the breaking of any encryption through secret word key reference. Contained within the toolbox is an independent program, FTK disk imager. FTK does a computation of MD5 hash values to do an information integrity check before the closure of any documents allowing image files that can be saved in different formats. The procedural flow and format of the tool can be used for are evidential acquisition, analysis, presentation and management [2]. FKT imager is free add-on of the FTK distro.
 Encase A windows forensics toolkit and is a software tool that allows a top to bottom investigation of client records in gathering digital evidence and it is primarily used in recouping of evidence from seized drives. The Encase tool does digital security investigation and e-discover. It scans images to identify matches to the predefined 22 threat categories that fall in line with law enforcement and corporate compliance. Carving which is the separation process of discrete files from other information in unallocated disc space [18] and this is important in cases relating to visual evidence such as child pornography. Logical raw key word search that picks up deliberately hidden key words, a versatile tool that can be used in cyber security as a post event investigation and data breach prevention, compliance violations, employee discreet monitoring.
SANS Investigative Forensic Toolkit (SIFT) - An open source computer forensics distro supported by ubuntu, critical in the forensic analysis and incident response study. SIFT examines the recycle bin, generates timeline from the system logs, support analysis in the advanced forensic format, expert witness format and raw evidence (DD) format. It comes with a detailed explanation of were evidence can be found on a system. The creation of the tool is attributed to Rob Lee Harbingers and has more than 100000 downloads to date [2]. The tool is offered as incident response tool in SANs courses. SIFT is an important tool used in Brazilian prosecution office and ideal for developing nations hard pressed with budgetary constraints [1]. SIFT framework tools include log2timeline that enables generation of a timeline from systems logs, Scalpel for data file carving, Rifiuti tool that examines the recycle bin.  
Oxygen Forensic Suite - The tool can be obtained both as free open source tool and as a professional paid version. Oxygen as a business entity has a wide product range covering forensic detective, detective enterprise, forensic extractor among other tools.   It is utilised in the collection of evidence from mobile phone devices, IOT devices, drones, cloud storage and Smart watches [9]. It retrieves information such as serial numbers, IMEI, OS. It recovers messages, contacts and call logs. Its file browser features enable analysis and access to photos, databases, documents and videos. A digital forensic investigative software ideal for law enforcement, federal and corporate clients. Training on administering and use of the tool is run through online, instructor led and webinar tutorials

Volatility (open source) - A product of Volatility a non-profit organisation with interest in maintenance and promotion of open source memory forensics with a framework. The volatility release versions range from 2.0 to 2.6 and with the latest release supporting different operating systems that support Windows 10, Mac OS Sierra 10.12 and Linux with KASLR kernels [6].
A memory forensics framework appropriate for analysis of malware and incident response. It is a tool ideal for extraction from the Ram digital artefacts. Volatility tool can be used to extract information on network connections and open sockets
 
File Scavenger - A great Windows utility recovery tool for intentionally or accidentally deleted files from windows and virus corrupted files. The tool can retrieve files from windows explorer, recycle bin including network shared folders using the original date and name. The current and latest version 5.1 supports a windows file system that includes NTFS, FAT 16, exFAT, Linux, Apple HFS+ and virtual file systems that include VMFS, VMDK, VHD and VHDX [12]. A tool effective in the recovery of digital photos, broken spanned volumes and failed devices of RAID, NAS and SAN. 

Recuva-A tool offered in 2 packages with Recuva pro being the paid version and include optimising apps that include CCleaner Professional PC cleaner, Defraggler Professional, Recuva Professional and Speccy Professional the Recuva free is an advanced file recovery tool only. The Recuva tool can recover files from portable media players, memory cards, flash drives, disk drives both damaged and formatted disks. A superior file recovery used to recover emails, pictures videos and music. The tool can deep scan for buried files, scouring the drives to find traces of any deleted files. It can recover lost directory file structure automatically renaming recovered files with the same name [3] Recuva tool program works on NTFS, exFAT and FAT windows file systems
.
EaseUs Data Recovery -  
[image: ]
The software uses 2 different methods of scanning and the first one  being to recover deleted files including recycle bin emptied data and the second method takes much longer with searches done through sector by sector in storage content to recreate files though this method does not retain original folder structure and file name. It is a data recovery tool, that can be used for backup, portioning [13]. 

Stellar Data Recovery
It has both free and paid editions. A data recovery utility for windows that is used to recover and restore deleted emails, photos, documents, and different file types from storage devices as internal and external hard drives, pen drives and memory cards. Files systems supported by the software include NFTS, FAT and exFAT. The free edition has a 1GB free recovery allowance. The paid edition come with 4 variations that caters for technicians, professional users, premium and home users. 

Bulk Extractor – Developed in 1991, a command line tool or GUI that scans the disk image or directory of files. The tool extracts information ranging from e-mail addresses, domains, credit card numbers, Uniform resource locator and a host of different files. The tool can be used for cyber -investigation, intelligence. Intelligence and law enforcement results can be inspected, processed and parsed easily using the automated tool [6]. The Bulk Extractor is designed to do an extraction and processioning of compressed or curved files. Isolation of extracted file is another feature of the Bulk extractor allowing for any further investigation to be administered using another tool.
CAINE (Computer Aided Investigative Environment) - A[image: ] is a Linux Italian distro tool framework and contains a host of varied desk top tools utilised for general purpose. A distro with tools that allows timeline analysis, hash filtering and the key word searches [7].  The tool was created in 2014 with the name derivative being “Haratio Caine“a famous television character. Some of the specialised attributes held in CAINE can be used on mobile devices, databases, memory forensics and networking [1]. The CAINE distro can run Virtual machine station together with a virtual partition.
[bookmark: _GoBack]Helix - A Linux live Compact Disk that is used in the digital forensic investigation field. A tool that is considered ideal as an incident response tool and password cracking. Assets under investigation can boot into Linux using the Helix CD and utilising the Helix tools the file and data source will be analysed. The Helix can be used to work on live networks.  The Helix Core (P4D) server can be used in the tracking of user operations and audit logs. Helix Visual Client (P4V) is a desktop mounted app used in the provision of access to versioned files. Policy management and user restrictions can be done through the utilisation of Helix Broker(P4Broker) [8].

	Tool 
	Cost
	Pros
	Cons

	FTK
	$1465.99
	-Free FTK imager
-Production of case log file
-It supports EFS decryption 
-A user-friendly GUI with advanced search features
-Salient reporting features and book marking 


	-It does not support scripting features 
-It can do a single task at time incapable of multitasking 
-It does not have a timeline bar 
-It does not carve files and lacks recursive export tools

	Encase
	$3594.00
	-Easy to use interface 
-It analyses images with media analyser 
-Free version for evidence acquisition
	-Incapable of communication with external data bases. 
-EnScripts versions incompatibility 
-Proprietary in its image format and script language

	SANS Sift 
	Open source tool
	-A variety of extraction methods.
-Easy to use interface.
-It provides sophisticated data analysis.

	Does not have advanced features to crack android backup or locked iPhone.

	Oxygen Forensic Suite 
	£6200
	-Report can be saved in different formats
-Allows extraction from Android devices
	-Limited support to mobile range.
-Brute force technique time consuming 

	Recuva
	$19.95 Premium
Free Version

	-Supports a wide range of Windows OSs
	-Add on programs on the installer 
-Confusing Download page 

	Helix
	
	-Good Functionality
-easy to sort items using catalogues 
	-no sufficient widgets
-Does not support inline images 

	Volatility
	Open source 
	-Retrieves information from running process
	-Lacks personalised support 

	Bulk Extractor 
	Open Source 
	-Runs faster than Encase and FTK and its multi-threaded
	-Limited file carving support 

	CAINE 
	Open source 
	-Simplified communication of results and report generation
	- No support for individual tool licenses

	File Scavenger
	$185.00
	-Built by experts and powerful tool.
	- Does not have a user-friendly interface 

	Stellar-Data Recovery
	$299.00
	-24-hour customer support 
	-No to way to scan search specific files 

	EaseUs 
	$149.95
	-256- bit encryption 
-User friendly system 
	-Inflexible pricing systems. 
-lack of full drive scans















Task 2
2)Process and Procedure
As a case owner maintaining evidential chain of custody is important from the onset of an investigation, as there is need to maintain authenticity and reliability. Analysis and autopsy of the digital evidence as a procedure must be processed in a consistent scientific manner that supports conclusion. Digital forensics investigation evidence validity lies with detailed and accurate documentation of the investigation. Discrepancies in documentation may invalidate evidence gathered [15]. 
Digital Forensics investigations is a process that has success underpinned in following the forensic process achieved through collection of evidence in a structured way, understanding the chain of custody, preparation of forensic acquisition kit, handling of delicate image drives and digital media and evidence organisation. Planning is the fundamental key to success in handling digital forensics investigation [11].
Organisation and planning are a key aspect in carrying out digital forensic investigation. The writer will now give a detailed analysis of the step by step procedure that John would have undertaken in investigating the case on behalf of Mr Wales the Chief investigator at Heathrow Airport.  
To administer and take charge of the investigation competently, the Investigator needs to do a check list of the investigation requirements before delving into extraction of data as minor issues such as forgetting a write blocker can be financially costly to the investigator or lead to a negative outcome as integrity of evidence may be deemed compromised before a court of law.
2.1) Data Seizure
In Forensics investigation Mr Mark Wales is deemed to be the Incident first responder as he and his team detained and took custody of all assets containing evidence to be investigated. Mr Wales reported the case to John to initiate the investigations and hence him and his security team had covered the Data seizure and guaranteed the non- destruction, misuse and tempering of evidence.   John on receipt of the assets that contain the evidence to be investigated by him would a do a due diligence check if the evidence had been well preserved and documented
In the evaluation of incriminating digital evidence there is need to have exclusive chain of custody to prevent contamination of the evidence. It is therefore critical in any investigation undertakings not to work on any originals but rather copies from the images created. Having been given a clear chain of custody, presented evidence must be securely sealed as a preventative precaution against any tempering. The important steps in the information validation can be derived in the interpretation and presentation of the digital evidence that will be obtained from digital sources, with the purposes of facilitation in reconstruction of events deemed incriminating in aiding of planned/intended disruptive action. The evidence in Forensic investigation can be used in support of a given theory (inculpatory evidence) or contradict a given theory (exculpatory evidence) [19]
2.2) Data Acquisition
2.2a) Pre- Collection- To eliminate bottlenecks in the data acquisition planning and preparedness is a determinant to success or failure of data acquisition, hence there is a need to organise the forensic acquisition kit, organise case documentation, definition of the acquisition type and requirements and getting approvals were necessary[15]. Data integrity is key as all evidence collected and analysed may be used in the court of law hence a dedicated laptop for acquisitions only should be used with imaging software and should not be used as storage device. Forensics best practise dictates the use of external hard drive in storing evidence and never to use the same HD for 2 different clients.  If the HD is not new a full random formatting and wiping out of the HD must be done. 
John in his toolkit he must have a camera, a necessity that will be used to take pictures for documenting the scene and assets before, during and after acquisition, due to sensitivity and confidentiality use of personal phone to take pictures is not recommended. It is vital to have correct tools, cables and adapters and were possible have a spare of each, the assortment of tools should include screwdrivers, ground wrist strap as an essential [11]. A write blocker in the forensic kit to ensure that hard drive remains intact after imaging, evidence bags, blank CDs and labels [11]. As documentation is an important part of the investigation, forms are important, and these should include the following in John`s possession:
Chain of Custody form- It basically entails accurate registration and documentation of details of every single person that have handled the evidence and its movement. This is imperative in guarding against any allegations of evidence tempering if they were to arise [15].
   [image: ]
Fig1
Data collection form -Important form that has the following details annotated usually, case and form number, name of the forensic investigator handling the case, name and address of the client, date and time of collection, asset serial number and most importantly the clients signature and technicians signature in assertion at the correctness of the collected and destination hard drive.
 Device pick up form- This form is done for each individual asset thus one form per asset, it has case and form number, asset specification and serial number, client and investigator`s signatures
Case investigation timeline – The main form of the investigation, where activities and each event of the case are recorded in detail. Important aspect is that the data on this form should match with details on other forms, as any variance deems your evidence as non-compliant. 
[image: ]
Fig 2
Data acquisition form- The form registers the acquired assets, hard drive accessed, what time the imaging started, size of the hard drive, hash value of the acquired evidence and as the usual requirement there is need to have individual forms. 
 Device drop off- One form per asset, this forms that should be signed by client and copy retained after they have assessed and tested the asset.
 Scene Activities
Case documentation is an important initial step, arrange a safe workspace, receive the assets, start the chain of custody, photograph of the evidence 

On arrival at the scene there is need for discreetness and discussions of the case must be done with authorised or appointed client stakeholder. In this instance John`s formal meeting and discussion on arrival on site would be with Mr Wales stating the purposes of his visit. John meets Mr Wales and they would discuss the merits of the evidence that is in Mr Wales`s custody. Prior to handling and receiving the assets under investigation John must ensure that the case forms are signed. With the case form signed John can officially receive assets in Mr Wales`s possessions and this should be noted on the chain of custody form and timeline form. All the assets that he collects must be registered and annotated on the device pickup form with model, serial number . The asset in question would be the Dell laptop, laptop bag, photographs of the crime scene and fingerprints. 
John should ensure that he has a secure storage of all the assets under investigation against extremities of environmental hazard, such as heat, moist and cold. John must place the assets under investigation in individual anti-static Faraday bag to avoid possibility of contamination, with clear tags and labels attached. It is of paramount importance for John to document each activity and maintain a time trail of all events and activities.
[image: ]



 Faraday Bag
Fig 3
John then must utilise his camera(forensic investigation only) in taking photographic evidence of the would-be terrorist laptop screen, as it is on standby mode clearly taking a snap shot of the date and time  and the other assets under investigation that he would have been given custody by Mr Wales. John must consult with Mr Wales to be allocated a safe workspace to administer the acquisition, the safe workspace should have lock and key, John should have sole access during the acquisition. 
John having been allocated and established a safe workspace must use appropriate imaging tools permissible and acceptable in the United Kingdom Court of Law. The tool must be appropriate for finding the evidence and the storage destination of acquired evidence must be clean. The recommended storage size of the destination file should be twice of the asset under investigation to cater for any deleted files that may be recovered as well. 
 Write Blocker
[image: ]



Fig4
A write blocker is an important tool in data recovery and acquisition in the prevention of alterations on the original file, failure to use one will register as alteration and changes of data on asset under investigation during the imaging process.
 Volatile Data Extraction
The laptop acquired by John had been on standby mode and not fully switched off. Caution is to be exercised not to lose Volatile data that will be stored on the Random-Access Memory (RAM) of the laptop, as this will be lost once the device is switched off [11]. To retrieve any volatile data John will utilise a tool such as SANS Sift capable of extracting information from the laptop cache memory, registry files and RAM. An investigation on the systems files, process memory, clipboard contents and user log-ons is a method John must use to get temporarily stored digital information.
 Non-Volatile Data Extraction 
The imaging process is a delicate process and John`s approved and selected tool of use would be FTK imager as it can save case meta data and hashes. Imaging is obtaining sector by sector copy of the asset hard disk using software such as FTK. John needs to extract the SSD from the suspects laptop(pictures and documentation of the SSD specs is necessary) and connect it to the write blocker’ The image will then be expanded on the control computer which is John work computer that should be strictly dedicated to deal with evidence retrieved of the current case under investigation.
FTK imager 
Initiating the image creation using FTK 
[image: ][image: ]
Fig 5
 Hashing
In ensuring that integrity was observed John needs to take a hash of the image file as hashes are used in Forensics in the verification of data being provided. Hashing is a mathematical generation of a unique value that represents a file [16] The hashing procedure would be necessary in ensuring integrity of the image and original evidence obtained from the asset under investigation. John can either utilise MD5- though it not recommended but effective as it has now been discovered to have collision issues or the SHA 256 in the Hash calculation and it is considered an ideal calculation of hash values. Documentation of acquisition and consistency is a key requirement in forensics investigations and John has to document acquisition activities.

3)Data Recovery
In undertaking digital forensic investigations there is a possibility to discover loose ends due to missing evidence, as files may have been corrupted and lost from the evidence drive. John has a possibility of discovering files having been deleted accidentally, during seizure by Mr Wales and his team or intentionally by the suspected Terrorist to cover his digital footprints. There is also a risk of John accidently deleting files during acquisition process. As a matter of principle recovery of data is important in the restoration of deleted data and files. In handling data recovery, it is important to note the correct handling of volatile and non-volatile data. 
4)Data Analysis 
Forensic data analysis is an epic task that requires certified expertise, as with any activity regards Forensics investigation analysis, tasks should be documented on the Case timeline investigations form [15]. John the investigator with the forensics image acquired from the crime scene must administer the analysis and retrieve the following for presentation to Mr Wales:
MS Word, Excel, PDF, Images files (jpeg, giff, bmp, tiff), video files (avi, mpeg, dat, mov) and audio files (mp3, wav and rm) related to the case.
MS Outlook contacts, email messages, messenger chat history, cache files, Temporary Internet files.
 John must mount the image on the appropriate analysis forensics tool that has capabilities of retrieving the different file formats. The tools that maybe recommended to John would be FTK and Oxygen Forensic Suite as both tools complement each other in the retrieval of the different required file formats.  The two distros can be also used to generate reports.
5)Reporting 
Accurate documentation and reporting are key in Forensic Investigations and should have basic of Investigative report writing [11]. Contained in James written report would be the Computer Forensic examinations, evidence derived from the analysis and the receipt invoiced with fees for the services rendered. John in HIS write up of the report must clearly state mission and goal and that would be “An Analysis report on evidence evaluation of Heathrow Terror suspect”. Consistency and accuracy are key, with information on the report tallying up with the events documented on the case timeline Forms.
The report should contain methods of data collection, hash value calculations obtained when John carried out the imaging[17] Data visualisation and presentation is key in John`s report, as the analysis of results should be simplified to enable non-technical judges understand contents of the report to enable them to make an informed Judgement. Include and attached to the report would be videos discovered on the suspect`s laptop with a brief description on each attached video, captions on the videos are important for referencing and efficiency during cross referencing.
John must attach the retrieved suspects MS contact list, emails and SMS trail. These details are important in establishing intent, as the list will contain potential known suspects on the list. The list would help in establishing financing trails that may have been provisioned to the terror suspect, a verification if they match account details of those on his contact list. 
Making bomb- Retrieved from the suspects laptop were guidelines on the making of bombs. After analysis and retrieval of these guides, they should form part of John`s report to be presented to Mr Wales as they will reflect suspects intent. 
Travel itinerary- with the detailed travel plans retrieved, John must include this in his report to enable assessment of activities that take place in those areas and then show a connection to the visas endorsed in the suspects passport 
6) Conclusion 
Accuracy and planning are important in Forensics investigation and to minimise the error margins that may invalidate an investigation. The use of the correct tools that are acceptable before a Court of Law is fundamental in the acceptability of investigation results. The best recommended practise is invoicing the client after having concluded the investigations, as pre-investigation invoicing carries a risk of service cost under valuation.
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