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Abstract
The report focuses on the change in methods of terrorism with changing time. It presents that from the organisation style of terrorism before the 21st century, the current era experiences a less sophisticated form of terrorism. In simple words, the shift presents a turn from strategies and planning to more disorganise individual acts. Among the various factors in play, Political factors cannot be ignored as they have played a great role in shaping this transition. Apart from critical analysis, the report also reviews the legislation of the UK on counter terrorism (CT) in response to this transition. Throughout the review and analysis, it has been identified that the legislation and CT strategies of the UK have aptly adapted themselves to this changing landscape of terrorism. After a thorough analysis, the report provides some evidence-backed recommendations for further improvement in the strategies and policy framework. These recommendations include enhancements in the technical network and agency expansion. The aim behind these recommendations is to not only to make the system more resilient but also to reduce the possibilities of terrorist threats.
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Introduction
The existence of terrorism in the UK is nothing new and has been a prolonged act since historical times. The terror of earlier organisations such as the Provisional Irish Republican Army (IRA) (English, 2024), Hezbollah, and al-Qaeda was present even before the start of the 21st century or the 9/11 attack, formally named the September 11 attacks. In the earlier times, these terrorist organisations followed a traditional organisational structure, which is followed by a central leadership with extended networks, be it operational, financial or others. The attack pattern during those times was highly strategic, which resulted from long planning and coordination among a large group. But when that time is compared to the present state of terrorism, which is more focused on individual acts than the then complexly planned act by a whole organisation. This present a transition in terrorism methodologies from a hierarchical one which was based on strategy to the present with low sophistication and highly individualistic such as the act done after getting inspired from the modulus operandi of Daesh or those who are highly influenced by the Extreme Right Wing leading to ERW terrorism (those highly motivated by political factors) where the acts are mostly fuelled by individualism.
There are reasons behind this shift in terrorism methodologies, and the present report is aimed at analysing this transition that has occurred over time and the role of the government in the whole. Thus, to achieve this aim, the report is set to work on the following objectives. Firstly, analysing the periodical shift in terrorism, taking two different points, i.e. a period before the 9/11 attack and one after that, to understand the whole transition; Investigate the transition in the UK counter terrorism approach; Explore and evaluate the available legislation on counter terrorism in the UK and lastly, to list down some improvements and recommendations for the identified gaps and inefficiencies, all supported by proper evidence.
To achieve these objectives, the present report mostly works on qualitative analysis, i.e. reviewing various literature and policies. The structure of the report is also aligned to visualise these objectives.
[bookmark: _Toc214467785]Concepts and theories
The present report covers various concepts and theories; their brief understanding is necessary. Terrorism, when defined in simple terms an intentional act of violence with the intention to harm (Richard, 2015).  But this definition is nowhere near enough to exactly express what terrorism is. Understanding the various ideologies of terrorism, one interprets terrorism as the killing of innocents, and another sees it as the killing of civilians (Miller and Feltes, 2021).  According to the view of various authors (Miller, 2005; Miller, 2007; Miller, 2009; Miller and Feltes, 2021), terrorism is a, strategy which involves various entities; it is a deliberate act with the intention to harm, and such an act should be criminalised and the purpose can be political, ethical or other complex reasons, a mix of many with it aim being to spread terror and fear amongst the target group.
According to section 1 of the Terrorism Act 2000, any action or threat of violence which has the effect of endangering the life, health, safety, and property of another is termed as terrorism (Tudor, 2025).  
Self-initiated terrorists refer to those individuals who work on without any support and work with a personal objective using violence, but though they work in an individual capacity but they are highly likely to be affected by the ideologies and practices of an organised group (Intelligence and Security Committee of Parliament, 2022).
Old terrorism v. new terrorism
Old terrorism is a hierarchical form, which is a highly centralised one where all the terrorist activities are directed from a common single person acting as the centre of the whole organisation (Onursal and Kirkpatrick, 2021). The new terrorism is more decentralised with a focus on online radicalisation (Combs, 2022).
With the changes in time, the terrorism activity has also evolved over time and now to cause mass destruction, armament is not necessary; a few taps of a keyboard are enough to terrorise the whole world (Stepanova, 2008). Information and mass communication means have now become an effective means of terrorism, rapidly replacing physical weapons. There are various existing theories which are working on understanding the interpreting the evolution of terrorism and its transition to its current form. These theories can be categorised into two, one discussing what gives rise to terrorist activity and another delving into the reasons behind the birth of terrorists. The following content of the report is more of a comparative analysis of two periods and the prevalent terrorism module operating in those periods, as well changing government approach and policies.
[bookmark: _Toc214467786] Period A: Organised, hierarchical terrorism (c. 1970s–early 2000s)
During the period of the early 90s, it was believed that for Britain, the most threatening organisation was the Provisional IRA. But this was not the only terrorist entity; apart from this, it was believed that Islamic origin terrorism is the other biggest threat to the country's security (Andrew, 2025). The organisation during these times mostly worked in an organised form, and examples would be the Provisional Irish Republican Army (PIRA) and organisations like Al-Qaeda. The ideologies, though differing, were not entirely different in their operation and organisation. These organisations' strengths lie with their complex planning, strategic implementation and impeccable coordination, but these strengths have one major weakness, and that is their high reliance on intelligence. Thus, a CT approach based on intelligence disruption through network interference was what shaped the UK response to terrorism or more commonly called counter terrorism response.
After the continuous threat from Northern Ireland (NI) from the 1990s, the Islamic threats also began to rise in prominence (M15, 2025). Smith (n.d) has analysed the response of the UK government against the repetitive attacks in NI and these repetitive dealings have made the adept at dealing with the incoming attack of other organisations. The aim may be different, but the mode of operation presents high similarity.
PIRA is a paramilitary group which has been in operation in the UK since the 20th century and is a popular armed group responsible for numerous attacks (BBC, 2023). The structure of this organisation is highly influenced by how most armies are organised. Sophistication in its organisation and operation was evident from its secular aim of forming a united Northern Ireland, freeing it from the control of British forces (Derkins, 2002). This sole objective acted as a fuel for all its actions, and this also provided a proper direction for its actions. It can be said that the political objective enhanced the rationality of their action, which is evident from their choice of strategies and tactics. And this also decreased the previous bloodshed (Rekawek, 2011; Monaghan and McIlhatton, 2020). From observing all the acts done by PIRA, they never acted mindlessly, slaughtering people here and there. The aim was to cause such serious loss and utter damage that it would create such a serious impact on the economic situation, creating a psychological impact resulting in Britain's withdrawal of its forces.
Among the numerous attacks by PIRA, the attack on the British Prime Minister was one such attack which is one of the key terrorist actions in UK history (Carroll, 2023). This attack outlined the strategic operation of the PIRA and acted as an experience for the British Government, which not only improved their counter terrorism actions but also directed the formation of the Prevention of Terrorism (Temporary Provisions) Act 1974. All this contributed to a situation of negotiation and settlement that came to be known as the Good Friday Agreement (CSTPV, 2023).
As the trouble in NI was coming to an end 1990s started with the menace of Al-Qaeda, an Islamic terrorist organisation with global operations. The organisation's actions were fuelled by its aim of the exit of any existing Western forces in Saudi Arabia, and with the further addition of Israel's destruction. This group also present a hierarchical structure and organised operation. As they were not UK-based organisation, they became part of the external threat category. There were no active terrorist operations in the UK territory (Dawson, 2025). The UK, though in no direct connection with the organisation, still became an affected party due to its having custody of an Al-Qaeda member.
The period before the 2000s presents structures and strategic operations among terrorist organisations. Their methods of operation I largely fuelled by their aim. Each organisation has its own specific aim, and the actions it undertakes are all to achieve that aim. In the UK, the most active armed group was the PIRA, which worked for the freedom of Northern Ireland from British forces. Though this form of organisation has its strengths, its weaknesses are similarly numerous. As it offers a clear leader for the target, a logical thinking behind each action, which could be negotiated as occurred (Good Friday agreement). The counter terrorism model of that time was mostly led by intelligence and police forces (Andrew, 2025a). This approach matches perfectly with the terrorism of the time, but with a changing landscape and a sudden shift toward more individualistic actions and a decentralised model, a change in CT response also becomes necessary. The following section will investigate the changing trend and evaluate the parallel response of the government.
[bookmark: _Toc214467787]Period B: Low sophistication / self-initiated actors (post-2014 to present) 
Coming to the contemporary form of terrorism, the 20th-century methodology of terrorism seems like an outdated form. Post 2014, most of the terrorist activity does not present the kind of sophistication that could be found in old-time terrorism activities. The modern trend is featured by lone actors who are fuelled by their own ideologies, which could be an influenced form of others.  In this new era the terrorism has not developed in its tactics and strategic action, but in its ideology. The Daesh organisation has become the main catalyst in shaping the ideologies of modern terrorism. This has also led to the rise of ERW terrorism, i.e. terrorist activity which is fuelled by beliefs. This creates an unpredictable environment without any focal point, creating difficulties in dealing a damaging blow. Due to the decentralised nature and lone action, it has become difficult to deal with the situation at once, and this is further complemented by the growing influence of the internet and easy dissemination of information through various forms of mass communication.
Daesh's main advantage is not its territorial operation but how it has affected individual actions by influencing people to act, creating weapons in people themselves. Through the expansion of its ideology, any person with an internet connection and even a minor grievance could easily convert into an active actor of Daesh (Islamic State) without even becoming part of the organisation, and this also gave rise to the emerging EERW terrorism. The issue with this form of violence is that it is not directly done but uses information dissemination as its means to spread these ideologies. One example is the case of Mashudur Choudhary, who was jailed in 2017 for the offence of preparation for an act of terrorism (Chenoweth et al., 2019).
Looking at the attacks that took place post-2014, specifically the London Bridge and Westminster attack (2017) (EBSCO, 2021), it shows that the level of violence and mass atrocities has not risen, but the traceability of the actual person behind this has reduced. The main point of this whole discussion is that the changing strategies have resulted in the mushrooming of lone actors, which has made it difficult for the government to respond. Thus, as presented by Binder and Kenyon (2022), the present terrorist acts are an effect of online radicalisation, and collective grievance is what brings people together. Amongst the various experience of violent act example including bombing, vehicle attacks these all point that the attacker did not utilise any specific tactics but has simply worked with little planning without any help from professionals, though these acts may be simple and easy to dissolve but they create psychological fear arising from lack of security and frequent act of violence making it challenging for the government to respond. According to the observation of various scholars, the omnipresence of the internet and social media acts as an effective medium to guide people toward violent acts (Kenyon et al., 2024; Binder and Kenyon, 2022; Kenyon et al., 2022).
As mentioned previously, this has also seen a rise in extreme-right violence (ERV), which was earlier treated as domestic extremism (Knudsen and Betts, 2024). And this displaced categorisation has delayed the policy changes and implementations, which have increased the lethality of government preventive measures or counter terrorism response. ERV is not a new concept and has already shown how painful it can be for the public. But during that time, these acts were often overshadowed by the large attacks, making the government less prepared for their sudden onslaught (Bjørgo and Ravndal, 2022).
The response of the UK government is itself a controversial matter. CONTEST strategy is still in operation, which focuses on prevention, protection and preparation (UK Home Office, 2023; Knudsen and Betts, 2024), but since the shift is towards increased online activity, online surveillance is more focused on ensuring early prevention (Thomas, 2020).  From the reviewed literature few cores critical statements can be observed for the current landscape of terrorism. The first being that the government actions are isolating the Muslim community, which they need to engage to ensure that they are not affected by the growing online radicalisation. This is creating the grievance feeling, which is the core element for anyone to convert into a lone actor. Another statement is that in the name of preventing terrorism, government actions and legislations has the effect of curtailing the civil liberties of the general population (OHCHR, 2025).
[bookmark: _Toc214467788]Assessment of UK CT framework
The UK counter terrorism policy has shifted from prevention to an emphasis is placed on protection and preparation elements of the CONTEST strategy. This assessment is greatly influenced by the assessment of the Independent Commission on UK Counter-Terrorism Law, Policy and Practice. As of the present time, the terrorist attack frequency has decreased a lot, but the current framework on counter terrorism is the result of long experience of terrorism activity both before and after 2000. Among the four elements of the CONTEST strategy, prevention is possible only when a clear identification of the core reason has been completed, but in the ongoing trend of online media, clear identification has become difficult. But this element has been utilised quite well through Vulnerability Assessment Framework (VAF), which allows for evaluation of the risk of radicalisation, and this assessment has identified that there exist 22+ indicators which are further categorised in three categories. This framework makes it easy to identify and categorise people to radicalisation vulnerabilities (Bingham Centre for the Rule of Law, 2025). This expansion of the preventive measures implies that the government has realised that if it wants to remove the existence of terrorism from its root, it must target the core of the whole situation (Assessment of UK CT legislation). The most basic legislation on counter terrorism is the terrorism Act 2000 (Dawson, 2025). Apart from this legislation, various supporting legislation and regulations have been in force to counter any form of terrorism. As of present, the government is continuously reviewing the terrorism legal frameworks to ensure timely action and prevention of new threats. The focus of this review is to enhance the effectiveness of the intelligence system and the police, which are two core actors that need to, protect citizens from any kind of hostilities. Another focus of this review is a discussion on the bill, which is focused on working on a diversion for the youth with an increasing number of young criminals (Ministry of Justice, 2025). These show that the UK government is actively reviewing its past data and working on any lacunas which are affecting the effectiveness of counter terrorism policies.
But even after these actions, the problem remains, the present system has been more focused on the identification of the risk, but the next step that their neutralisation seems to have been ignored. Just like prevention, pursue element is just as important as the main element, which works on the disruption of terrorism plans and ensures immediate prosecution of those who are involved in these operations (Skoczylis, 2015). The new CONTEST 2023 has now focused on partnership to ensure that citizens are protected, and this partnership is not only among one or two organisations but a whole partnership which includes not only government and the private sector but also communities and citizens (UK Home Office, 2023a). This partnership seems like an integrated response needed for the current scenario, and this is not without any evidence. Disruptions have been listed by the government that have successfully worked, which has highlighted the efficiency of the CT system and the right direction of adaptation. But it must be understood that adaptation is just a starting point; implementation and control are the crucial steps that determine the result.
[bookmark: _Toc214467789]Wales-specific Considerations
The situation in Wales is slightly different from other parts of the UK. Wales follows a devolved system, which can be said to be partially devolved (Jones et al., 2023; Parken, 2022). But in the other part of the UK, the landscape is entirely different. In Wales, the devolution is done in health, social services, and education (Huckle, 2022; Davies et al., 2024). This devolved system allows for early integration of counter terrorism in health and education though Wales also follows the CONTEST strategy, but that strategy is implemented entirely differently due to its devolved nature. The Social Services and Well-being (Wales) Act 2014 play a crucial part in the care of people. The specific consideration in the aspect of Wales is needed due to a contradiction in the centralised policy and devolved structure of Wales. The overall policy would be the same, but its implementation would be localised based on the local operation and structure. This can create a disconnection between the Wales CONTEST framework and that of the centralised one.
The main gap analysed is that in Wales, the creators are not the implementers, which creates a loophole affecting the efficiency of the implementation of CT strategies and approaches, as the implementers are actually teachers, social workers and medical practitioners who have no role in drafting the policies. This deficit in the policy framing and implementation creates a resistance situation which affects the overall system. The study of Jones and Jones (2019) highlights that this developed structure has become the major barrier, as, due to this structure, the actual implementer of the various elements, especially the preventive element of the CONTEST strategy, feels like an external order or pressure when implementing this policy framework. They do not treat these as an internal part of their state but like an order from London. This creates inefficiency in implementation and directly affects the CT framework's impact on real scenarios.
[bookmark: _Toc214467790]Improvements and Recommendations 
For improvement in counter terrorism, the first recommendation is strengthening the oversight and accountability in the CT system, which would enable efficient implementation and control (Bingham Centre for the Rule of Law, 2025). Investment in multiple agency collaboration is also advised as it would create a better system, which would ensure that all the actors are in collaboration, increasing the efficiency of the CT framework (UK Home Office, 2023a).  In addition to real-time monitoring and collection, real-time sharing could enhance response towards the actual situation. Increased training, literacy and awareness at the public level would further allow better performance.
Review already forms an integral part of the CT policies, but this review should expand to threshold sets as to when intervention must be done. Additionally, clarity on the process and function when it comes to digital investigation not only reduces the scope of concern over data privacy but also provides the investigators with clear direction on what should be done and what should not.
The government is currently working on a bill which is focused on reducing the number of young offenders (Ministry of Justice, 2025), so in addition to this, the focus on lone actors is also recommended. This could be done by setting up a specialised unit for investigation into these matters. As it was previously identified, instead of isolating one community, their inclusion would help more than isolation.
[bookmark: _Toc214467791]Conclusion 
The critical analysis of this report clearly states that there have been significant changes in terrorism methods and modus operandi. In the early years the terrorism in carried out by organisations with a specific aim and with thorough planning. During that time, the organisational structure of the terrorist organisation was more like a military organisation. This pattern shifted with the 21st century, where changing economic, social and technological landscapes also changed the modus operandi of the terrorist organisation and with 2014 onwards, the impact was seen clearly as now the terrorism is no longer done through long planning or by an organised group but by individual who are externally manipulated and internally fuelled by their grievance. This has substantially reduced the major attacks, but at the same time, it has increased the frequency of attacks. Overall, the situation has not turned for positive instead has taken a complex turn. These transitions are not without the impact of government policies. As the government became adept in facing organised terrorism, this factored into the present transition, which is more of a psychological influence than not. Among the recommendations, adaptation and renewed commitment should be added (Basu, 2021). These are the bases that must be considered for creating an effective response to the current terrorism through the CT approach.
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