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1. [bookmark: _Ref235188211][bookmark: _Toc235190323]Part 1 – Risk Assessment
[bookmark: _Toc235190324]Scope
This risk assessment considers a generic electronically/GPS-guided missile/weapon system, such as Brimstone 2, across the Manufacture to Target Disposal Sequence (MTDS), including manufacture, storage, transportation, integration, operational deployment, maintenance, decommissioning, and disposal. It is intended for a safety engineering audience and adopts standard system safety principles consistent with practices described in ISO 31000 [1], IEC 61508 [2], Def Stan 00-056 [3], MIL-STD-882E [4], and general explosives safety management guidance.
The system consists of:
· Airframe control system
· Flight control system
· Electrical power system
· Navigation and positioning system
· Communications system
· Payload 
· Ground Control (or Launch) Station (GCS)
· Software
The assessment follows a simplified MTDS sequence including:
· Manufacture and assembly
· Storage and transportation
· Pre-flight preparation
· Flight operations
· Recovery and maintenance
· End of life disposal
The risk assessment uses a 5×5 risk matrix as given in [Table 1].
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[bookmark: _Toc235190325]Risk Matrix
The risk matrix has been used to assess each identified hazard by considering both the potential consequence and the likelihood of occurrence. This provides a consistent basis for comparing risks across the MTDS and identifying where additional controls are required to achieve an acceptable level of risk.
	
	
	Severity

	
	Risk Matrix
	Minor
(first-aid level injury)
	Moderate
(reportable injury, significant short-term harm)
	Major
(single life-changing injury)
	Severe
(single fatality or multiple life-changing injuries)
	Critical
(multiple fatalities)

	Likelihood
	Certain (10-2)
	Tolerable
	Tolerable, If demonstrated ALARP
	Intolerable
	Not tolerable
	Not tolerable

	
	
	
	
	
	
	
	

	
	Likely (10-4)
	Tolerable
	Tolerable
	Tolerable, If demonstrated ALARP
	Intolerable
	Not tolerable
	

	
	
	
	
	
	
	
	

	
	Moderate (10-5)
	Broadly Acceptable Risk
	Tolerable
	Tolerable
	Tolerable, If demonstrated ALARP
	Intolerable
	

	
	
	
	
	
	
	
	

	
	Unlikely (10-6)
	Acceptable Risk
	Broadly Acceptable Risk
	Tolerable
	Tolerable
	Tolerable, If demonstrated ALARP
	

	
	
	
	
	
	
	
	

	
	Rare (10-9)
	Acceptable Risk
	Acceptable Risk
	Broadly Acceptable Risk
	Tolerable
	Tolerable
	

	
	
	
	
	
	
	
	


[bookmark: _Ref235173766]Table 1 - Risk Matrix



[bookmark: _Toc235190326]Severity Catergory
The severity categories used within this assessment reflect the potential consequences should a hazardous event occur. Categories range from minor injuries requiring basic first aid through to events potentially resulting in multiple fatalities. For the purpose of this report, the severity categories are defined in [Table 2]
	Level
	Description

	E
	Critical (multiple fatalities)

	D
	Severe (single fatality or multiple life-changing injuries)

	C
	Major (single life-changing injury)

	B
	Moderate (reportable injury, significant short-term harm)

	A
	Minor (first-aid level injury)


[bookmark: _Ref235182614]Table 2 - Severity Category
[bookmark: _Toc235190327]Likelihood Category
Likelihood ratings have been assigned based on the expected frequency of occurrence for each hazard. In practice, these values are estimates derived from engineering judgement, operational experience and the effectiveness of existing controls. For the purpose of this report, the likelihood categories are defined in [Table 3]
	Score
	Description
	Equivalent

	5
	Very Likely (10⁻²)
	1 in 100

	4
	Likely (10⁻⁴)
	1 in 10,000

	3
	Possible (10⁻⁵)
	1 in 100,000

	2
	Unlikely (10⁻⁶)
	1 in 1,000,000

	1
	Rare (10⁻⁹)
	1 in 1,000,000,000


[bookmark: _Ref235182641]Table 3 - Likelihood Category


[bookmark: _Toc235190328]Populated Risk Assessment
The risk assessment given in [Table 4] identifies hazards, potential consequences, severity ratings, likelihood ratings, existing controls, and resulting risk levels have been entered and evaluated. It provides a documented assessment of risk and demonstrates how risks have been analysed, managed, and reduced to an acceptable level where reasonably practicable.
	Task/System Description
	Hazard 
	Risk Estimate
(Pre-Control)
	Controls/Mitigations
	Risk Estimate
(Post-Control)

	Electronic subsystem manufacture and assembly
	Electrostatic discharge (ESD) damages safety-critical electronics leading to latent failure in service
	C4
	ESD protected areas, grounded workstations, wrist straps, component screening, IPC standards compliance, environmental controls, manufacturing quality assurance audits
	C2

	Explosive filling and warhead assembly
	Accidental initiation during manufacture causing injury or facility damage
	D4
	Licensed explosive facilities, explosive quantity-distance separation, specialist tooling, remote operations, safety barriers, competent personnel, explosive safety management systems
	D2

	Software development and integration
	Software defect creates incorrect guidance or weapon behaviour
	D4
	Independent verification and validation software assurance plans, coding standards, configuration control, regression testing, digital twin simulation
	D2

	GPS receiver integration
	Incorrect GPS configuration results in navigation failure
	C3
	Functional testing, system qualification, signal validation, mission planning, independent inspection
	C1

	Long term storage
	Battery degradation causes thermal event or system failure
	C3
	Battery health monitoring, environmental conditioning, shelf life management, periodic inspection, storage temperature controls
	B2

	
	Corrosion of connectors or electronics produces latent failure
	C3
	Environmental sealing, humidity control, corrosion-resistant materials, scheduled inspection and maintenance
	B2

	Transport
	Mechanical shock or vibration damages guidance system or fuze
	D3
	Qualified transport packaging, vibration qualification testing, shock monitoring devices, transport regulations compliance, pre-use inspection
	C2

	
	Vehicle accident involving explosive payload
	E3
	Dangerous goods regulations, route planning, driver competency, segregation distances, emergency response arrangements
	D1

	Weapon loading and integration onto platform
	Human error during integration causes unsafe configuration
	D4
	Formal loading procedures, interlocks, competency certification, platform integration testing
	C2

	Weapon loading and integration
	Inadvertent energisation of circuits leading to premature arming pathway
	E3
	Safety critical power isolation, arm/safe devices, fail safe design, independent kill circuits, built in test equipment
	D1

	Operational standby
	Loss of GPS signal causing navigation degradation
	C4
	Multi sensor navigation, inertial navigation backup, anti -jamming technologies, mission planning restrictions
	B2

	
	GPS spoofing or cyber compromise produces incorrect targeting information
	D3
	Encrypted signals, anti-spoofing algorithms, navigation cross-checking, cyber assurance, anomaly detection
	C2

	Operational use
	Inadvertent launch or release
	E3
	Two stage arming philosophy, launch inhibit logic, platform interlocks, independent authorisation controls, verification and validation
	D1

	
	Failure of guidance system leading to unintended impact location
	E3
	Guidance redundancy, safety analysis, mission abort functionality, health monitoring, extensive environmental testing
	D2

	
	Electromagnetic interference affects system behaviour
	C4
	EMC qualification to recognised standards, shielding, grounding, filtering, platform compatibility testing
	B2

	
	Loss of telemetry or health monitoring information
	B3
	Redundant communication paths, fault logging, operator notification, mission planning constraints
	A2

	Maintenance activities
	Maintenance error introduces unsafe fault
	C4
	Maintenance manuals, controlled procedures, independent inspection, certified technicians, tool control systems
	B2

	
	Exposure to hazardous chemicals or energetic materials
	C3
	COSHH compliance, PPE, training, ventilation systems, hazardous material management plans
	B2

	Decommissioning
	Incomplete deactivation of energetic components
	D3
	Approved demilitarisation procedures, remote handling where appropriate, explosive ordnance disposal oversight, verification inspections
	C1

	Disposal and recycling
	Environmental contamination from batteries, electronics or energetic residues
	B3
	Waste segregation, licensed disposal contractors, environmental management systems, hazardous waste controls
	A1


[bookmark: _Ref235187484]Table 4 - Populated Risk Assessment



[bookmark: _Toc235190329]Part 2 – ALARP Justification Report
[bookmark: _Toc235190330]Introduction 
The purpose of an ALARP demonstration is to show that reasonable steps have been taken to reduce risk and that any further reduction measures would not be justified when balanced against the additional benefit achieved [5]. This requires consideration of both the effectiveness of existing controls and the practicality of implementing further measures.
This report demonstrates that the hazard of inadvertent energisation of circuits leading to premature arming within a generic electronically and GPS guided weapon system has been reduced to ALARP. 
[bookmark: _Toc235190331]Hazard Description
The selected hazard is ‘the inadvertent energisation of safety-critical circuits during weapon loading and integration onto the launch platform’. If electrical power were unintentionally applied to arming functions, a premature arming pathway could be initiated, potentially resulting in the unintended activation of energetic components.
The consequences the event could be severe, including fatalities, injuries to personnel, damage to military equipment, destruction of infrastructure, mission failure, and reputational damage. Within the risk assessment presented in ‎[Part 1], the hazard was assigned a pre-control risk estimate of E3, representing a Critical severity event with a Possible likelihood of occurrence. This level of risk was considered intolerable and required mitigation before acceptance.
[bookmark: _Toc235190332]Implemented Risk Control Measures
[bookmark: _Toc208712996]A range of engineering and procedural controls have been implemented to reduce the likelihood of inadvertent energisation in accordance with recognised functional safety and defence system safety principles [2] [3] as captured in the following sections:
[bookmark: _Toc235190333]Power Isolation
A deliberate break is provided between the primary power source and the arming circuitry during non-operational activities. This prevents the arming chain from becoming energised during storage, transport or loading and significantly reduces the likelihood of premature activation caused by wiring faults or human error.
[bookmark: _Toc235190334]Arm/Safe Devices
Independent arm/safe mechanisms provide positive physical separation between the explosive train and functional arming circuits. The system defaults to the safe condition and requires deliberate action before arming can occur.
[bookmark: _Toc235190335]Fail-Safe Design
Where reasonably achievable, failures have been designed to drive the system towards a safe condition. For example, loss of power or interruption of critical control signals prevents progression towards an armed state rather than enabling it.
[bookmark: _Toc235190336]Independent Kill Circuits
Dedicated independent kill circuits are incorporated to remove energy from critical systems in the event of a fault condition. The independence of these circuits reduces the probability of common cause failures affecting both operational and safety functions.
[bookmark: _Toc235190337]Built In Test Equipment (BITE)
Automated self-test functions continuously monitor critical electrical circuits and identify faults before operation. The system inhibits progression to operational status if faults are detected.
Collectively, these controls reduce the likelihood of occurrence from Possible to Rare, resulting in a residual risk estimate of D1, which falls within the tolerable risk region when supported by an ALARP demonstration.
[bookmark: _Toc235190338]Compliance with Legislation
The selected controls reflect established safety engineering principles and recognised industry good practice.
The Health and Safety at Work etc. Act 1974 [5] places a duty on organisations to ensure, so far as is reasonably practicable, the health and safety of employees and others who may be affected by their activities. The principle of reasonable practicability forms the basis of the ALARP concept and requires hazards to be controlled using appropriate preventive measures.
The Management of Health and Safety at Work Regulations 1999 [6] require employers to conduct suitable and sufficient risk assessments and implement appropriate control measures.
Within the defence sector, Def Stan 00-056 [3] requires hazards to be systematically identified and controlled throughout the system lifecycle. The standard promotes the use of inherently safer design, engineered safeguards, and procedural controls to reduce risk to ALARP.
The implemented controls also align with the principles of IEC 61508 [2] , which advocates fault tolerance, fail-safe design, independence of safety functions, and systematic verification and validation of safety-related systems.
The selected mitigations therefore represent recognised and widely accepted engineering practices that would reasonably be expected to be incorporated into any modern guided weapon system.
[bookmark: _Toc235190339]Additional Controls Considered
Some options considered were the addition of a third independence within the arming system. Whilst this would improve fault tolerance, the existing design already incorporates multiple independent barriers, making the overall reduction in risk relatively small.:
[bookmark: _Toc235190340]Triple Redundant Safety Channels
Additional independent safety channels could be incorporated to provide further redundancy within the arming architecture. Whilst this would slightly reduce the probability of inadvertent energisation, the existing architecture already incorporates multiple independent barriers and fail-safe mechanisms. The additional risk reduction achieved would therefore be marginal.
[bookmark: _Toc235190341]Robotic Weapon Loading
Fully automated loading and integration systems could reduce human interaction during installation activities. Such systems could provide a reduction in human error; however, they would introduce significant development costs, infrastructure requirements, maintenance challenge, and additional complexity.
[bookmark: _Toc235190342]Real Time Monitoring Systems
Diagnostic systems operating separately from the weapon architecture could continuously monitor circuit status and issue warnings of abnormal conditions. Although effective, the introduction of a separate monitoring system would significantly increase system complexity and verification effort whilst providing only a limited reduction in residual risk.
[bookmark: _Toc235190343]Dispropotion Assessment 
The implemented controls have already reduced the likelihood of occurrence from Possible to Rare. Additional measures such as automated loading systems, additional layers of redundancy, and supervisory architectures would require substantial costs, extensive redesign, increased maintenance burden, additional training requirements, and significant recertification effort.
The reduction in risk delivered by these measures would be relatively small because the existing design already employs multiple independent safeguards, including power isolation, arm/safe devices, fail safe principles, independency, and fault detection.
Consequently, the costs and implementation associated with these additional controls are considered grossly disproportionate to the limited safety benefit that would be gained.
Exclusion is therefore consistent with the ALARP principles.
[bookmark: _Toc235190344]Maintaining ALARP
ALARP is not permanent and must be regularly reviewed throughout the lifecycle of the system/product.
Residual risk associated with inadvertent energisation will continue to be monitored through incident reporting, safety audits, lessons learned, reliability assessments, maintenance feedback, and periodic/annual design reviews. Changes to legislation, standards, operational use, or system configuration will trigger reassessment of the hazard.
Emerging technologies, including advanced health-monitoring systems, digital twin environments, and autonomous diagnostic capabilities, will be reviewed periodically to determine whether they become technically feasible and economically justifiable. Controls that are currently considered grossly disproportionate may become reasonably practicable as technologies mature and implementation costs reduce.
[bookmark: _Toc235190345]Conclusion 
[bookmark: _Toc299963605][bookmark: _Toc299979339][bookmark: _Toc299979445][bookmark: _Toc299979576][bookmark: _Toc300064561][bookmark: _Toc300065658][bookmark: _Toc299963606][bookmark: _Toc299979340][bookmark: _Toc299979446][bookmark: _Toc299979577][bookmark: _Toc300064562][bookmark: _Toc300065659][bookmark: _Toc299963607][bookmark: _Toc299979341][bookmark: _Toc299979447][bookmark: _Toc299979578][bookmark: _Toc300064563][bookmark: _Toc300065660][bookmark: _Toc299963608][bookmark: _Toc299979342][bookmark: _Toc299979448][bookmark: _Toc299979579][bookmark: _Toc300064564][bookmark: _Toc300065661][bookmark: _Toc299963609][bookmark: _Toc299979343][bookmark: _Toc299979449][bookmark: _Toc299979580][bookmark: _Toc300064565][bookmark: _Toc300065662][bookmark: _Toc299963610][bookmark: _Toc299979344][bookmark: _Toc299979450][bookmark: _Toc299979581][bookmark: _Toc300064566][bookmark: _Toc300065663][bookmark: _Toc299963612][bookmark: _Toc299979346][bookmark: _Toc299979452][bookmark: _Toc299979583][bookmark: _Toc300064568][bookmark: _Toc300065665][bookmark: _Toc299963613][bookmark: _Toc299979347][bookmark: _Toc299979453][bookmark: _Toc299979584][bookmark: _Toc300064569][bookmark: _Toc300065666][bookmark: _Toc299963614][bookmark: _Toc299979348][bookmark: _Toc299979454][bookmark: _Toc299979585][bookmark: _Toc300064570][bookmark: _Toc300065667][bookmark: _Toc299963615][bookmark: _Toc299979349][bookmark: _Toc299979455][bookmark: _Toc299979586][bookmark: _Toc300064571][bookmark: _Toc300065668][bookmark: _Toc299963616][bookmark: _Toc299979350][bookmark: _Toc299979456][bookmark: _Toc299979587][bookmark: _Toc300064572][bookmark: _Toc300065669][bookmark: _Toc299963617][bookmark: _Toc299979351][bookmark: _Toc299979457][bookmark: _Toc299979588][bookmark: _Toc300064573][bookmark: _Toc300065670][bookmark: _Toc299963618][bookmark: _Toc299979352][bookmark: _Toc299979458][bookmark: _Toc299979589][bookmark: _Toc300064574][bookmark: _Toc300065671][bookmark: _Toc299963619][bookmark: _Toc299979353][bookmark: _Toc299979459][bookmark: _Toc299979590][bookmark: _Toc300064575][bookmark: _Toc300065672]The hazard of inadvertent energisation of circuits leading to a premature arming pathway was initially assessed as presenting a risk level of E3 (critical x possible), representing a potentially critical safety event. Through the implementation of controls defined within the risk assessment [Table 4] the likelihood of occurrence has been significantly reduced, resulting in a residual risk rating of D1 (severe x rare).
The selected controls comply with applicable legislation/standards and provide a robust level of safety. Additional controls have been considered and assessed; however, the cost and complexity associated with implementation would be disproportionate to the additional safety benefit.
It is concluded that all reasonably practicable measures have been implemented and that the residual risk associated with this hazard has been reduced to a level that is ALARP.
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