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Abstract

I am writing this report for FinSure Bank. The bank is growing fast but has almost no

security measures in place. Employees use their own laptops and phones to work. Customer
data is not safe. I reviewed two well-known security guides: ITIL [11] and ISO 27001 [10].
Then I made my own simple four-layer plan. My plan includes: defining rules and who is in
charge, identifying risks, implementing protections, and checking laws like GDPR [12]. I also
explain why rules must keep changing—because hackers and technology never stay the same.

I want to help the bank stop fraud, protect customers, and avoid big fines.

01. Introduction

I got a case about FinSure Bank. The bank is digital-first—almost everything is on the cloud.
They let employees use personal devices (BYOD). Customers use mobile banking apps. That

is nice for business, but very dangerous.

Right now, the bank has no single security policy. No one manages risks properly. No one

checks whether they comply with GDPR [12] or other laws. I think this is a big problem.

In this report, I will do two main things:

=> [ will research two security frameworks—ITIL [11] and ISO 27001 [10]—and explain
them with simple diagrams and tables.

=> [ will design my own complete approach for FinSure Bank. I will cover governance,
security policies, risk management, protection tools, contingency planning, Service

Level Agreements (SLAs), and compliance.

At the end, I will also explain why it is good to always have new or updated rules and

standards.

I will state all my assumptions—Iike how big the bank is, how much money they have, etc.

So you understand why I made my choices.

02. Researcher or security Frameworks & models



First, I read about ITIL [11] and ISO 27001 [10]. A security framework is like a recipe—it
tells you step by step what to do to keep information safe. The NIST SP 800-53 framework

[1] is another major standard that provides over 1000 security controls.

2.1 ITIL — Information Technology Infrastructure Library

ITIL is primarily for managing IT services, but it includes a section on ITIL Security

Management [11]. I like it because it connects security with business goals.

What I like about ITIL for FinSure Bank [11]:

% It looks at people, processes, and technology—not just software.
% It has a clear process for handling incidents and problems.

% It helps write Service Level Agreements (SLAs) with cloud providers.

Simple diagram — how ITIL Security Management flows:
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When would I use ITIL? I think ITIL is a good fit for banks that already use it for IT
services. But for pure security, ISO 27001 [10] is more complete. So I will take the incident

response and SLA ideas from ITIL.

2.2 ISO 27000 family (especially ISO 27001)



ISO 27001 is the most famous security standard in the world [10]. You can get a certificate to

show you follow it. It lists 114 controls in 14 groups.

Key parts of ISO 27001 [10]:

e Top managers must be involved—not just IT people.

e You must do a proper risk assessment.
e You must choose controls like encryption, access control, and training.

e You must check and improve all the time—that is called continuous improvement.

Simple diagram—the Plan-Do-Check-Act cycle of ISO 27001 [10]:
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Table: Some important controls from ISO 27001 [10] that I will use
Control Group Examples I will use for FinSure Bank

Access Control Only give access to people who need it. Use

MFA.

Cryptography Encrypt all laptops and phones. Encrypt

data in the cloud.

Physical Security Lock server rooms. No one can enter




without a badge.

Operations Security Back up data every day. Test backups.

Compliance Check GDPR rules [12] every 6 months.

Which one is better? I think both ITIL [11] and ISO 27001 [10] have good ideas. The NIST
Cybersecurity Framework 2.0 [14] also provides useful guidance. For FinSure Bank, I will

mix them.

03. My own security, governance and compliance approach for

FinSure Bank

Now I will design a plan that fits this bank. I will use ideas from ISO 27001 [10], ITIL [11],
and NIST SP 800-53 [1]. I will call it the Four-Layer Protection Plan.

3.1 The four layers—a simple table

Layer Names What | will put in this layer

1 Governance & Policies Who is in charge?
What are the written rules?

2 Risk Management Find dangers and decide
which to fix first.

3 Protection Mechanisms Tools, training, backups,
contingency plans.

4 Compliance & Improvement Check GDPR [12], audit,
update, everything.




Diagram of my four layers:
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3.2 Layer 1—Governance and policies

First, I will create a Security Governance Committee. Members: IT manager, legal person,

HR, a senior manager, and a compliance officer. They meet once a month. According to ISO

27001 [10], leadership commitment is essential.

Policies I will write:

Policy Name What it says in simple words

Acceptable use policy Employees can only use bank systems for
work

BYOD policy Personal devices must have antivirus, screen
lock

Data protection policy Customer data must be encrypted

Incident response policy If breach happens, call IT manager within 1
hour

Password policy Minimum 12 characters, change every 90
days, use MFA




SLA with cloud provider The cloud provider must respond in 2 hours

[11]

3.3 Layer 2 — Risk management

I will use a simple risk matrix based on the NIST Risk Management Framework [15]. For

each risk, I assign a Likelihood (1-5) and an Impact (1-5) score. Multiply to get a risk score.

Example risk table for FinSure Bank

Risk Likelihood | Impact | Score | What I will do
Employee loses laptop with customer 3 4 12 Encrypt all
data laptop [1]

A hacker breaks into cloud system 2 5 10 Strong

firewalls. Patch

monthly
Insider sells customer info 2 5 10 Monitor access

logs [1]
BYOD device gets malware 4 3 12 Require

antivirus [11]

GDPR fine for not reporting breach [12] | 1 5 5 Report within
72 hours

3.4 Layer 3—Protection mechanisms

Table of protection tools I will use based on NIST SP 800-53 [1] and ISO 27001 [10]:

Total practice How it helps

Multi-factor authentication (MFA) Even if the password is stolen, hacker
cannot log in

Ful disk encryption If a laptop is stolen, data is scrambled [1]




Endpoint detection (EDR) Finds viruses on BYOD devices

Firewall and network segmentation Customer data is on separate network

Daily backups (tested weekly) If ransomware hits, restore from backup

Security awareness training (every 6

Teaches staff not click phishing links [16]
months)

Phishing simulation (monthly) I send fake phishing emails to test staff

Contingency planning [1]: I will write a Disaster Recovery Plan (DRP) and Business
Continuity Plan (BCP).

Simple contingency flow:
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3.5 Layer 4—Compliance and improvement

FinSure Bank must follow GDPR [12] because it has customers in Europe. Also, local

banking laws. The UK ICO provides detailed guidance [13].

GDPR checklist table [12]:

GDPR requirement How I will meet it

Article 32—Security of processing

Encryption, access, control, regular, testing




Article 33—Breach Notification Tell authority within 72 hours

Article 35—Data protection impact Do DPIA before new app or service
assessment (DPIA)
Article 15—Right to access Give customer data within 30 days

How I will keep improving [10][14]:

R
°

Internal audit every 6 months.

0.
L X4

External audit every year.

0,
*o*

After every audit, update policies.
% Watch security news from ENISA [16].

04. Why is it good to constantly have new or updated regulations and

standards

Now I explain why rules must keep changing. The ENISA Threat Landscape 2024 [16]
shows that cyber threats evolve rapidly.
Reason 1—Technology changes all the time

Five years ago, nobody worried about Al phishing. Old rules did not mention cloud or
BYOD. New rules force everyone to keep up. For example, GDPR [12] came into effect in
2018 and required breach reporting within 72 hours—that was a good change.

Reason 2—Hackers also learn and improve

It is like a game: defenders and attackers both get better. After the WannaCry attack in 2017,
many countries updated their cyber laws. The NIST CSF 2.0 [14] was updated in 2024 to
address new threats.

Reason 3 — What customers want changes

People now care more about privacy. New laws like GDPR [12] came into being because

customers demanded it. If a bank only follows old rules, customers will lose trust.

So in short, updating rules is not a burden. It is necessary protection for everyone.



05. All my assumptions

Assumption

What I assumed

Size of bank

About 500 employees, 2000000 customers

Budget for security

Around 5000,000 pound per year

Existing technology

Microsoft 365 and AWS cloud. Basic
firewalls, no MFA

Regulatory environment

Must follow GDPR [12] and local financial

rules

Security maturity

Very low—no formal policies before my

report

Management support

CEO and board will approve my plan

No major breach yet

No big hack has happened—so we have

time

BYOD devices

Windows laptops and Android or iPhones

Cloud SLA

Cloud provider agress to 2 hour response

[11]

06. Conclusion

FinSure Bank is in a dangerous position. No unified governance, no risk management, no

compliance checks. But I believe it can be fixed.

I researched ITIL [11], ISO 27001 [10], and NIST frameworks [1][14]. I took the best parts

and designed my own four-layer protection plan with:

% A security committee and clear policies (Layer 1)

% A risk matrix (Layer 2) based on NIST RMF [15]

% Practical protections like MFA, encryption, training, backups (Layer 3)

10



% GDPR compliance [12] and regular audits (Layer 4)

I also explained why rules must keep changing — because technology, hackers, and customer

needs never stand still [16].

What the bank should do first:

% Set up the Security Governance Committee this month.

% Write and approve a BYOD policy and incident response policy.
% Enable MFA for all employees within 2 weeks.

% Run security awareness training for everyone [16].

% Do a first risk assessment using my risk table.

If the bank follows my plan, I am confident it can reduce fraud, protect customer data, avoid

big fines, and build trust.
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