Lab 2 Analyse Network Packets

Record your reflection:
Does the source MAC address match your PC interface?
Yes 

Does the destination MAC address in Wireshark match your team member MAC address?
Yes

How is the MAC address of the pinged PC obtained by your PC?
The Mac address is pulled by a request

Record your reflection:
IP address for www.yahoo.com: 87.248.100.216
MAC address for www.yahoo.com: 18:35:d1:09:24:98

IP address for www.cisco.com: 104.127.16.186
MAC address for www.cisco.com: 18:35:d1:09:24:98

IP address for www.google.com: 216.58.213.4
MAC address for www.google.com: 18:35:d1:09:24:98

What is significant about this information? All the MAC addresses are the same 

How does this information differ from the local ping information you received in Part 1? 
When you ping to local host it will return The MAC address from the PC. But if you were to ping a remote host the MAC address would come back of the gateway Lan interface.

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the remote hosts?
The Mac Addresses for remote hosts aren’t known, hence why the default gateway is used. When it reaches the gateway router the original information is stripped and then adds a new layer, which the MAC address is then attached.

Part 3
Record your reflection:
What is significant about the contents of the destination address field?
Most Hosts on a LAN would receive broadcast frames, the host would send a ping to the source, that would then reply which would have the MAC address of the default gateway.
 
Why does the PC send out a broadcast ARP prior to sending the first ping request?
The host needs to know the destinations of the MAC address before it can attach anything to the ping, the ARP is used to find out the MAC Address of the host which would have the ip address?

What is the MAC address of the source in the first frame?
18:35:d1:09:24:98
 
What is the Vendor ID (OUI) of the Source NIC in the ARP reply?
Giga-Byt 97:5c:98
 
What portion of the MAC address is the OUI?
3 octets MAC ADDRESS is the OUI?

What is the NIC serial number of the source?
 97:5c:98



Part 4

What is the IP address of the PC default gateway?   192.168.0.1


What is the MAC address of the PC NIC?     B4:2e:99:97:5c:98

What is the default gateway’s MAC address?  54:60:09:0b:8c:44 

What type of frame is displayed?   IPV4

What is the source IP address?      192.168.0.69

What is the destination IP address?  192.168.0.30

What do the last two highlighted octets spell?   hi

What device and MAC address is displayed as the destination address?   B4:2e:99:97:5c:98

ping www.cisco.com
Record your reflection: In  the  first  echo  (ping)  request  frame,  what  are  the  source  and  destination  MAC  addresses?
Source – 192.168.0.69
Destination – 104.127.16.186

What are the source and destination IP addresses contained in the data field of the frame?  
Source – 192.168.0.69 Still the same IP Address
Destination – 104.127.16.186 – The address of the server for cisco

Compare these addresses to the addresses you received already. The only address that changed is the destination IP address.  Why has the destination IP address changed, while the destination MAC address remained the same?
The Layer 2 frame will never leave the Lan, but when a ping has been sent to the host, the source will then use the gateway MAC Address. Then the gateway will receive the packet, strip the layer 2 frame and then create a new frame header with the new MAC address.

Wireshark does not display the preamble field of a frame header. What does the preamble contain?
The preamable field would contain 7 octets which would alternate 1010 sequnces
