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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


1. Introduction
When the network protocol IPv4 was first envisaged, no one dreamed that the world one day run out of usable address so quickly. With the advent of Internet-of-Things the requirement for individually assigning a device an address required a new addressing scheme that could identify devices without the need for work arounds and Network Address Translation (NAT), systems.


The following sections of this report describe the main features of IPv6.

2. IPv6 Overview

Although generally people think that IPv6 is new, the development of the protocol has been around since the 1990s. RFC 2800 is the latest version of the standard, published by IETF in 2017 [3].

Internet Protocol version 6 (IPv6), is the successor to IPv4. IPv5 was focused on media traffic but was never adopted, therefore, because the name IPv5 was already taken by a previous RFC, the new standard was entitled IPv6. 

“The Internet Engineering Task Force (IETF) began the effort to develop a successor protocol to IPv4 in the early 1990s” [1]


3. IPv6 Features

The following sections describe the key features of IPv6 and compares with IPv4.

3.1 Addressing Size

Before the concept of “the internet-of-things” it was recognised IPv4 address were inadequate, therefore, a core requirement of IPv6 standard was essentially to meet this need of provide additional addressing. The standard takes into to account for increased usage the addressing scope is large, the IPv6 address space “provides an IP address for every grain of sand on the planet” [1]

The protocol uses 128bits for the source and destination address, this equals to for 2128, or 340,282,366,920,938,463,463,374,607,431,768,211,456 available addresses!

3.2 IPv6 Structure 

The IPv6 packet structure is made up of a header and payload. The payload being the data being transmitted which can be variable in length.

3.2.1 Header

The header part of the IPv6 packet is made up of 40bytes as shown in Table 1 below, the following information is taken from a summary of the RFC as described in IPv6 Fundamentals [2]
 
	Header field
	Bits

	Version
	4

	Traffic Class – 8 bits
	8

	Flow label – 20 bits
	20

	Payload length 16 bits
	16

	Next header 8 bits
	8

	Hop limit 8 bits
	8

	Source address 128bits
	128

	Destination address 128bits
	128


Table 1 – IPv6 Header Structure*
*Data taken from IPV6 Fundamentals [2]

Note: that the ICMPv6 protocol is available to allow for troubleshooting connectivity between IPv6 devices and used by utilities such as the ping command.

3.2.2 Payload

Each IPv6 packet will contain single payload, which contains the user data, the payload comes after the header in the datagram. The payload size is specified in the head field “Payload length”. The maximum size of a payload is 65,535bytes [3].  

3.2.3 IPv6 Extension Headers

The protocol allows for optional headers to be added to the data packet after the Header. These optional headers allow for the expansion of the protocol without the need for redesign. The Next header bits of the previous header point to the next header in the packet to be processed. This next header could for example include security information for authentication or encryption. The headers will sit before the actual data payload part of the message.

It is important to note that adding headers will reduce the size of the payload.

3.3 IPv6 Address format

As where IPv4 uses decimal for human readable representation of the source and destination address, IPv6 addresses are represented using hexadecimal notation, with a colon as the separator e.g.
	
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF 

It is also acceptable to omit trailing zeros by uses the double colon notation :: e.g.

	FF12:FD21:AD10:AC11::
 

3.3 Security

Security measures in IPv4 in the early trusted networks were considered a low priority. So, security features were an after thought for IPv4. However, IPv6 gave the opportunity for security to be part of the design from the beginning.

“RFC 4301 describes a security architecture for both versions of IP for IPv4 and IPv6” [1]

Security in IPv6 is a mandatory feature, as opposed to an optional feature of IPv4. The Authentication header carries the security information in the datagram.

It is important to note that IPv6 is no more secure that IPv4 with IPsec installed, the main difference is that IPv6 there is no option to ignore security.

	IPv6 packets can be protected from eavesdropping, replay, packet
   	insertion, packet modification, and MITM attacks by use of the
   	"Security Architecture for the Internet Protocol" [RFC4301]. [3]



3.4 Autoconfiguration

A key feature of IPv6 was the ability for automatically assign an address rather than rely on DHCP configuration or manual configuration

“The autoconfiguration capability of IPv6 saves network administrators a lot of work” [2]

This avoids the need for DHCP services and introduces an “out of the box” approach for devices to immediately connect to the internet rather than manually setting device to set IP configuration.

3.4.1 Stateful or Stateless?

As the protocol autoconfiguration capability allows the host device to be stateless, concerns within the industry were raised by network professionals regarding the inability to control or monitor their networks. However, administrators will still have the ability to configure networks and hosts devices to use DHCPv6 to allow for full control. In addition, the ability to include security as part of the data packet also alleviates some of the concerns.  


4 Future

Rapidly expanding countries around the world where internet use is relatively new are starting out with IPv6 rather than having a migration exercise from IPv4. However, one of the design aims of the IP6 protocol was to ensure it could co-exist with IPv4 networks to ensure a smooth and managed transfer e.g. allowing legacy devices to be retired gracefully or gradual adoption of IPv6 on existing networks.

Because of the ability to coexist, there is no sudden move from IPv4 to IPv6 for industry as the use of NAT64 should allow the smooth and gradual move during the natural lifecycle of equipment and skillsets. Many concepts and tools of IPv6 are similar to IPv4 again allowing network engineers to control traffic and be familiar with concepts.  
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B 2000
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D 500
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F 180
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E 60
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.11.63

	A 16
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C 6
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	F Router 2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	F Router 2
	172.16.13.108
	255.255.255.252
	172.16.13.133
	172.16.13.134
	172.16.13.135

	F Router 2
	172.16.13.112
	255.255.255.252
	172.16.13.113
	172.16.13.114
	172.15.13.115
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