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[bookmark: _Toc484781437]Abstract
There are many ways to identify individuals. Fingerprints are one human characteristic that is are used in biometrics.
Fingerprint scanners have increasingly popular with mobile phone companies for added security for the users. Microsoft includes drivers that recognise USB fingerprint modules as an additional security feature.  A security system using fingerprint recognition to control access to a secure room is being considered. This project will research existing technologies and systems for a system to be developed.
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1.0 [bookmark: _Toc484781440]Introduction
There is a requirement that access to secure rooms is restricted to authorised persons only. To prevent access to these rooms, security devices are in place that only allows authorised persons to enter. The basic device used to prevent access is a lock and key, and ensuring the key is stored securely. This is not a reliable method as the key would need to be in a place that is accessible to the authorised persons, or copies of the key could be made for each person. A key could be lost, or passed onto unauthorised persons giving them access. 
To increase the security of the room and make it harder for unauthorised access, another device could be used in place of, or in addition to the lock and key. A mechanical push-button locking mechanism with hundreds or thousands of codes that can be easily changed is a convenient and simple solution. The code can be given to authorised persons to grant them access whenever they require it. However, the access code can be obtained by unauthorised persons and they can gain access.
With the advancement of technology, fingerprint recognition devices have become common being used extensively by mobile phone companies on their devices and Microsoft have included drivers to support USB fingerprint scanners as an alternative method to log into Windows.
With fingerprints being unique to the individual, a fingerprint scanner could be used to allow access to secure rooms for authorised persons.
The aim of this project is to develop a fingerprint recognition system to allow authorised persons into secure rooms. 
1.1 [bookmark: _Toc484781441]Aims and Objectives
· Research will be carried out into what makes a fingerprint unique, and how a system can identify individual fingerprints.
· A suitable fingerprint module will be identified to suit the project’s requirements.
· A computer simulated prototype will be developed, using a microchip to control the fingerprint scanner.
· Once proven in simulation, a hardware version will be built that will control the fingerprint scanner.
2.0 [bookmark: _Toc484781442]Research and Literature Review
This chapter aims to show the following:
· A brief history of fingerprint identification, including the pioneers that have developed systems and processes.
· Descriptions of the different types of patterns found in fingerprints.
· Details of fingerprint minutiae that fingerprint identification systems use to identify individual fingerprints.
· Research into the technologies that have been developed for fingerprint scanners.
2.1 [bookmark: _Toc484781443]History of Fingerprint Identification
Fingerprints have been used for identification purposes for several hundred years; the following timeline gives an overview of the methods and research in the development fingerprint identification.
2.1.1 [bookmark: _Toc484781444]Prehistoric Times
The people of the Mi'kmaq First Nation in Nova Scotia have documented some of their culture and lifestyles through art, some of which are rock carvings or petroglyphs. Some of these Petroglyphs depict hand and foot prints. One of these handprints shows the creases and spirals on the palm and finger tips. 
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Pictures\Nova Scotia.jpg]
[bookmark: _Toc484771449]Figure 1 - Petroglyph tracing of a handprint found in Nova Scotia [1]
References from the era of the Babylonian king Hammurabi (1792-1750 BC) showed that fingerprints were used in place of signatures for people that had been arrested. By 1900 BC parties involved in legal documents impressed their fingerprints into clay tablets where the contracts had been written. 
From 246 BC, Chinese officials were using clay seals with fingerprint impressions to seal documents. After the invention of silk and paper, impressions of handprints were placed on documents. 
The Chinese historian Kia Kung-Yen in 650AD remarked that fingerprints could be used as a means of authentication.

2.1.2 [bookmark: _Toc484781445]1858 - Sir William Herschel
Sir William James Herschel, Chief Magistrate of the Hooghly district in Jungipoor, India, became concerned about the distrust of evidence given in court; he came up with a system to hold the natives to their agreements.
In July of 1858 Sir William invited local tenders to supply building materials to build a road from Jungipoor. He came to an agreement with local named Rajyadhar Konai and Sir William asked him to draw up the agreement in his own hand. Normally the agreement would be signed in the upper right hand corner when Sir William stopped Rajyadhar and read the agreement. He decided to try an experiment to take a print of his hand in place of his signature. Both men then studied his print against another print that Sir William had made noting how they were different.

[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Pictures\hershcel_konai_contract.jpg]
[bookmark: _Toc484771450]Figure 2 - Palm Print of Rajyadhar Konai on his contract with Sir William Herschel [2]

Sir William was pleased with his finding that he conducted trials on his own fingers and noted the advantages of using them over a whole handprint.
After fifty seven years of experiments and taking his fingerprints, Sir William noted how they did not change over time. 
2.1.3 [bookmark: _Toc484781446]1880 - Dr Henry Faulds
Dr Henry Faulds, the British Surgeon-General-Superintendent of Tsukiji Hospital in Tokyo, Japan, noted the impressions by craftsmen left on pieces of clay and wondered if the patterns were unique to the individual. 
An individual was accused of stealing items from Tsukiji Hospital; Dr Henry, believing the individual to be innocent, compared prints found at the crime scene with the accused’s fingerprints and found them to be different, which lead to the release of the suspect.
Faulds published his findings in “Nature” Magazine in which he suggested using printer’s ink as a method of obtaining the fingerprints. He also created a classification system for fingerprints. He forwarded these classifications to Sir Charles Darwin who in turn sent them on to Sir Francis Galton.
2.1.4 [bookmark: _Toc484781447]1892 – Sir Francis Galton
In 1892 Sir Francis Galton published a book discussing the individuality and permanence of fingerprints. Based on his observations in the 1880s he concluded that fingerprints do not change over time and that the probability of two individuals having the same fingerprints was one in 64 billion.
In his book he proposed a new classification system for fingerprints and he was credited with naming five of the details found in fingerprints: dot, ending ridge, enclosure, bifurcation and island. These are often referred to as Galton’s details.
2.1.5 [bookmark: _Toc484781448]1901 – Sir Edward Henry
Sir Edward Henry, who was appointed Inspector-General of Police of Bengal, had exchanged correspondence with Galton regarding the use fingerprinting to identify individuals and devised the first official classification of fingerprints. After publishing his book “The Classification and Use of Fingerprints” he appeared before the United Kingdom Home Secretary Committee to explain his system, after which the committee recommended his system as a replacement for the Bertillon system of anthropometric measurement. The system became known as the Henry Classification System. 

2.1.6 [bookmark: _Toc484781449]1980 – Automated Fingerprint Identification System
The first computer system to be used to identify fingerprints was developed and put into use was the automated fingerprint identification system (AFIS). The new system relied heavily on the Henry Classification.
2.2 [bookmark: _Toc484781450]Fingerprint Patterns
Fingerprints are formed before birth when the foetus is around twelve to sixteen weeks old and do not subsequently change throughout a person’s life. 
A fingerprint is made up from the lines on the pads of fingers. These lines are called friction ridges and are believed to help increase grip when holding onto an object. Each person’s fingerprint is unique. 
Fingerprints are formed from raised lines in the epidermis, the lines are known as ridges and the dips in between are known as valleys.
The ridges form patterns and these patterns are categorised into three patterns: Loops, Whorls and Arches.
2.2.1 [bookmark: _Toc484781451]Loops
Loops are where the lines flow from the outside into the middle and loop back round on themselves.
There are two types of loops: Radial Loops which points towards the thumb and Ulnar Loops which points towards the little finger.
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\loops.png]
[bookmark: _Toc484771451]Figure 3 - Examples of Ulnar Loops and Radial Loops [3]
2.2.2 [bookmark: _Toc484781452]Whorls
Whorls are where the lines create circular patterns. Whorls are categorised into four types: Plain Whorl, Central Pocket Whorl, Double Loop Whorl and Accidental Whorl.
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Plain Whorls.png]
[bookmark: _Toc484771452]Figure 4 - Examples of Plain Whorls [3]
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Central Pocket Loop Whorls.png]
[bookmark: _Toc484771453]Figure 5 - Examples of Central Pocket Loop Whorls [3]
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Double Loop Whorls.png]
[bookmark: _Toc484771454]Figure 6 - Examples of Double Loop Whorls [3]
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Accidental Whorls.png]
[bookmark: _Toc484771455]Figure 7 - Examples of Accidental Whorls [3]
2.2.3 [bookmark: _Toc484781453]Arches
Lines enter from one side of the print to the other, but rise and fall creating an arch effect. Arches can be categorised into two types; Plain Arch and Tented Arch
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Plain Arches.png]
[bookmark: _Toc484771456]Figure 8 - Examples of Plain Arches [3]
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Tented Arches.png]
[bookmark: _Toc484771457]Figure 9 - Examples of Tented Arches [3]



2.3 [bookmark: _Toc484781454]Identification Marks within Fingerprints
In each fingerprint there are identification marks which can be used in fingerprint analysis. These marks are called Minutiae or ridge characteristics. Everyone has fingerprint patterns but the types and position of the Minutia are what makes a fingerprint unique.  It is these ridge characteristics that fingerprint scanners use to produce unique identification files.
The following diagram shows the various Minutiae found in fingerprints;
[image: C:\Users\snobes\Desktop\points.jpg]
[bookmark: _Toc484771458]Figure 10 - Fingerprint Minutiae [4]
Ridge Ending - A single friction ridge that comes to an end within the friction ridge structure.
Bifurcations - The point at which one friction ridge divides into two.
Dots - A ridge unit whose length is approximately the same size as its width.
Island (Short Ridge) - Friction ridges of varying lengths within the friction ridge structure.
Lakes (Enclosures) - A single friction ridge that splits into two and joins after a short while.
Hooks (Spurs) - A bifurcation with one short ridge branching off a longer ridge.
Trifurcations - The point at which one friction ridge divides into three friction ridges.
Bridge - A connecting friction ridge between parallel ridges, generally at right angles.
Ridge Crossing - A point where two ridge units intersect.

2.4 [bookmark: _Toc484781455]Types of Scanners
There are several types of technology that have been developed for fingerprint scanning. 
2.4.1 [bookmark: _Toc484781456]Optical Scanners
Optical scanners use either a CCD (Charged Coupled Device) or CMOS (Complementary Metal Oxide Semiconductor) based optical imagers. The scanner uses a bright light to illuminate the finger when placed on the scanner and a photograph is taken. The scanner then processes the photograph to produce a unique code which can then be saved in memory.
[image: C:\Users\snobes\Documents\College\Year 3\Major Project\Optical Sensor.jpg]
[bookmark: _Toc484771459]Figure 11 - Diagram to show how an Optical Sensor works [5]
Optical Sensors are one of the cheapest and simplest sensors to manufacture, however they are also one of the easiest to trick using false fingers and photos of fingerprints etc.
2.4.2 [bookmark: _Toc484781457]Capacitance Scanners
Capacitance scanners use a matrix of capacitors to produce an image of a fingerprint. Each capacitor is made up of a pair of tiny plates that give it a known value of capacitance. When a finger is placed on the scanner it creates a capacitance effect between skin and capacitor, this alters the value of the capacitor. Ridges and valleys have different effects on the capacitors, which can be processed to give an image of a fingerprint.
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[bookmark: _Toc484771460]Figure 12 - Diagram to show how a Capacitance Sensor works [6]

2.4.3 [bookmark: _Toc484781458]Thermal Scanners
These are similar to Capacitance Sensors but use the heat differences to distinguish between the valleys and ridges when a finger is placed on the sensor.


3.0 [bookmark: _Toc484781459]Methodology
This chapter will provide a methodology of the how the project was set up and its software and hardware requirements.
3.1 [bookmark: _Toc484781460] Hardware
The following is a list of Hardware and Software used to obtain the results given.
Computer
A key requirement for this project is to simulate the control system before transferring to hardware. To run the required software a computer with an internet connection will be required.
KOOKYE Optical Fingerprint Reader Sensor Module
This module is a key component of the project. It has the ability to accept Commands from and return confirmation messages to a computer/control system. The User Manual can be seen in Appendix A [7]. 
USB to Serial TTL adapter
A USB to Serial TTL adapter will be required to interface the fingerprint scanner module with the PC. 
PIC16F887 Microcontroller 
To interface with the fingerprint module a PIC (Peripheral Interface Controller) will be required, the PIC16F887 Microcontroller [8] was selected.
3.2 [bookmark: _Toc484781461]Software
Operating System
Microsoft Windows will be required to run the simulation software on the PC. Microsoft Windows 7 SP1 was used for this project.
Proteus
A platform will required to set up a simulation of the proposed system which should be able to simulate PIC programmes. Proteus Design Suit by Labcentre Electronics will used for this task. Proteus ver. 8.1 was used for this project.
CCS
To compile the programme for the PIC a C Compiler is required. CCS PIC-C ver.5.048 was used for this project. 
PuTTY
PuTTY is an open source SSH software and will be initially used to test the connectivity between the PC and the Fingerprint Module.
3.2.1 [bookmark: _Toc484781462]Development Plan
The purpose of this project is to be able to control a fingerprint scanner module with a controller. 
The following is a plan of how the development will be conducted:
· A suitable fingerprint module and PIC will be selected
· The fingerprint module will be controlled by a PIC in the controller. To be able to do this the programme for the PIC will need to be developed. This will be done using Proteus to simulate the PIC and hardware components.
· Once the programme is working satisfactorily, and is able to save fingerprints to memory (enrol) and search for fingerprints the prototype hardware equivalent will be built, with a PIC being loaded with the programme. 
· When the hardware prototype is functioning and has been proven to enrol and search for fingerprints, the hardware will be mounted into a suitable enclosure for demonstration.



4.0 [bookmark: _Toc484781463]Design and Implementation
This chapter will cover the following;
· System requirements
· Fingerprint Module Selection
· PIC Selection
· Simulation Set Up
· PIC Programme                                                                                                                                                          
4.1 [bookmark: _Toc484781464]System Requirements
The following list states what the system should entail;

· The system should be a standalone unit that is not controlled from a computer; a microcontroller should be used instead.
· The system will be powered by 230VAC.
· The system will have a Fingerprint Scanner module that is easily accessible to users.
· The system should be able to store at least three fingerprints in memory for identification of authorised persons.
· The system will be able to determine if a fingerprint is from an authorised person or not.
· The system will output confirmation if a fingerprint is from an authorised person or not.
· The system will have a method of input for commands.

4.2 [bookmark: _Toc484781465]Fingerprint Scanner Selection
A critical part of the project is to incorporate a fingerprint scanner module. Research has been carried out to find an appropriate device for the project.
Both Capacitance and Optical modules were considered with the following devices standing out. Table gives four modules considered comparing their specifications.
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	Specification
	R301 Mini Integrated Capacitive Fingerprint Collection Identification Module
	C Sensor Module
	GT-511C1R Optical Fingerprint Scanner
	KOOKYE Optical Fingerprint Reader Sensor Module

	Supply voltage
	4.2 to 6.0VDC
	3.3VDC
	3.3 to 6.0VDC
	3.8 to 7.0VDC

	Operating Current
	40mA
	<100mA
	<130mA
	<65mA

	Fingerprint Image Input Time
	< 0.30 seconds
	< 0.45 seconds
	< 3.00 seconds
	< 1.00 second

	Fingerprint Template File Size
	496 bytes
	496 bytes
	504 bytes
	512 bytes

	Storage Capacity
	1700 files
	3000 files
	20 files
	1000 files

	Search Time
	< 0.30 seconds
	< 0.45 seconds
	< 1.50 seconds
	< 1.00 second

	Interface
	UART, USB
	UART
	UART, USB
	UART

	Price
	£18.79
	£32.45
	£17.99
	£24.99
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[bookmark: _Toc484771443]Table 1 - Comparison of four fingerprint modules considered for the project
All four Modules were deemed to be suitable for the project. They all had the same method of interfacing, fingerprint template size and similar fingerprint image input time. The number of fingerprints the module could hold in memory differed quite considerably; however as the requirement was a minimum of three then this was not a factor.
Of the four, the R301 module was the first choice. From the research conducted it would appear capacitance scanners are harder to trick with fake fingers, so a capacitance scanner would be selected over an optical scanner. The R301 module has a fingerprint image input time, and search time of less than 0.3 seconds, which is slightly quicker than the C sensor module which was less than 0.45 seconds. It is also a lot cheaper, nearly half the price of the C Sensor Module.
The Module that was used in the end was the KOOKYE Optical Fingerprint Reader Sensor Module, because it had the shortest lead time on delivery. The other three modules were all dispatched from China and had an estimated delivery time of over 28 days. Waiting this length of time would impact the project, and the Kookye was located in the UK with next day delivery available.
The two main functions that will be required of the fingerprint module will be to enrol fingerprints and to search for enrolled fingerprints.  The module has a list of basic commands that can be sequenced together to form these functions. 
4.3 [bookmark: _Toc484781466]PIC Selection
One of the system requirements was to be a standalone system with a Microprocessor Controller, a PIC16F887 Microcontroller was selected. It includes 8MB flash memory, 256 bytes EEPROM, UART and USB interface, and was available in the Proteus Simulation Software.


4.4 [bookmark: _Toc484781467]Simulation Set Up
Once the Fingerprint module had arrived it was connected to the USB to Serial TTL adaptor, table 1 shows the configuration.
	Fingerprint Scanner Module
	USB to Serial TTL Adaptor

	Connection
	Colour
	Connection
	Colour

	VCC (+5Vdc)
	Red
	VCC (+5Vdc)
	Red

	GND
	Black
	GND
	Black

	TXD
	Green
	RXD
	White

	RXD
	White
	TXD
	Green


[bookmark: _Toc484771444]Table 2 - Fingerprint Module and USB to Serial Adaptor wiring Schedule
It can be seen from the above table that the transmit (TXD) from one device is connected to the receive (RXD) of the other device. This enables commands to be transmitted from one device and received by the other.
The USB to Serial Adaptor was then connected to a computer that had PuTTY installed. PuTTY had to be set up with the Baud rate to match the Fingerprint Scanner Module which was 57600bps, and the correct input port had to be defined.
At initial power on the module takes approximately 30ms to initialize, after which it sends a byte of data (0x55) to confirm ready.  Once PuTTY was running, the fingerprint module was powered on and the confirmation byte could be seen. 
The next stage was to set the simulation up in Proteus. Figure 17 shows the circuit layout that was built in Proteus for simulation. 
To connect Proteus to the outside world it has a Serial Port Interface module that can be selected and configured to any serial port in the computer. The module was set up with the correct baud rate of 57600bps, and the correct input port.
Along with the Interface Module, the PIC, three virtual terminals and an LCD display were selected to complete the simulated circuit. 
The virtual terminals were set up to perform different functions. Terminal 1 was set up to display the data packages being transmitted from the PIC to the Serial Port Interface Module. Terminal 2 was set up to display the data packages from the Fingerprint Module coming back before going into the PIC. Terminal 3 was set up so keyboard commands can be given to control the PIC, and to show the data package the PIC has processed. 
The LCD display outputs confirmation messages to state what command has been issued by the PIC, and what the response from the fingerprint module returns.
Three push buttons were added initially so commands could be selected to simulate real world control in place of using the computer keyboard. These were not used in the final programme.
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[bookmark: _Toc484771461]Figure 13 - Circuit Layout on Proteus


Once the circuit was constructed in Proteus the fingerprint module was connected to the USB to serial Adaptor and powered on. It was discovered that the simulation had to be running before the fingerprint module was powered up for the first time after being connected to the adaptor otherwise the simulation would not respond to it. Subsequently the adaptor could be powered on and off and it wouldnt cause a problem. Once the simulation was running and the Module powered on the byte to confirm initialization complete was seen on Terminal 2. Figure 19 shows the simulation running with the three terminals being displayed.
The next stage was to start writing the PIC programme to send out commands and receive confirmation messages from the fingerprint module.
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[bookmark: _Toc484771462]Figure 14 - Proteus Simulation running with three terminals shown.

4.5 [bookmark: _Toc484781468]PIC Programme
The complete code for the PIC is in Appendix B.
4.5.1 [bookmark: _Toc484781469]Data Package 
When communicating with the fingerprint module a data packages are exchanged, which can contain commands, acknowledgements and data.
The following shows how the data package format;
	Header
	Address
	Package Identifier
	Package Length
	Package Content 
	Checksum


The package is transmitted as a stream of bytes in hex format. The following explains each part; 
Header – Made up of two bytes, which is a fixed value of 0xEF01. 
Address – Made up of four bytes, default is 0xFFFFFFFF. This can be changed so more than one module can be controlled on the same line. If an incorrect Address is received the module rejects the transfer.
Package Identifier – Made up of one byte to state what type of package is being sent.
· 0x01 = Command Packet
· 0x02 = Data Packet
· 0x07 = Acknowledgment Packet
· 0x08 = End of Data Packet
Package Length – Made up of two bytes. This is calculated by adding the number of bytes that make up the Package content and Checksum.
Package Contents – This contains the instruction code, data and confirmation code. The number of bytes is dependent on the contents and is not a fixed length.
Checksum – Made up of two bytes. This is calculated by adding the hex values of the Package Identifier, Package Length and Package Content.


4.5.2 [bookmark: _Toc484781470]Explanation of Final Programme
4.5.2.1 Step by Step description of programme
The programme consists of one main routine and fifteen subroutines.  The following is a step by step break down of how the programme works;
· The main routine sits in a loop that waits for a command from the keyboard; there are 12 commands that can be initiated from the keyboard. 
· When a command from the keyboard is received the main routine calls up the appropriate subroutine for that keyboard command.

· The selected subroutine generates a Data Package specific to it and transmits it to the fingerprint module. This transmitted Data Package can be seen on Terminal 1.
· The subroutine sends a message to the LCD display displaying which subroutine has been called up. 
· The subroutine calls up return_val subroutine.

· The return_val subroutine monitors for a Data Package from the fingerprint module and stores it. The received Data Package can be seen on Terminal 2.
· The return_val subroutine returns back to the subroutine that called it up.

· The subroutine checks the confirmation code within the saved Data Package, and displays a message on the LCD relevant to that code.            
· The subroutine returns back to the main routine.

· The main routine returns back to the loop and waits for a keyboard command, and the process starts again.

This process is followed by ten out the twelve commands; the last two have several subroutines to call up before returning to the main routine. These two subroutines were built to carry out the Enrolment and Search functions that will be discussed later.


4.5.2.2 Main Routine
To execute each of the steps stated above the programme is broken down into parts.
The main routine is shown below;


while(TRUE)
		{
 			if (kbhit(port2))
				{
					k=fgetc(port2);
					switch(k)
						{
							case 'L': if(!light_on)light_on=1;   else light_on=0; //Light on/off routine
				     		operate_light(light_on);
				     		break;
			   
			  				case 'R': // Handshake routine
				     		handshake();
				     		break;		
				
			   				case 'D': //Detect Fingerprint on Scanner
				    		detect();
				    		break;
				  
			   				case 'S': //Store image to device
				    		storescan();
				    		break;
			   
			   
			   				case 'P': //Reads System Parameters
				    		syspara();
				    		break;
			   
			   				case '0': //Reads Fingerprint Template 0 
				    		fintem0();
				    		break;
			   
			   				case '1': //Reads Fingerprint Template 1
				    		fintem1();
				    		break;
			   
			   				case '2': //Reads Fingerprint Template 2
				    		fintem2();
				    		break;
			   
			   				case '3': //Reads Fingerprint Template 3
				    		fintem3();
				    		break;
			   			   
			   				case 'V': //Reads Next Valid Template Number
				    		valid();
				    		break;
			   
			   				case 'A': //Enrolling Fingerprint				    
				    		detect();				    
				    		delay_ms(20);
				    		if(command_return[9]==0)
				       			{
					  				scan1save(); // STORE IN BUFFER 1
					  				delay_ms(20);
					  				detect();
					  				delay_ms(20);
					  				scan2save();// STORE IN BUFFER 2
					  				delay_ms(20);
					  				combinescans();
					  				delay_ms(20);
					  				storescan();
					  				delay_ms(20);
				       			}
				    		delay_ms(20);				    	 
				    		break;	
				     
			   				case 'B': //Comparing fingerprints with stored templates			   
				       		detect();				    
				       		delay_ms(20);
				       		if(command_return[9]==0)
					  			{
					     			scan1save(); // STORE IN BUFFER 1
					     			delay_ms(20);
					     			detect();
					     			delay_ms(20);
					     			scan2save();// STORE IN BUFFER 2
					     			delay_ms(20);
					     			combinescans();
					     			delay_ms(20);
					     			search();
					  			}
				       		delay_ms(20);			   
				       		break;
			   
						}		// End of Case
	       		}		// End of IF statement       		     	       	       	      	       
		}


while(TRUE) 	At the beginning of the routine this command sets up a never ending loop that runs the next statement if (kbhit(port2)). The statement monitors port2 (terminal 3) for a keypress, if a key is pressed the routine stops the loop and jumps into the next nest. 
k=fgetc(port2); 	The character from the keypress is saved in “k”.
switch(k) 		The character in “k” is used to set up a condition of a switch. The switch runs through a list of cases to check if any match with the value of “k”. If a match is found then the subroutine contained within that case is called up. If it is not recognised it is ignored and the programme returns back to the loop to wait for another keypress.
if(!light_on)light_on=1;   else light_on=0; 	The value of light_on is checked, if it is a 0 then it is changed to a 1, if it is a 1 it is changed to a 0. This is used in the operate_light subroutine to switch the backlight of the fingerprint module on and off.
operate_light(light_on); 	This calls up the operate_light subroutine, taking the value contained within light_on to be used.
break; 	Once the subroutine has completed it jumps back to this line, which interrupts the switch command and returns back to the loop to wait for another keypress.
case 'A': and case 'B': 	have more than one subroutine to run, and other parameters to check.  They start by running the detect() subroutine which returns back to a delay of 20ms. From the detect() subroutine an array of values would have been given to command_return. The tenth value ({9]) is checked to see if it is 0. If it is a 0 then the subroutines in the nest is carried out.



4.5.2.3 Subroutines
The following code is one subroutine from the programme. All the sub routines apart from return_val subroutine are built in a similar way.  They differ by having the data package length and values unique, and the cases having different meanings.

void detect(void)
   	{
  		char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x01,0x00,0x05;
      	int q;	 
      	for (q=0; q<12; q++) 
	 		{
	    		fprintf(port1,"%C",command[q]); 
	 		}	 
      	lcd_gotoxy(1,1);
      	printf(lcd_putc,"\fScanning Finger");		     
      	return_val(12,9);
      	delay_ms(200);	    	     
      	switch(command_return[9])
	 		{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Finger Scanned");
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
							break;	
	    
	    		case 0x02:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"No Finger Detected");
							break;
	    
	    		case 0x03:	lcd_gotoxy(1,2);		 
							printf(lcd_putc,"Scan Failed");
							break;
	    
	    		default: 

	 		}	 
   		delay_ms(20);	 
   }

char command[]	The data packet is created using a string of hex values which are stored within char command[]. 
for (q=0; q<12; q++) 	A conditional loop is set up that checks the value of q which is set to 0 initially as part of the for  statement. If q is less than 12 the fprintf command is run.
fprintf(port1,"%C",command[q]); 	The fprintf command transmits a single byte of data from the data packet on port1. The value that is transmitted is linked to the value of q, with it being set to 0 on the first pass then the value transmitted is 0xef. Once the byte has been transmitted q is incremented by 1 and checked again to see if it less than 12. This loops repeats until q equals 12, at which point it breaks the loop and leads onto the next part of the programme.
lcd_gotoxy(1,1); and printf(lcd_putc,"\fScanning Finger");		The LCD display is instructed to clear its display and display a message “Scanning Finger” at position 1 line 1.
return_val(12,9);		The subroutine return_val is called up, with two values being set of 12 and 9.
Once the return_val subroutine has completed it jumps back to this subroutine. A Switch is set up to display a message on the LCD Display based on a value found in command_return array that the return_val subroutine has processed.
The subroutine completes and returns back to the main routine where it came from.



4.5.2.4 return_val subroutine
This subroutine is accessed from any of the other subroutines, and processes the data package from the fingerprint module.

void return_val(int number_of_bytes, int confirm_byte)
	{
		int q=0;
		while(kbhit()) getch(); 
		while(q<number_of_bytes)	 
			{
				if (kbhit())	       
					{
				    	command_return[q]=getch();
				    	q++;  		  
			      	}
		  	} 
	 	for (q=0;q<number_of_bytes;q++)    
		  	{
				fprintf(port2,"%X ",command_return[q]);
		  	}
	 	fprintf(port2,"\n\r");       
	 	q++;    
	}

void return_val(int number_of_bytes, int confirm_byte)		The two values that were defined when this subroutine was called up (12,9) are loaded into number_of_bytes and confirm_byte respectively.
int q=0; 	q is reset back to 0. 
while(kbhit()) getch();		The input from the fingerprint module is monitored for the data package, when the first byte is seen the value of the byte is saved in getch.
while(q<number_of_bytes)		A while loop is started with the number of loops based on the value of number_of_bytes.  
command_return[q]=getch();	Each pass of the while loop saves a byte of data in the command_return array in location q. 
q++;  q is incremented with each pass. Once it equals number_of_bytes the while loop ends. 

for (q=0;q<number_of_bytes;q++)    A for loop is started with q reset back to 0 based on the value of number_of_bytes. Each pass will display a byte of data from the command_return array in location q. The loop ends when q equals number_of_bytes.  
When the loop ends the programme returns back to the subroutine where it jumped from.
4.5.3 [bookmark: _Toc484781471]Commands
Table 2 gives the list of commands that were proved to be working in the development of the PIC Programme.
	Command
	Keyboard Control
	Description

	Backlight
On and Off
	L
	This command uses two data packages to control the back light, one to switch on the backlight, and one switch off the backlight.

Instruction Code:
0x50 – Backlight on
0x51 – Backlight off

Confirmation Code:
0x00 – Operation successful

	Handshake
	R
	Preforms a handshake with the fingerprint module, to check if module is working correctly.

Instruction Code: 0x53

Confirmation Code:
0x55 – Module working correctly 

	Detect Fingerprint
	D
	Performs a scan of a fingerprint and puts image into an image buffer. Can detect if a finger is present or not.

Instruction Code: 0x52

Confirmation Code:
0x00 – Fingerprint collection successful
0x01 – Error receiving command
0x02 – No finger detected
0x03 – Scan not usable




	Store Image
	S
	Saves a template of a fingerprint scan from a character buffer into a memory location in the module.

Instruction Code: 0x06

Confirmation Code:
0x00 – Template stored successfully
0x01 – Error receiving command
0x0b – Requested template location not available
0x18 – Error saving template

	Read System Parameters
	P
	Reads the modules status register and basic configuration parameters.

Instruction Code: 0x0F

Confirmation Code:
0x00 – Read successful
0x01 – Error receiving command
In addition to the confirmation code, the data package also includes the following information:
Contents of system status register
System identifier code
Finger library size
Security level
Device address
Data package size
Baud settings

	Read fingerprint template index table
	0, 1, 2, 3
	Reads one of four fingerprint template index tables, and replies with 32 bytes of data showing status of each template (256 templates per table).

Instruction Code: 0x1F

Confirmation Code: 
0x00 – Read successful
0x01 - Error receiving command

	Read next valid template location
	V
	Reads the next empty location in module to save a template into. Reply will contain a 2 byte template number.

Instruction Code: 0x1D

Confirmation Code:
0x00 – Read successful
0x01 – Error receiving command

	Enroll fingerprint
	A
	This command uses more than one command. It links five separate commands to create a final fingerprint template that is saved in the modules memory. 

Command Structure:
Detect Fingerprint
Generate Character File  1
Detect Fingerprint
Generate Character File 2
Combine Character Files 
Store Image

	Search for enrolled fingerprint
	B
	This command uses more than one command; it links five separate commands to search for a saved template in the modules memory.

Command Structure:
Detect Fingerprint
Generate Character File  1
Detect Fingerprint
Generate Character File 2
Combine Character Files 
Store Image


[bookmark: _Toc484771445]Table 3 – List of keyboard commands in PIC programme
Table 3 gives a list of commands that are in the PIC programme but are not activated by a keyboard command, only called up by the programme itself when needed.
	Command
	Description

	Generate Character File
	A character file is generated from the image in image buffer created from the detect fingerprint command. The file is saved into either Character Buffer 1 or Character Buffer 2.

Instruction Code: 0x02
Command Package also states which Location is used, 0x01 Character Buffer 1, 0x02 Character Buffer 2

Confirmation Code:
0x00 – Character file generation complete
0x01 – Error receiving command
0x06 – Failed to generate file due to over disorderly fingerprint image
0x07 – Failed to generate file due to lack of character points in fingerprint image
0x15 - – Failed to generate file due to lack of valid primary image

	Combine Character Files
	Combines the character files from character buffer 1 and 2 to make a single file, and stores image back into both character buffers.

Instruction Code: 0x05

Confirmation Code:
0x00 – Operation Successful
0x01 – Error receiving command
0x0A – Failed to combine character files

	Search
	Using the image from either character buffer 1 or 2, it searches the memory of the module for any enrolled fingerprints for a match.

Instruction Code: 0x04
Command Package also states which Location is used, 0x01 Character Buffer 1, 0x02 Character Buffer 2

Confirmation Code:
0x00 – Fingerprint Matched
0x01 – Error receiving command
0x09 – No match found


[bookmark: _Toc484771446]Table 4 - List of commands without keyboard selection in PIC programme
Screenshots are given in Appendix C to demonstrate the end result from each subroutine run from a keyboard command.  Each one shows the commands transmitted to and received from the fingerprint module, and the processed confirmation code on the LCD display.
The Enrol fingerprint and search for enrolled fingerprint were the last two routines to be developed. 
Running the Enrol Fingerprint command several times, it was noted that although the confirmation codes from the module confirmed the fingerprint scan had been processed and stored correctly, it had not saved to memory. This became apparent when the Search for Enrolled Fingerprint stated no match found. Running the Read fingerprint template index table routine confirmed that all the tables were empty. This issue was unresolved, and cannot be explained at this stage.


5.0 [bookmark: _Toc484781472]Conclusion
This chapter aims to evaluate the work carried out in the project and discuss what shortfalls may have caused the lack of progress.  Suggested future work will be discussed, and a self-reflection will conclude the report.
5.1 [bookmark: _Toc484781473]Project Evaluation
At the start of the project a number of aims and objectives were given:
· Research will be carried out into what makes a fingerprint unique, and how a system can identify individual fingerprints.
· A suitable fingerprint module will be identified to suit the project’s requirements.
· A computer simulated prototype will be developed, using a microchip to control the fingerprint scanner.
· Once proven in simulation, a hardware version will be built that will control the fingerprint scanner.
Research was conducted at the beginning of the report that covered the key figures in the history of fingerprint identification, the types of patterns found within fingerprints, and the identification marks used in fingerprint identification. The types and technology of fingerprint scanners were also researched. The research identified two types of fingerprint scanner technology that would be considered for the project: Optical and Capacitance scanners. 
The first objective could be considered met, however an opportunity was missed to conduct a literature review on academic reports looking at more in depth comparisons between the types of technologies.
Research was conducted into fingerprint modules and one was selected from a list of four. The R301 Mini Integrated Capacitive Fingerprint Collection Identification Module was the chosen module based on the following criteria:
· The technology it used was capacitance based.
· Fingerprint image input time and search time was <0.3 sec, compared to <0.45 seconds of the C Sensor Module
· Lower price at £18.79 compared with the C Sensor Module at £32.45.
The module that was used in the project was the KOOKYE Optical Fingerprint Reader Sensor Module. The deciding factor was the delivery time of 24 hours, instead of over 28 days for the other three modules.
The next objective was to build a software prototype to control the fingerprint module, which included writing a programme for a PIC controller. A PIC programme was achieved to a certain degree, the fingerprint scanner could be commanded to enrol a fingerprint, and to conduct a search for a fingerprint. These commands were achieved by combining a set of individual commands together. Although the module responded with the correct confirmation codes, the fingerprint template would not be saved to module’s memory.
No further development on the project was carried out from this point, with the final objective not started.
The main factors that contributed not meeting the objectives were:
· Time management, with periods where work on the project was not carried out. The module was not purchased until the end of January which should have been earlier. This lead to the development of the PIC programme starting later intended.
· Access to the simulation software was limited to short periods of time every three to four weeks when scheduled to be in college. Attempts were made to run the software on a home computer but were unsuccessful; problems between Proteus software and the compiler software were unable to be resolved, slowing the development of the programme. More time could have been gained if the module had been purchased earlier giving more access time to the working software. Other software packages could have been considered that would work on a home computer, this would have given more time for the development of the programme.
5.2 [bookmark: _Toc484781474]Suggested Future Work
With the project not completed as expected some of the suggested work is based on fulfilling those requirements.
· Resolve the issue with the fingerprint file not being saved to the module memory.
· Complete the programme to include external controls to issue commands in place of keyboard commands via the Terminals.
· Build and test the hardware prototype.

5.3 [bookmark: _Toc484781475]Reflection
This project has had its ups and down for me. There was frustration throughout the year with the slow progress of the project. There was satisfaction when finally the system came together and started to respond to a string of commands. 
I struggled this year to juggle study, job workloads and increased domestic commitments. With limited time, I made a decision to put my time into the piece of work that had the shortest deadline. This meant the project was left alone for several weeks at a time. In future I will be more aware of working in this way if I have a mixture of small and larger projects working in tandem, and plan and review my time more appropriately.
I took brief notes over the course of the project. With the breaks between attending college I lost time recalling what I had done before. In future when I’m working on projects I will be making notes as much as I can.
I now have a better appreciation of programming, I have done little programming in the past but not as detailed and task-specific as this project required. I have enjoyed learning and feel this is an area I would like to pursue in the future.
I would like to take this opportunity to thank the people who have throughout the year helped and supported me.  
I would like to thank Dr Gary Jones for the support and assistance with my project, and Dr John Rees for all the advice and feedback throughout the year.
I would like to acknowledge and thank my manager and colleagues who supported me throughout the year.
Lastly, my wife and family who have supported me at home through all the tough times we have had to endure.
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[bookmark: _Toc484781478]Appendix B		Complete Code for PIC
The following is the complete code used in simulation that was achieved.
#include <main.h>

void operate_light(int);
void handshake(void);
void return_val(int,int);
void detect(void);
void syspara(void);
void fintem0(void);
void fintem1(void);	
void fintem2(void);
void fintem3(void);
void autologin(void);
void combi(void);
void scan1save(void);
void scan2save(void);
void combinescans(void);
void storescan(void);
void search(void);
void valid(void);

#define LCD_ENABLE_PIN PIN_D2
#define LCD_RS_PIN PIN_D0
#define LCD_RW_PIN PIN_D1
#define LCD_DATA4 PIN_D4
#define LCD_DATA5 PIN_D5
#define LCD_DATA6 PIN_D6
#define LCD_DATA7 PIN_D7

#include <lcd.c>

char command_return[46];	// return

void main()
	{
   		int pressed=0,q=0,loop,reading=0,pressed1=0, pressed2=0;
   		char back[15],k;
   		char what;
		int light_on=0;
		lcd_init();
		lcd_gotoxy(1,1);
		printf(lcd_putc,"Steve's");
		lcd_gotoxy(1,2);
		printf(lcd_putc,"Fingerprint Scanner");

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------  

//	Keyboard Commands 

	while(TRUE)
		{
 			if (kbhit(port2))
				{
					k=fgetc(port2);
					switch(k)
						{
							case 'L': if(!light_on)light_on=1;   else light_on=0; //Light on/off routine
				     		operate_light(light_on);
				     		break;
			   
			  				case 'R': // Handshake routine
				     		handshake();
				     		break;		
				
			   				case 'D': //Detect Fingerprint on Scanner
				    		detect();
				    		break;
				  
			   				case 'S': //Store image to device
				    		storescan();
				    		break;
			   
			   
			   				case 'P': //Reads System Parameters
				    		syspara();
				    		break;
			   
			   				case '0': //Reads Fingerprint Template 0 
				    		fintem0();
				    		break;
			   
			   				case '1': //Reads Fingerprint Template 1
				    		fintem1();
				    		break;
			   
			   				case '2': //Reads Fingerprint Template 2
				    		fintem2();
				    		break;
			   
			   				case '3': //Reads Fingerprint Template 3
				    		fintem3();
				    		break;
			   			   
			   				case 'V': //Reads Next Valid Template Number
				    		valid();
				    		break;
			   
			   				case 'A': //Enrolling Fingerprint				    
				    		detect();				    
				    		delay_ms(20);
				    		if(command_return[9]==0)
				       			{
					  				scan1save(); // STORE IN BUFFER 1
					  				delay_ms(20);
					  				detect();
					  				delay_ms(20);
					  				scan2save();// STORE IN BUFFER 2
					  				delay_ms(20);
					  				combinescans();
					  				delay_ms(20);
					  				storescan();
					  				delay_ms(20);
				       			}
				    		delay_ms(20);				    	 
				    		break;	
				     
			   				case 'B': //Comparing fingerprints with stored templates			   
				       		detect();				    
				       		delay_ms(20);
				       		if(command_return[9]==0)
					  			{
					     			scan1save(); // STORE IN BUFFER 1
					     			delay_ms(20);
					     			detect();
					     			delay_ms(20);
					     			scan2save();// STORE IN BUFFER 2
					     			delay_ms(20);
					     			combinescans();
					     			delay_ms(20);
					     			search();
					  			}
				       		delay_ms(20);			   
				       		break;
			   
						}		// End of Case
	       		}		// End of IF statement       		     	       	       	      	       
		}
}		// End of main function


//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------ 
 
//	Back Light on and off (WORKING) - "shift + L"

void operate_light(int operate) 
	{
   		char command1[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x50,0x00,0x54; // light on
   		char command2[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x51,0x00,0x55; // light off	 
   		int q;
   		if (!operate)
      		{
	 			for (q=0; q<12; q++)
	    			{
	       				fprintf(port1,"%C",command2[q]);
	    			}
	 			lcd_gotoxy(1,1);
	 			printf(lcd_putc,"\fLight Off");     
      		}
   		else
      		{
	 			for (q=0; q<12; q++)
	    			{
	       				fprintf(port1,"%C",command1[q]);		
	    			}	     
	 			lcd_gotoxy(1,1);
	 			printf(lcd_putc,"\fLight On");		     
      		}		
   		return_val(12,9);		  
   		delay_ms(200);	       
   		if ((command_return[9])==0x00)
      		{
	 			lcd_gotoxy(1,2);
	 			printf(lcd_putc,"Operation Complete");   
      		}      
   }
 

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
      
//	Detect Fingerprint on Scanner with Light (WORKING) - "shift + D"
      
void detect(void)
   	{
  		char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x01,0x00,0x05;
      	int q;	 
      	for (q=0; q<12; q++) 
	 		{
	    		fprintf(port1,"%C",command[q]); 
	 		}	  
      	lcd_gotoxy(1,1);
      	printf(lcd_putc,"\fScanning Finger");		     
      	return_val(12,9);
      	delay_ms(200);	    	     
      	switch(command_return[9])
	 		{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Finger Scanned");
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
							break;	
	    
	    		case 0x02:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"No Finger Detected");
							break;
	    
	    		case 0x03:	lcd_gotoxy(1,2);		 
							printf(lcd_putc,"Scan Failed");
							break;
	    
	    		default: 

	 		}	 
   		delay_ms(20);	 
   }
   

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------   
   
//	save template to Charbuffer1
      
void scan1save(void)
	{
		char command[]=0xef,0x01,	0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x02,0x01,0x00,0x08;
      	int q;
	 	for (q=0; q<13; q++) 
	 		{
		    	fprintf(port1,"%C",command[q]);
	 		}	 
      	lcd_gotoxy(1,1);
      	printf(lcd_putc,"\fSaving Scan 1....");	     
      	return_val(12,9);
      	delay_ms(200);	    
      	switch(command_return[9])
	 		{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Scan 1 Saved");
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
							break;	
	    
	    		case 0x06:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Save Failed error 06");
							break;
	    
	    		case 0x07:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Save Failed error 07");
							break;
	    
	    		case 0x15:	lcd_gotoxy(1,2);
							printf(lcd_putc,"Save Failed error 15");
	    					break;
	    
	    		default: 

	 		}
	 	delay_ms(200);	
   	}
      

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------   
   
//	save template to Charbuffer2
      
void scan2save(void)
   	{
      	char command[]=0xef,0x01,	0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x02,0x02,0x00,0x09;
      	int q; 
      	for (q=0; q<13; q++) 
	 		{
	    		fprintf(port1,"%C",command[q]);
	 		}	 
      	lcd_gotoxy(1,1);
      	printf(lcd_putc,"\fSaving Scan 2....");	
      	return_val(12,9);
      	delay_ms(200);	    
		switch(command_return[9])
	 		{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Complete");
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
							break;
	    
	    		case 0x06:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Save Failed error 06");
							break;
	    
	    		case 0x07:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Save Failed error 07");
							break;
	    
	    		case 0x15:	lcd_gotoxy(1,2);
							printf(lcd_putc,"Save Failed error 15");
	    					break;
	    
	    		default: 

	 		}
		delay_ms(200);	
	}
   

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------                    
      
//	Combine Scans
      
void combinescans(void)
	{
	 	char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x05,0x00,0x09;
	 	int q;
	 	for (q=0; q<12; q++) 
	    	{
				fprintf(port1,"%C",command[q]);
			}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fCreating Template");	
	 	return_val(12,9);
	 	delay_ms(200);	        
	 	switch(command_return[9])
	    	{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Template Complete");
	    					break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
	    					break;
	    
	    		case 0x0a:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Images Dont Match");
	    					break;
	    
	    		default:

			}
	}  


//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------                    
      
//	Store Scan
      
void storescan(void)
	{
	 	char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x06,0x06,0x01,0x02,0x01,0x00,0x11;
	 	int q;
		for (q=0; q<15; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fStoring Template");	     
	 	return_val(12,9);
	 	delay_ms(200);	   
		switch(command_return[9])
	    	{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Stored OK");
	    					break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
	    					break;
	    
	    		case 0x0b:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Error 0b");
	    					break;
	    	   
	    		case 0x18:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Error 18");
	    					break;
	    
	    		default:

	    	}
	}  


//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
      
//	Search
      
void search(void)
	{
		char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x08,0x04,0x00,0x00,0x00,0x00,0x00,0x00,0xd;
	 	int q;
		for (q=0; q<17; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fSearching");	
	 	return_val(12,9);
	 	delay_ms(200);	   
	 	switch(command_return[9])
	    	{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Match Found");
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error");
							break;
	    
	    		case 0x09:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"No Match Found");
							break;
	    
	    		default:

			}
	}  
     

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
      
//	Valid Template Number
      
void valid(void)
	{
	 	char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x1d,0x00,0x21;
	 	int q;
		for (q=0; q<12; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fValid Template Number");	     
	 	return_val(14,9);
	 	delay_ms(200);	   	     
	 	switch(command_return[9])
	    	{
	    		case 0x00:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Read Complete");   
							break;
	    
	    		case 0x01:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Command Error"); 
							break;
	    
	    		default:
 
	    	}
	}  

            
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
      
//	Handshake (WORKING) - "shift + R"
      
void handshake(void)
{
char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x53,0x00,0x57;
	 	int q;
	 	for (q=0; q<12; q++) 
{
fprintf(port1,"%C",command[q]);
}	 
		lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fHandshake");		     
	 	return_val(12,9);
	 	delay_ms(200);	        
	 	switch(command_return[9])
	    	{
	    		case 0x55:	lcd_gotoxy(1,2);		
							printf(lcd_putc,"Good Handshake");
	    					break;
	    
				default:

	    	}
}  


//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------           
      
//	Read System Parameter (WORKING) - "shift + P"
      
void syspara(void)
	{
		char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x03,0x0f,0x00,0x13;
	 	int q;
		for (q=0; q<12; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fRead Sys Parameters");	     
	 	return_val(12,9);
	 	delay_ms(200);	 
	   	switch(command_return[9])
			{
		  		case 0x00:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Read Complete");
			      			break;
		  
		  		case 0x01:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Command Error");
							break;
		  
		  		default: 	

			}	     
	}

      
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------    
           
//	Read Fingerprint Template 0 (WORKING) - "0"
      
void fintem0(void)
	{
	 	char command[]=0xef,0x01,	0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x1f,0x00,0x00,0x24, ;
	 	int q;
	 	for (q=0; q<13; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
			}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fRead Index 0"); 
	 	return_val(44,9);
	 	delay_ms(200);	   	    
	   	switch(command_return[9])
			{
		  		case 0x00:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Read Complete");
			      			break;
		  
		  		case 0x01:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Command Error");
			      			break;
		  
		  		default: 	

			}	     
	}
      

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------       
            
//	Read Fingerprint Template 1 (WORKING) - "1"
      
void fintem1(void)
	{
	 	char command[]=0xef,0x01,	0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x1f,0x01,0x00,0x25;
	 	int q;	 
	 	for (q=0; q<13; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fRead Index 1");
	 	return_val(44,9);
	 	delay_ms(200);	         
	 	switch(command_return[9])
	       	{
		  		case 0x00:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Read Complete");
			      			break;
		  
		  		case 0x01:	lcd_gotoxy(1,2);		
			      			printf(lcd_putc,"Command Error");
			      			break;
		  
		  		default: 

			}	     
	}
      

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------        
           
//	Read Fingerprint Template 2 (WORKING) - "2"
      
void fintem2(void)
	{
	 	char command[]=0xef,0x01,	0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x1f,0x02,0x00,0x26;
	 	int q;
		for (q=0; q<13; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
	     	}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fRead Index 2");     
	 	return_val(44,9);
	 	delay_ms(200);	 
		switch(command_return[9])
			{
		  		case 0x00:	lcd_gotoxy(1,2);		
			   				printf(lcd_putc,"Read Complete");
			   				break;
		  
		  		case 0x01:	lcd_gotoxy(1,2);		
			  				printf(lcd_putc,"Commmand Error");
			   				break;
		  
		  		default: 	
	  
			}   
	}
      

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------         
           
//	Read Fingerprint Template 3 (WORKING) - "3"
      
void fintem3(void)
	{
	 	char command[]=0xef,0x01,0xff,0xff,0xff,0xff,0x01,0x00,0x04,0x1f,0x03,0x00,0x27;
	 	int q;
		for (q=0; q<13; q++) 
	     	{
				fprintf(port1,"%C",command[q]);
			}	 
	 	lcd_gotoxy(1,1);
	 	printf(lcd_putc,"\fRead Index 3");
	 	return_val(44,9);
	 	delay_ms(200);	 
		switch(command_return[9])
			{
		  		case 0x00:	lcd_gotoxy(1,2);		
			   				printf(lcd_putc,"Read Complete");
			   				break;
		  
		 		case 0x01:	lcd_gotoxy(1,2);		
			   				printf(lcd_putc,"Command Error");
			  				break;
		  
		  		default:
 		  
			}   
   }
      

//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------
//------------------------------------------------------------------------------------------------------------        

//	Finding value in data packet from scanner   
      
void return_val(int number_of_bytes, int confirm_byte)
	{
		int q=0;
		while(kbhit()) getch(); 
		while(q<number_of_bytes)	 
			{
				if (kbhit())	       
					{
				    	command_return[q]=getch();
				    	q++;  		  
			      	}
		  	} 
	 	for (q=0;q<number_of_bytes;q++)    
		  	{
				fprintf(port2,"%X ",command_return[q]);
		  	}
	 	fprintf(port2,"\n\r");       
	 	q++;    
	}
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