Ransomware report
· The effects of ransomware (such as Cryptowall)
· Module code: ACDA4021_EES
· BEng Embedded electronic systems.
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The task at hand – Ransomware and your computers

“Malware: Software intended to harm a computer, computer system, computer network or to take partial control of its operation” [1]
Ransomware is a type of malware where the people use harmful software to take money (in the form of cryptocurrency or cash) from you. This would potentially destroy your business’ finances as well as your online presence.
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What are they?
Computer viruses, also known as malware or malicious software, travel between computers infecting systems as it does so. Causing damage to files, documents, data and software.
The aim of a computer virus is to cause data loss and/or leakage. Though the means of disrupting the system and causing catastrophic operational issues.
A virus has the ability to duplicate within computer systems and spread to neighbouring devices/ networks if unchecked and not destroyed.


Different types
There are nine types of computer virus: 
· Boot sector virus
· Web scripting virus
· Browser hijacker
· Resident virus
· Direct action virus
· Polymorphic virus
· File infector virus
· Multipartite virus
· Macro virus
[2]
How they affect your computer
The virus will stay in your computer (potentially un-noticed). A virus functions like a logic gate, only when the correct scenario is happening will the virus start to execute its code. Once the virus has executed its code it could steal passwords and private data, log your keystrokes, spam your email contacts, corrupt data files or take over your machine. [3]
	“While some viruses can be playful in intent and effect, others can have profound and damaging effects, such as erasing data or causing permanent damage to your hard disk, and worst yet, some are even design with financial gains in mind.” [3]

Trojan horse virus
A trojan horse virus, much like its name’s sake, is a malicious package disguised as a legitimate software package. These are the main weapon in a hacker’s arsenal. Trojan Virus, much like the previously named types, can have devastating effects on your computer systems however cannot duplicate by themselves. This is the main difference between a virus and a trojan horse. [4]  
Types of trojan horse virus
· Backdoor Trojans
· Exploit
· Rootkit
· Dropper/Downloader Trojans
· Banking Trojans
· DDos Trojans
· Fake activity Trojans
· Trojan Game-thief
· Trojan Instant Messaging
· Trojan SMS
· Trojan Spy
· Trojan Malfinder
· Trojan Ransom [4]

Effects on your computer
A trojan has the same effects as viruses or worms however it is the entrance to the computer system that is the deadly part of a trojan. A trojan can enter a system un-detected through legitimate software such as games, text messages and emails. Once in the system a trojan will delete, control, change and leak any data it can access. 
The amount of damage a trojan can cause depends on the hacker and how they programmed it. [5]


How to recognise and detect a trojan
 Much like other virus, a system infected with a Trojan could display a wide range of symptoms. Look for these symptoms to detect a trojan.
Symptoms:
· Your computer is running slower than usual
· Unauthorised app appearing on your system
· Experience constant system shut downs
· Frequent unwanted pop ups
· Applications won’t start
[6]
How to combat a Trojan

Firstly, install an antivirus software that does the job for you. This would keep a high effort to result ratio. 
If that is not an option then delete all non-essential start up apps. If this action is performed then please make sure you know what your deleting as incorrectly deleting the wrong apps could harm the performance of your computer system. [7]
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Ransomware is any Virus, Worm, Trojan or piece of malware where the user takes control of any aspect of your computer (data, software, hardware, etc) and demands money as ransom to reinstate what they took control off.  

How does it affect your computer system?

Unlike your typical virus a ransomware has the ability to instate the corrupted, frozen or deleted data if the money is received. However, in the case where paying the ransom is not an option, the ransomware has equal capability as your typical virus, worm or trojan.

How does it infest your system?
A successful phishing attack is usually all it takes. A breach into your computer system/ network is all a hacker needs to insert ransomware into your system.
Once in, the ransomware will encrypt all your files essentially locking you out of the system. A message will be displayed declaring the required ransom.
[8]
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The specifics
There are many types of ransomware however the most popular is by far crypto wall.
Crypto wall
Crypto wall is one of the most used current forms of ransomware. The crypto wall can be inserted in a system through phishing emails, hacked websites and various other means. Once in a system it will encrypt files demand a ransom payment.
The only way to recover files is with the private key which is usual encrypted and stored securely. Expert advisers often advise against paying the ransom amount because the key may not even be provided. 
A good antivirus will stop the malware, but will not recover encrypted files. This is left in the hands of the hacker and private key. 
The victim will often see unwanted files appear in the file directory. E.G: HELP_YOUR_FILES.HTML. [9]
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Conclusion
Summary – why you need to protect yourself from ransomware
In conclusion, Ransomware and in fact any virus, worm or trojan is extremely harmful to any computer system/network. A business, much like you own, would be devasted by an attack from ransomware. 
[bookmark: _GoBack]It would be within your best intentions to install antivirus software on to your system to prevent any future attacks.
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