



Table of Contents
Report to Head of IG regarding data breach: 10:15am August 11th 2020	2
Primary Breach	2
Secondary Breach	2
Instigating Breach Action	2
Breach Alert	2
Breach Data	2
Corporate Exposure	3
Corporate Guidelines	3
Mitigation Actions	3
Other Considerations	4
References	6
Appendix	7




[bookmark: _Toc51840320]Report to Head of IG regarding data breach: 10:15 am August 11th, 2020
[bookmark: _Toc51840321]Primary Breach
An initial data breach of Principle (F): integrity and confidentiality(security)  [1] occurred that included the full names and home address of staff employed in the organization being emailed to a member of the public.
[bookmark: _Toc51840322]Secondary Breach
A subsequent investigation found evidence of the Principle (B) ‘purpose limitation’ being breached.  [2] Data containing personal sensitive data as scanned copies of staff sick notes and occupation health records were stored in an unsecured manner on the manager's desktop. This could also be considered a breach of both two principles. Principle (C): Data minimisation [3] as the data was not processed in a relevant purpose and was not limited to what was necessary. Principle (E ): storage limitation   [4] possibly without the explicit consent of the employee.  
[bookmark: _Toc51840323]Instigating Breach Action
The manager had downloaded the staff data from an existing operational system used within the organization for typical HR and other operational processes. The data held is presumed to be held following Principle (A): lawfulness,   fairness and transparency in that the employee has consented to this data being held as part of their conditions of employment knowing the data contained would be used in a fair and relevant use [5]. The storing and processing of this data outside of these recognised systems breaches the appropriate measures put in place to process and manage this data. 

[bookmark: _Toc51840324]Breach Alert 
The primary breach (Principle (F) : integrity and confidentiality)   was raised following the manager raising the alert that they had inadvertently emailed a member of the public a list of staff names and addresses and not the leaflet they had originally intended to send. The staff data was downloaded to help aid the manager to undertake a task (in their words) ‘More Efficiently’. It is unlikely that the manager had consulted on, requested, or implemented a Data Protection Impact Assessment. Although not always required it would be good practice to do so [6]. 

[bookmark: _Toc51840325]Breach Data
As the initial breach contained staff names and addresses this information can be considered personal data (as defined by the ICO as information that relates to an identified or identifiable individual [7] but not sensitive special category data such as data concerning health [8]) as this information can be found publicly.
GDPR principles have been breached as its unclear if the data was lawfully gathered under Principle (A) fair use [5] for an undisclosed task. The data has potentially been stored for longer than necessary to be processed in an inappropriate manner without sufficient measures and records in place to demonstrate compliance. This could also be considered a breach of the Accountability principle as the manager could possibly not have the appropriate measures and records in place such as a Data Processing Impact Assessment (DPIA) to demonstrate compliance. [9] 


	





[bookmark: _Toc51840326]Corporate Exposure
Based on the data in the initial breach the risk exposure to the individual and the organization is minimal. Despite the fact that before the reported breach the data use was not gathered in a compliant manner, was not stored securely and following the breach no immediate actions were taken to reduce further exposure to non-compliance of GDPR guidance.

[bookmark: _Toc51840327]Corporate Guidelines 
In accordance with the Corporate Data Breach guidance summary (See Appendix A for information management template).
The investigating officer without delay evaluated if there was a high risk to the data subject whose data we have breached, and to evaluated if the data subjects needed to be informed to take actions to protect themselves.
Where possible, efforts were made to contain the breach by retrieving the information. Including contacting the wrong individual who received the information, apologise for the mistake and arrangements made to physically collect the information from them at their earliest convenience.
Report the breach to the Data Protection Officer. See Appendix B for report template
All breaches are recorded and managed corporately via the data breach database

[bookmark: _Toc51840328]Mitigation Actions 
The breach occurred as the well-intentioned manager implemented a new procedure without applying the appropriate data management process. The process the manager put in place should be investigated to establish is an effective procedure can be implemented that does not impact GDPR lawful, fair & transparency, purposeful limitation, storage limitation, Integrity & confidentiality, and accountability. Staff are to be reminded that they are responsible for their own actions under GDPR and are free to use the relevant training resources to ensure the processes they use are GDPR compliant. Management should also ensure that staff have received at least the minimum of refresher training within the last two years.
The systems used to download the data may need to be revised as the information presented to the manager may not be relevant in their role. The managers role within the system could be amended to remove access to personal information that is not relevant to their role.
Data loss prevention systems could also be implemented to mitigate further loss by examining data as it is sent through the organization or outside of the organization. Further warnings could be put in place to warn users if they are sending mail outside of the organization.
While the line manager may need access to view or approve sick notes and occupational health reports. The manages role in handling sensitive personal information should be reviewed and the use of data loss prevention or rights management software should be used to control how Occupational Health information is distributed within the organization.  

 [image: ]
Based on the data breach matrix above provided the number of records released is affects 10 or less then there should be little to no risk to the organization however the breach event should be recorded and further measures as detailed above should also be considered to mitigate the risk of this event occurring again.
 
[bookmark: _Toc51840329]Other Considerations

During the investigation, the discovery of the sick notes and the occupational health reports being stored on the managers desktop may be considered a breach of GDPR principles[which principles reference] the use of the data could also be covered under the principle that there is a contract with the individuals in question as they are employees. Supplementary guidance and possible modification of the business process would need to be undertaken to mitigate the risk of this re-occurring.
If the sharing of a large volume of sensitive personal information with a member of the public did occur, then there is a likelihood the breach would need to be communicated to the ICO as required within 72 hours of the breach as detailed in Article 33 of GDPR [10] . Steps would need to be taken to contact the individual who received the data to request they do not view the attachment if possible, not to share the data and delete the information. If it were found that the recipient had ignored the warnings advise them that there is a possibility, they could be prosecuted under section 170 of the 2018 Data Protection Act [11] 
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[bookmark: _Toc51839124]Executive Board Notification of GDPR breach: 10:15am August 11th 2020
[bookmark: _Toc51839125]Cause:
· An unknown number of staff names and home addresses were emailed to a single member of the public.
· Unauthorised access to information via a software application
· Scanned copies of sick notes and occupational health reports were stored in an unsecured manner on the manager's desktop.
[bookmark: _Toc51839126]Effect:
We were made aware by a manager in an operational unit that at 10:15 am on August 11th, 2020 had downloaded staff details off an operational system and accidentally emailed personal details of staff to a member of the public. A Subsequent investigation uncovered unsecured personnel notes left open to view on the manager's desktop.
Sensitive information potentially disclosed as part of the breach of GDPR principles: -
Names, Home addresses, Sickness details, and Occupation health reports

[bookmark: _Toc51839127]Principles Breached:
As the manager had downloaded staff names and addresses for their own use without informing staff or management it could be considered as breaching the following GDPR principles (if it was considered the data was used under fair use then principle 1 can be discounted) :-

	Principle number
	Principle classification
	Breach of principle

	1
	Lawfulness, fairness, and transparency
	It is unclear if this was a fair use of the data

	2
	Purpose Limitation
	The downloaded data was collected illegitimately for an undisclosed task.

	5
	Storage Limitation
	The data downloaded for the above-undisclosed task was held for longer than necessary.

	6
	Integrity and Confidentiality
	The personal data was processed inappropriately

	7
	Accountability 
	The manager did not have appropriate measures and records in place to demonstrate compliance



As the manager had emailed names and addressed of staff to a member of the public it could be considered as breaching the following GDPR principles: -
	Principle number
	Principle classification
	Breach of principle

	6
	Integrity and Confidentiality
	The data processor had not maintained the confidentiality of the information by not protecting  the data from accidental loss

	8
	Not transferred outside of EEA
	Potential that the recipient is outside of the EEA



As the manager had accumulated scanned copies of staff sick notes and occupational health reports on his desktop: -
	Principle number
	Principle classification
	Breach of principle

	1
	Lawfulness, fairness, and transparency
	The data subjects were not aware of the collection of data

	2
	Purpose Limitation
	The collection or processing of the data on the manager's desktop was incompatible with the purpose of data limitation.

	5
	Storage Limitation
	The data stored on the manager's desktop was stored insecurely for longer than was necessary.


	7
	Accountability 
	The manager did not have appropriate measures and records in place to demonstrate compliance



[bookmark: _Toc51839128]Risk:
Risk of inadvertently shared personal data being used for identity theft or other fraudulent actions.
Whilst the names and addresses were personal data it was not Sensitive personal data (defined GDPR Article 9(1) [1]) and should not impact on the rights or freedoms of the data subjects 
Reputational damage to the organization following the mishandling of personal data.
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[bookmark: _Toc51839129]Action:
The recipient of the email should be contacted and requested to not share the data and delete the data as it had been sent in error. The recipient should also be aware that failure to follow out the actions could potentially make them subject to prosecution under section 170 of the 2018 Data Protection Act [2].
All staff members affected by the breach should be informed of the event also include details of organizations Data Protection Officer
[bookmark: _Toc51839130]Prevention:
A review of the sections GDPR training should be undertaken and individuals who have not received any training within the last two years should undergo refresher training.
If the data is required, the data stored on the manager's desktop to be removed from the device once the appropriate secure systems or storage services have been made available to the manager. Else delete the data from the local computer.
The ability to download data or records out of a system should be removed for this individual and the wider user estate if applicable.
Data loss prevention tools can be used to scan email content to check for personal details and warn the sender of the content before it is sent. The data loss prevention tools can also be configured to warn users that emails are being sent outside of the organization. These tools are readily available within modern collaborative platforms such as Office 365 [2].
A business process re-engineering task to be undertaken to see if the undisclosed task can be made more efficient without breaching GDPR principles.
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[bookmark: _Toc51839427]

[bookmark: _Hlk51841534]Governance Committee mitigating actions to prevent a repeat of a data breach 

Following the breach of data from a manager’s device. Where an email containing the names and addresses of staff aligned to the manager and the discovery that said manager had insecurely stored scanned copies on their PC of sick papers and occupational reports of staff multiple.
This data breach was not considered severe enough to inform the ICO however to ensure we meet the objective to have no further breaches several steps will need to be undertaken. Some of these will be based on technology but technology alone can not prevent humans from making mistakes, and staff should be made aware of their responsibilities to not rely wholly on technology to prevent such mistakes. 
If the appropriate DPIA was considered then the following steps could have been considered as mitigation steps to follow as published by the ICO [1] :-
· deciding not to collect certain types of data;
· reducing the scope of the processing;
· reducing retention periods;
· taking additional technological security measures;
· training staff to ensure risks are anticipated and managed;
· anonymising or pseudonymising data where possible;
· writing internal guidance or processes to avoid risks;
· using a different technology;
· putting clear data-sharing agreements into place;
· making changes to privacy notices;
· offering individuals the chance to opt-out where appropriate; or
· implementing new systems to help individuals to exercise their rights.

[bookmark: _Toc51839428]Following the breach the mitigation plan would include:-
[bookmark: _Toc51839429]Staff Training.
As detailed in corporate policy a review of the sections GDPR training should be undertaken and individuals who have not received any training within the last two years should undergo refresher training. 
[bookmark: _Toc51839430]Understand the requirement for the data and manage accordingly. 
If the data is required, the data stored on the manager's desktop to be removed from the device once the appropriate secure systems or storage services have been made available to the manager. Else delete the data from the local computer.

[bookmark: _Toc51839431]Tighten up controls within the line of business application
The ability to download data or records out of a system should be removed for this individual and the wider user estate if applicable.

[bookmark: _Toc51839432]Implementing new technologies guide human behaviour 
Data loss prevention tools can be used to scan email content to check for personal details and warn the sender of the content before it is sent. The data loss prevention tools can also be configured to warn users that emails are being sent outside of the organization. These tools are readily available within modern collaborative platforms such as Office 365 [2].

[bookmark: _Toc51839433]Review of business processes 
A business process re-engineering task to be undertaken to see if the undisclosed task can be made more efficient without breaching GDPR principles.
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Poster Design
Whilst the specification for the poster was to promote good practice, most GDPR related posters the author has viewed tend to cover too much without focusing on areas individuals may be able to personally control.
For example, a social worker may not be concerned that from an infrastructure perspective the backend file systems and databases need to be backed up, they may not even be aware that storing any data on their laptop may be a problem for the organization.  Highlighting areas that an end-user can directly control or influence can result in a targeted message.
The three posters have been combined into one but would be better suited as individual posters. The subject matters covered in the posters are of issues that the author has encountered during daily operations and interaction with end-users
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Swansea Council

Personal Data Breach Report



		BR**







Background:

· Use this form to report a breach of personal data by officers or elected members

· Urgently contact the data subject if the breach possesses a high risk to the individual where the breach could lead to identity theft, fraud, any other crime or violence. If it’s not high risk, the data breach panel will decide if to tell the data subject.

· Complete part 1 of this report to provide comprehensive details of the breach.  

· Send part 1 of the report to the Data Protection Officer via Data.protection@swansea.gov.uk

· Under GDPR, there is a 72-hour deadline for the Council to decide whether to inform the Information Commissioner’s Office (ICO) or not about the breach. For this reason, this form must be completed as soon as possible after the breach is discovered and as part of the audit trail, you should identify the date and time you completed this form. 



Do not delay in retaining the data that has been lost. Recover the breached data where this is at all possible, including retrieving in person any hard copy documents which have been sent to the wrong address (if it’s safe to do so).



Definitions:



Personal Data means any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person. [GDPR Article 4(1)]



Sensitive Personal Data are special categories of personal data that are subject to additional protections. Sensitive personal data are personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and data concerning health or sex life. [GDPR Article 8(1)]



A Personal Data Breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, transmitted, stored or otherwise processed. [GDPR Article 4(12)]



Part 1 – to be completed by the investigating officer reporting the breach (The investigating officer should be the manager of the staff member who created the breach)



Part 2 – to be completed by the Data Breach Panel



Part 3 – to be completed by the investigating officer within 1 month of the breach panel



Send part 1 of this report to Data.protection@swansea.gov.uk













Part 1 – Full description of the personal data breach



		Name of Investigating officer:

		

		Tel No.:

		



		Section:

		

		Department

		



		Name of your Head of Service:

		



		Date completed:

		

		Time completed:

		







1.1 As far as you are able to ascertain, give the date and time the data breach occurred. If you are unsure of the date it occurred, put ‘not known’.

		







1.2 Give the date and time the data breach was discovered by you or your staff.  Please note that the Council has a 72-hour deadline to refer the matter to the ICO from the date and time of discovery. If applicable, explain here the reason for any significant delay in compiling this report since you discovered the breach.

		







1.3 Describe the breach, explaining the cause, the staff members involved in the incident and state or estimate to how many people the data was unintentionally disclosed.

		







1.4 Had the staff members involved in the incident received data protection training in the past two years? If they are unsure of this, put ‘not known’.

		







1.5 List the categories of personal data (names, addresses, bank details etc) which were disclosed.  Do any of these classify as sensitive personal data as defined above?

		







1.6 The personal data of how many people (referred to from now on as the ‘data subjects’) is affected by the breach?

		







1.7 Will the breach create a risk to the rights and freedoms of the data subject(s), namely discrimination of any kind, fraud, identity theft, reputational or financial loss? (When the breach involves sensitive personal data that reveals ethnic origin, political opinion, religious beliefs, trade union membership, criminal convictions or includes genetic data or data concerning health, such damage should be considered likely to occur.)

		







1.8 Detail your response to the breach so far, including any efforts made to recover the data and to mitigate any possible adverse effects to the data subjects.

		







1.9 Identify any reputational risks for the Council or risks to public confidence.

		









Part 2 – Data Breach Panel overview



		Date and time of panel:

		



		Attendees:

		









2.1  Has the Panel met within 72 hours of the breach being discovered?  If not, explain the reasons why there was a delay in convening the Panel

		







2.2  Summary of any further evidence presented to the Panel by the Investigating Officer Identify any reputational risks for the Council or risks to public confidence.

		







2.3  Record here the Panel’s decision on whether to refer the breach to the ICO or not, with accompanying rationale. 

		







2.4  Record here the Panel’s decision on whether the data subject(s) should be informed of the breach or not, with accompanying rationale.

		







2.5  Summary of any requirements for improving working procedures

		







2.6  If s/he were not able to be present, the Panel must consult with the Council’s Data Protection Officer (DPO) to confirm any decision not to inform the data subjects of the breach.  If appropriate, record here the DPO’s acceptance or otherwise of the Panel’s decision on this, with any accompanying comments.

		












Part 3 – Post Implementation review 



To follow up the requirements of the breach panel, please identify what changes/improvements have been made within your section and also if you have cascaded any lessons to other sections within your service.



Please return the completed form by (date) so the Council’s SIRO can be assured that the breach has been closed and improvements have been made.



		Summary of requirements made by the breach panel on (date)



		1. 



		2. 







3.1 Identify what actions/improvements have been introduced for each recommendation to improve practice. Also identify any lessons that have been shared with other sections/departments



		1.



		2.









		Signed:

		

		Date:

		



		Head of Service







Return the completed form to Michael.powney@swansea.gov.uk



Author: Information Governance Unit  V2	13/11/2019
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IS YOUR 
LAPTOP 


ENCRYPTED?


STOLEN LAPTOPS CAN CONTAIN THE 
PERSONAL SENSITIVE INFORMATION OF OUR 


CLIENTS, STUDENTS, CO-WORKERS AND 
BUSINESS PARTNERS.


PROTECT EVERYONE BY ENSURING YOUR 
LAPTOP IS ENCRYPTED.


LOOK FOR THE PADLOCK ON YOUR HARD 
DRIVE


The GDPR principle of integrity and 
confidentiality can be breached if data is not 
stored in secure way. If your laptop is lost or 
stolen encrypting the data helps keeping 
sensitive data from being accessed


Please contact you Data protection officer for 
more information at DPO@Swansea.gov.uk


Manage your 
drafts


• Data breaches can come from a number of places. 
Your draft reports can also contain personal sensitive 
information that if lost would breach GDPR guidelines.


• It is your responsibility to ensure you delete your draft 
reports from your storage once you have confirmed 
the data is secured in the system.


• Retaining the  draft data for longer than necessary not 
only posses a risk for data breach it also breaches 
GDPR data retention principles .


The GDPR principle of purpose limitation can be 
breached if data is maintained for longer than  
required and is also subject to FOI requests.


Please contact you Data protection officer for more 
information at DPO@Swansea.gov.uk


Planning a new system 
don’t forget a
Data Protection Impact 
Assessments


If you plan on doing any of the following:-


• Implement a new system that contains 
personal data


• Share data with two or more organizations
• Reuse existing data for an unexpected 


purpose
• Installing CCTV
• Consolidate databases from different parts of 


the organization


Starting early with a DPIA can save you time and 
money whilst meeting GDPR regulation 
requirements.


A DPIA follows good practice guidelines and can aid in a successful 
implementation. Failure to carry out a DPIA could result in the 
Council failing in its legal obligations.


Please contact you Data protection officer for more information 
DPO@Swansea.gov.uk


A DPIA can help 
• Identify the flow of information
• Identify privacy concerns and related risks
• Identify and evaluate privacy solutions







Planning a new system don’t 
forget a


Data Protection Impact 
Assessments


If you plan on doing any of the following:-


• Implement a new system that contains personal data
• Share data with two or more organizations
• Reuse existing data for an unexpected purpose
• Installing CCTV
• Consolidate databases from different parts of the 


organization


Starting early with a DPIA can save you time and money 
whilst meeting GDPR regulation requirements.


A DPIA follows good practice guidelines and can aid in a 
successful implementation. Failure to carry out a DPIA could 
result in the Council failing in its legal obligations.


Please contact you Data protection officer for more 
information DPO@Swansea.gov.uk


A DPIA can help 
• Identify the flow of information
• Identify privacy concerns and related risks
• Identify and evaluate privacy solutions







Manage 
your drafts


• Data breaches can come from a number of places. Your draft 
reports can also contain personal sensitive information that if lost 
would breach GDPR guidelines.


• It is your responsibility to ensure you delete your draft reports 
from your storage once you have confirmed the data is secured in 
the system.


• Retaining the  draft data for longer than necessary not only posses 
a risk for data breach it also breaches GDPR data retention 
principles .


The GDPR principle of purpose limitation can be breached if 
data is maintained for longer than  required and is also 
subject to FOI requests.


Please contact you Data protection officer for more 
information at DPO@Swansea.gov.uk







IS YOUR 
LAPTOP 


ENCRYPTED?
STOLEN LAPTOPS CAN CONTAIN THE PERSONAL 


SENSITIVE INFORMATION OF OUR CLIENTS, 
STUDENTS, CO-WORKERS AND BUSINESS 


PARTNERS.


PROTECT EVERYONE BY ENSURING YOUR 
LAPTOP IS ENCRYPTED.


LOOK FOR THE PADLOCK ON YOUR HARD DRIVE


The GDPR principle of integrity and confidentiality 
can be breached if data is not stored in secure 
way. If your laptop is lost or stolen encrypting the 
data helps keeping sensitive data from being 
accessed


Please contact you Data protection officer for 
more information at DPO@Swansea.gov.uk
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Information Management – City & County of Swansea

Checklist 2 – 

Retrieving lost Information following a data breach







This checklist is used when information has been sent in error to the wrong recipient. Please follow this checklist to ensure any lost information is retrieved as quickly and efficiently as possible and any possible risks are contained.



1. Being aware that a data breach has happened



· As soon as you are aware that a data breach has happened and information has been lost, it is your responsibility to report the incident to your line manager and the information security officer via infosec@swansea.gov.uk

· Make a note of the details of the breach and the time and date when the breach happened.

· Make a note of what was actually sent out so you collect all the documents on retrieval.

· Contact the recipient as soon as possible to apologise for the incident and arrange to physically collect the information at their earliest convenience.

· Make a note of the initial conversations you had with the recipient and the time and date.



1. Retrieving the information from the unintended recipient



· When retrieving the information from the unintended recipient, once again apologise for the incident and assure them that investigations will take place to ensure incidents like this don’t happen again

· Once the information has been handed over and you have checked the content to see if anything is missing, ask the recipient if they intend to take any further actions. (have details of the corporate complaints contacts just incase)

· Confirm that they have not made copies of the information or shared it with anyone

· Confirm if they have read the whole document or just the first part realising that it was not for their attention.

· Confirm if they know the person who should have initially received this information

· Thank the recipient for their time.

· When you get back to your vehicle/office make a note of the time/date and conversations.



3. Assessing the retrieved information with your line manager



· With your line manager who will be the investigating officer, decide on what type of data was involved and how sensitive is it? Remember that some data is sensitive because of its very personal nature (health records) while other data types are sensitive because of what might happen if it is misused (bank account details) 

· What has happened to the data? Could it be used for purposes which are harmful to the individuals to whom the data relate; 

· Regardless of what has happened to the data, what could the data tell the recipient about an individual? 

· How many individuals’ personal data are affected by the breach? 

· What harm can come to those individuals? Are there risks to physical safety or reputation, of financial loss or a combination of these and other aspects of their life?

· Are there wider consequences to consider such as a risk to public health or loss of public confidence in an important service you provide?

· If individuals’ bank details have been lost, consider contacting the banks themselves for advice on anything they can do to help you prevent fraudulent use.

· Discuss what actions need to be put in place to stop this happening in the future

· Identify what training has already taken place with regards to protecting data within your area. Also identify any further training needs/gaps





NOTE: All this information will be required when you complete the data breach report and send it to the Council’s Information Security officer via infosec@swansea.gov.uk. If the questions in section 2 are not asked, you may be asked to revisit the recipient for confirmation.
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