An exploration of how the bailiwick of computer networks is moving towards software defined networks and how cloud computing supports this change. 
Traditionally the role of a network professional would involve hours upon hours locked away, often by oneself, in a hot, loud, dark room with the only company being the bank of servers and network infrastructure whirring its constant drone hour after hour, but is this changing? This essay will explore how the role of those who work within computer networking has changed over recent years towards a high emphasis on software-based networking with a backbone run through remotely hosted cloud networks. Evidently the basic role for any network professional has greatly changed away  from physical interaction with infrastructure, requiring hands on changes to individual pieces of hardware, to ever more remote, cloud based, networking. Along with this change a greater knowledge of programming and file structures has need to be developed as the industry moves away from individual operations towards mass interoperability between vendors and network hosts. This exploration will focus on the overall impact on the change in direction of the field of computer networks, through the changing role of the network professional, why software defined networking (SDN) has been so readily accepted by the industry, how the change to SDN has impacted and changed the industry, why web services such as representational state transfer (RESTful) and single object access protocol (SOAP) with file formats such as JavaScript object notation  (JSON) have been adopted for use across hypertext transfer protocol (HTTP) networks for the implementation and operation of RESTful web services and how RESTful web services are utilised in making this change possible.
	"The last 30 years of networking was all hardware, generally speaking, the next 30 years are going to be all about software."- Rohit Mehra[1]. This statement alone represents the most fundamental change in the networking profession there has ever been, the move away from needing access to individual physical components to the remote automation of their control. This shift is happening mostly down to the sheer size that many modern networks are needing to quickly scale to. Thirty years ago, the idea of a home personal computer was still a fever dream for a certain type of person and the world wide web as we know it was just being created. Nowadays 86% percent of UK adults use the internet, with 61% of UK internet users accessing the internet on both computers and mobile devices.[2]
	Specialist teams within the networking profession are becoming a thing of the past as hardware and software become more intertwined. Rather than a large organisation having a team focus on the physical network, another on the compute functions for a network and third managing the storage, the roles now all combine into what is fast becoming the field of a ‘Cloud Engineer.’[1] This change marks a shift towards that of a software defined network becoming common place rather than a rarity seen as a novel idea only for those companies are the forefront of technology.  The core skill set of network professional has therefore moved away from needing an industry qualification such as the Cisco Certified Network Associate program and knowledge of command line interfaces of specific hardware from specific vendors to a host of skill sets, including the knowledge of networks, such as:
· Linux operating system knowledge. 
· Programming knowledge such as SQL, python, etc.
· Containerisation. 
· Web services. [3]
	It is estimated that the amount of Internet of Things (IoT) devices will grow significantly within the next decade from an estimated 10.07 billion devices in 2021 to upwards of 25.44 billion devices in 2030. [4] This growth in devices will bring both complexity from the number of devices needing access to networks as well as complexity in the form that many IoT devices such as connected cars [5] and safety critical systems need low latency connections with high bandwidth availability. The physical infrastructure to manage all these devices in a traditional, non-software based, network would be both unfathomably complex to manage and all the hardware needed for those connections adding its own traffic congesting the network even further.  
One of the major reasons SDNs have been so embraced so quickly with both the network professional world and the business world is due to the simple fact that they are, undeniably, cheaper to create, operate and maintain. Network management cannot keep up with the amount of change needed in a modern adaptive network by simply employing more staff, [6] centralising the deployment and updates for networks allows for less staff that perform a wider role providing better value for their salary costs. One can reduce costs from physical infrastructure by merely eliminating the need for buying in redundant systems that go unused due to no technical failures occurring or reducing the amount of unused hardware waiting for possible future scaling simply by outsourcing this to a cloud-based provider to operate the hardware. In this sense only the compute power needed is charged [7] and any outages are covered under service level agreements.
SDNs have an innate advantage with the built-in functionality that centralised network management can bring with analysis of network traffic and the ability for hardware from different vendors to operate seamlessly. This in conjunction with the advancements made regarding IPV6 address allocation allows for devices to easily be added to complex networks as the software, along with any organisational policies, can automatically recognise what function these devices serve, which security settings and networks they are allowed access to and automatically configure those without need for human intervention. This brings massive advantages for the easy scalability of a network to meet higher usage demands; along with automatic notifications and solutions to any network issues meaning quality of service can be maintained and even improved.
 Intent Based Networking (IBN) builds on the ideas and architecture of SDN by applying business intent to a network with remote controllers at its core rather than a hardware-based network. As more secure and critical information is sent of networks and more devices are added to networks increasing the chance of data breaches occurring[8].  As such it is imperative that the application of policies built to integrate between domains allowing for greater segregation of user traffic, enhancing security over the wider network, which is easily handled with IBN through the usage of virtual networks and endpoint groupings. This being handled automatically greatly reduces the risk from individual network professionals updating access control lists manually running the risk that security polices are either applied incorrectly or discrepancies exist between network segments allowing for vulnerabilities to be exploited. 
The move to SDN and the changing role of the network professional has had wide reaching effects on the broader networking industry. As the role of the network professional is changing away from the specialised fields of each networking professional to the broader job specification of cloud engineering many roles in companies have been merged into a handful of jobs. This change can be seen through the marked decrease over the last five years of web searches with www.google.com for ‘system administrator’[9] and the increase in the same period for ‘cloud engineer.’[10] This staffing change is not only evident within the technical roles within networking it is evident throughout the whole of the profession with Cisco overhauling its organisation by laying off 24 of its 92 leaders of its engineering sector and changing 41 percent of its client facing executives “because they were selling routing and switching as opposed to architectures and outcomes.”[1]
As the networking world moves away from traditional hardware-based networks to more of a SDN and IBN space this showing in a significant change in the market cap shares of the top five companies in the enterprise local area network networking sector. Between the second fiscal quarter of 2020 and the second fiscal quarter of 2021 the market cap share for Cisco has dropped around 5.9 percent, whereas the share for Ubiquiti  has risen around 1.6 percent.[11] Cisco has been a major player in the enterprise WLAN sector for many years with their focus being around the hardware they produce to support enterprise networks. Whereas Ubiquiti, from inception, has focused on user experience and the software back bone and interoperability of its systems. With the growth favouring the company that focuses on SDN over one which is trying to catch up and change its core values as shown by their major staffing changes, it is evident that the profession is moving in the SDN direction. 
The global SARS-Cov-2 pandemic has accelerated the global uptake in agile working and non-traditional working environments such as working form home. Before the pandemic many businesses were going away from the need to have staff physically based in offices and were embracing the concordance of digital devices allowing for more agile working. SDN has shown clear advantages and support of this through its ability to scale quickly and for it easily adapt contrary to that of the traditional hardware-based network. 
  SOAP web services are a rigid set of protocols developed by Microsoft  that rely on Extensible Markup Language (XML) to provide their services. SOAP requires there to be a service provider, a service requestor and a registry that can direct the service requester to the service provider. The service requestor queries the registry which will provide a service description and binds the provider and requestor into a session, usually using HTTP however it is also possible to use other layer seven applications such as Simple Mail Transfer Protocol (SMTP). The need for a middle point with the service registry could cause some significant delays to network traffic without and end to end connection, this I demonstrated by SOAP services having delays of around three to five times longer in multimedia conferencing applications than RESTful services.[12] Although the additional overhead is present with SOAP the fact it carries built in error handling and is highly standardised in its use of only XML makes it highly useful in a distributed enterprise environment.
RESTful web services are much more flexible than SOAP web services, this is baked into the design by being stateless and not being tied to one specific language or file type association. As RESTful services are stateless, they have no need for an intermediate service such as registry to set up communication from both ends, the service simply handles this with each request acting independently of the last. REST accomplishes its operations with HTTP and the uniform resource identifier of the specific part of the service each operation is requesting. As REST works with only HTTP it can be limited in its own functions as it can only use the defined HTTP verbs, with some web services limiting this further to only the four main verbs: POST, GET, PUSH , DELETE. As RESTful services are lighter weight, highly flexible and come with a lower compute overhead they can be seen as the natural progression from SOAP services [13] as performance and speed are vital to today’s networks and will only become more vital as the world becomes more connected.
As two of the main characteristics of RESTful webservices are to be lightweight and to be highly language agnostic it makes sense that the industry is widely adopting JSON as the de-facto format for data transfers with REST over other such as XML and HyperText Markup Language (HTML). JSON is designed to be self-describing and therefore human readable [14] without the need for a knowledge of programming language and is also language agnostic through its use of name/value pairs.
Amazon Webservices Simple Storage Solution (S3) makes use of RESTful services as one of the largest cloud-based computing and storage providers out there.  Using REST based APIs users can push data directly to remotely hosted services as well as request that data back. Also users are able to create HTML forms to collect data in a more user friendly way and use REST to push this to AWS. [15]
As RESTful APIs and JSON file formats are completely language agnostic and have a low overhead they make the ideal solution for remotely managing cloud-based and software defined networks. Their agnosticism makes them ideal to be able to work with a multitude of hardware form different vendors as well as to be able to interact with virtualised software-based networks, rather than needing to work with a different file type for different systems hosted in remote locations. The low compute overhead means that vital processing is not used up on updates to the network when they are most needed. Both of these combined shows why SDNs are moving away from working with SOAP and moving towards REST for network management[16]. 
The role of the network professional is continuing to evolve away from the traditional hardware-based network engineers and systems administrators into a role more befitting the moniker of ‘Cloud Engineer.’ A wide sweeping change is evident across the industry and is gathering pace due to mass adoption of SDN due to their ease of use and their scalability. This has meant that established enterprise networking providers are having to quickly adapt and change their business objectives as SDN becomes the core business for the networking professional. As cloud-based networks are growing the need for the network to work seamlessly with established protocols has been seen so that services can easily and automatically handle services uses and service errors alike, leading to a change from SOAP based services to those based on RESTful architectures incorporating lightweight file formats such as JSON to handle service requests significantly reducing processing time and network traffic. With this change occurring within the industry already with large services adopting REST based APIs for their services.  Ultimately the changing landscape of networking as it moves towards SDN with the help of services such as REST and JSON is allowing for greater efficiencies and benefit behind the scenes that are only just being realised in both the wider public and business worlds. 
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