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In this assignment I have been tasked to write a report about how cloud computing has changed the industry and what effects this change has had on the industry itself and how it has benefited from this change in this assignment I aim to answer the following 5 questions:
· How the shift towards cloud computing has impacted the industry.
· How the job role of network professionals has evolved to meet the technical challenges of the cloud.
· How RESTful Web Services have been used to facilitate these changes.
· Why software-defined networking has become so heavily adapted by industry, despite meaning an adaptation to the job role of network engineers.
· Why standards, such as JSON and REST have been selected and utilized. Specifically, consider interoperability.
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The idea of “the cloud” has been around for quite some time the origins trace back to a utility computing concept that a computer scientist ‘John McCarthy’ proposed publicly in 1961.
Since 1990 the public has been leveraging forms of internet-based computer utilities through search engines, email, and media such as Google, Gmail, YouTube, etc. These services were then popularized through consumer-centric due to this it validated the core concepts of what we perceive today as cloud computing.[1]
When we think of cloud computing we think of one whole topic but it is divided into three architecture layers:
· Infrastructure as a service (IaaS)
· Platform as a service (PaaS)
· Software as a service (SaaS

IaaS is thought of as a management model, so it looks into how memory and storage resources are allocated to different applications based on the demand from users.
PaaS is the "development" model that defines how software developers design and build their applications that access and use the computing resources that are managed by the IaaS layer.
SaaS is the “delivery” model it defines how the software is written by developers by using the PaaS layer it is made widely available to other users over the internet. Users will require an internet connection and have access to a web browser to access SaaS applications. The SaaS model is heavily associated with a subscription-type economic model mainly used in entertainment media.[3]
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In the modern day most companies, you will find they provide cloud services to different industry sectors a few companies of note such as Cisco, Amazon, and Microsoft.[2]
By using a cloud computing service, a user can virtually access resources instead of purchasing physical infrastructure such as hardware and other computing resources. Cloud services also provide an extensible and configurable infrastructure that can support the needs of the client's model (e.g. device control, customer needs) and also outputs (e.g. indicators, analyzers). Cloud computing essentially aims to be a widely available and configurable platform for sectors as they can also provide services in education, software, logistics, etc.
Cloud computing is now becoming essential for every industry, in education cloud computing offers users adaptive strategies for their learning and real-time activities such as massive catalogs of online courses. Cloud computing has affected the logistics industry as problems can now be estimated, visualized, and analyzed on cloud software to optimize logistical strategies.[2]
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Information security is an umbrella term for cyber security it is essentially an ensemble of techniques and technologies that protect the integrity of systems and access to said systems. Depending on the model of the system it can come faced with various threats cloud computing has a few specific threats that apply to it and professionals in the industry need to keep up with these threats and how to mitigate them to keep their systems and data secure.
The specific cloud computing threats are as follows:
· Traffic eavesdropping
· Malicious intermediary
· Denial of service
· Insufficient authorisation 
· Virtualization attacks
· Overlapping trust boundaries

Traffic eavesdropping can occur when data is being transferred to or within a cloud and is passively intercepted by a malicious service agent for illegitimate information-gathering purposes. The purpose of this attack is to compromise the integrity of data and due to the passive nature of the attack, it can be undetected for a prolonged period of time.[3]
Malicious intermediary threats arise when messages are intercepted and altered by a malicious service agent, in turn, it allows for the possibility for the message to compromise the message's integrity. It can also insert harmful data into the message before being sent to its destination.[3]
Denial of service or (DDoS) attacks are a very common form of attack which can be used in various scenarios, the objective of a DDoS attack is to overload IT resources to the point where the system crashes or can no longer function to its intended purpose.
An insufficient authorization attack occurs when access is granted to an attacker by mistake or too broadly, this results in the attacker gaining access to IT resources that are normally encrypted. [3]
Virtualization provides users with multiple IT resources that share hardware but are still isolated from each other. Cloud providers grant administrative access to cloud users and access to virtualized IT resources as there is a prevalent risk that cloud users can abuse the access given to them to attack IT resources. 
When IT resources are being shared by cloud service consumers, they have overlapping trust boundaries. Malicious cloud users can target the shared IT resources between the cloud and compromise other cloud users and IT resources that share the same trust boundary.[3]
These forms of attacks are constantly changing so professionals need to keep up with them as technology is constantly changing alongside these threats which are constantly developing with the progression of technology there will always be new ways of attack when new technology is introduced which is why it's important to keep up to date on recent developments as an industry professional.
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For years now web services have been put into practical use, during this time many different developers and architects have encountered a large number of occurring design challenges related to their usage. Developers have also learned that certain design choices work better than others to solve these challenges.[4]
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Web services make it very easy to reuse and share common logic with a range of diverse clients such as mobile, desktop, and web applications. Web services are able to have such a broad reach due to their reliability on open standards which are ubiquitous this means they are interoperable across different platforms while being independent of underlying execution technologies. All web services will at least use HTTP and data-interchange standards such as XML and JSON.
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Rest services are specifically designed according to a list of six constraints that Mold and shape the architecture to emulate the properties of WWW. Which results in the implementation that relies on the use of core technologies.
The six constraints are as follows:
· Client-server
· Stateless
· Cache
· Interface/uniform contract
· Layered system
· Code on demand [3]

Unlike regular web services, REST services do not possess their own individual interfaces instead they all share their own common technical interface which is known commonly as the uniform contract, which is established through HTTP methods.

Representational state transfer or (REST) is an architectural style which is used for distributed hyper-media systems such as the web. When using this architectural style web services are seen as resources which can be identified by using their unique URLs. The one key characteristic of RESTful web services is its explicit use of the HTTP protocol and its methods to invocate different operations. 
Unlike a message-centric architectural style like (SOAP) rest is a resources centric approach clients can navigate between different web resources which are identified by the uniform resource identifier (URI) and then use a set of standard actions or methods on these resources the methods used are defined by the core HTTP command set. The HTTP commands used with REST are very similar to CRUD (create, read, update, delete).[5]
REST has changed the way cloud computing functions as it offers total client-server separation. Clients can initiate requests to the servers and then they will process the given request and return the appropriate responses to the client satisfying the request. The request and response process is built around the transfer of resources from server to client. A resource can simply be defined as a coherent and meaningful concept which can be addressed.[5] A representation of a resource is normally a document which captures the current state of the resource.
The reason for the rise of RESTful web services was a reaction to the SOAP-based standards which were more heavyweight. RESTful services are sued because of their simplicity and clean and proven style as it doesn't require a big complex set of standards. RESTful web services have a strong emphasis on simple point-to-point communication over HTTP standards using XML and JSON.
REST provides 3 major advantages:
· REST services are highly reusable across different platforms such as (Java, .NET PHP, etc) as they rely on HTTP protocols.
· They rely on human-readable documentation that defines requests URI'S and responses.
· They use basic XML instead of complex SOAP/XML and they are easily consumable.[5]

 Even though for some time in recent years there has been debate on which architecture is better, for the above reasons REST is being more commonly used for business-to-consumer and browser-based interactions. REST is also now the architecture for back-end integrations for enterprise services. 
Comparing the REST & SOAP architectures REST respectively is a simpler and more efficient architecture to use and also due to the simplicity reduces the amount of serialization and deserialization complexity and also removes the need for third-party libraries which is a huge benefit for business models using REST.[5]
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 The term software-defined networking or (SDN) refers to a new approach to network programmability, that means it has the capacity to initialize, control, change, and manage network behavior dynamically via open interfaces.[6] Software-defined networking puts an emphasis on the role of software in running networks through the abstraction for data forwarding and by doing so it separates it from the control plane.
By using this definition of SDN we can recognize the following features of an SDN network:
1. Programmable network
2. Centralized management structure
3. Dynamically configurable networks
4. Open protocols and interfaces
5. Easily monitored and Fault-tolerant network [6]
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Due to the evolutions of social media, ubiquitous computing, IOT, and smartphones have not only increased bandwidth requirements but the complexity of networks as well. This evolution has led to a massive increase in west traffic (Data Centre-Data center) as well as north-south traffic (data centre-client machines).
Due to this increase the current network technologies and approaches that are currently in place will not be able to reach such a high level of scalability in according to the present and future need for flexible and dynamic scalable high bandwidth networks. The inflexibility of these current technologies is what has led to the SDN model which seems promising in solving the existing and future issues of ICT.
There are some driving points towards the use of SDN and the benefits it can provide some of which are:
1. Simplified switch design
2. Loose coupling to provide better evolution.
3. Ease of network application development 
4. Open network protocols lead to cost-effective devices.
5. Better and easy network management 
6. Better support to tackle the exponentially growing network and data.
7. Better network security solution [6]
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Replacing traditional networks will be a challenge for network engineers as traditional networks have been used for a very long time since their evolution a lot of work has been done on these systems. As the new technology is introduced network engineers will need to constantly research and develop their knowledge on SDN to fully understand it and implement it into a topology. As there are massive installations of switches as a backbone of traditional networks it is not feasible to replace an existing network in one go to make SDN a more feasible option it would need to run as a parallel to traditional networks and ease into working on an integration method to fully support the operation of both systems.[6]

[bookmark: _Toc152837615]JSON & REST standards

[bookmark: _Toc152837616]What is JSON?
JavaScript object notation or (JSON) is a language-dependent text format which is used in mainstream programming languages such as C, Java, and Python to support it natively or through external libraries.[7]
JSON is derived from the literals of the Javascript programming language. This makes the JSON format a subset of Javascript. Due to JSON being a subset, this means it does not possess additional features that the Javascript language itself does not already possess. JSON is more commonly known as a data interchange format, which means it can be used as a data format whenever data is exchanged in a network. Data exchanges can occur between browsers and servers and even server-server. However, this is not the only means of data exchange as it would leave you with rather limited options.[7]
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