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Installing Virtual Machines:
[bookmark: _GoBack][image: ]
Using Oracle VM VirtualBox four virtual machines were installed to create a virtual computer network. This composed of two server machines and two client machines. The server machines would connect to their client with a private network i.e. Server 1 to client 1 and Server 2 to client 2 respectively via an internal network. The two server machines would be connected together by a separate public network.
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The server virtual machines, named Server_1 and Server_2 both had Windows 2008 (64-bit) installed on them. This operating system would provide the needed programs to create a network. The client machines (Client_1 and Client_2) had Windows 7 (64-bit) installed.
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All 4 machines were allocated 4GB of RAM and 20GB of hard drive space. This was done to ensure that the machines ran reasonably and had plenty of space to install features.
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The operating systems for the machines were loaded from and .iso file located locally. An ISO is an image of a optical disk, this case being operating system disks.
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The two server machines would be connected via an adapter called PublicNet, each of the servers has this adapter. Server_1 would connect to Client_1 via an adapter called PrivateNet1. 	Comment by John Rees: Have a look at your choice of screenshots here.  You don’t show either pair (Server1/Client1 or Server2/Client2) on the same network segment.  Better so to do.
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Server_2 to Client_2 has the same adapter, however this adapter is called PrivateNet2 to prevent issues between the servers. The client machines only have use relevant PrivateNet adapter and do not have a PublicNet adapter.






Configuring IP Addresses

[image: ][image: ]
On the virtual server machines, to connect the two to each other via the PublicNet adapter an IPv4 address was manually entered on each of the machines. This was done via the network and sharing centre and by selecting the relevant adapter. Server_1 was given the IP address 192.168.1.100 and Server_2 was given the IP address 192.168.1.101.	Comment by John Rees: The assignment of DNS to be each machine itself should have thrown an error, I believe?
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For the PrivateNet1 connection between Server_1 and Client_1 an IPv4 address was manually entered for both machines. Server_1 received the IP address 192.168.100.1 and Client_1 received the IP 192.168.100.2.
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For the PrivateNet2 connection between Server_2 and Client_2 they also had manually given IPv4 addresses. Server_2 was given the address 192.168.101.1 and Client_2 was given the address 192.168.101.2.
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After Setting up all the IP addresses for the virtual machines, the connections between the machines was tested. This was done via command prompt. By typing ping and then the relevant IP address, the computer could send a data packet to the address and confirm if there was an open connection between the two. The above screenshot shows Server_1 pinging the IP address 192.168.1.101 which belongs to Server_2 on the PublicNet adapter. The results of the ping show that there was a reply from Server_2 which proves that the connection is working between the two.
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This screenshot shows Server_1 pinging Client_1s address 192.168.100.2 on the PrivateNet1 adapter connection. The result shows that the connection is working and Client_1 replied to the packet sent by the server.
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This screenshot shows Server_2 pinging Client_2s address 192.168.101.2 on the PrivateNet2 adapter connection. By receiving a reply from the client, it shows the connection is working between the two machines.	Comment by John Rees: OK.  Did you try pinging client 2 from server 1?  It would have failed at this point, the reason being there is no routing algorithm installed on the servers as yet.











Primary Domain Controller
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After confirming that all the connections between the machines are working the next step was to create a primary domain controller on Server_1 and to add Client_1 to that domain. By going to the server manager window, a new role was added to the server. The above screenshot shows that the Active Directory Domain services role was selected to be installed.
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Because the server had no existing domains, a domain in a new forest was selected. After the new forest is installed a new domain could be added to it in future.
[image: ]
The name of the domain created was uwtsd.com. This domain will be the one that the client machine would connect to.
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After installing the new domain and restarting the server machine the log on screen had changed to show that the server was now logging into the newly created domain.
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After logging back into the server machine new objects can now be created on the domain. These objects can be new computers that can access the domain or users for said domain.	Comment by John Rees: Good – the picture shows the right evidence clearly and legibly.
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The Client_1 machine can join the newly created domain by typing the domain name in the computer properties. As the screenshot above shows, the Client_1 machine was successful in joining the domain uwtsd.com.
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The connection for PrivateNet1 now shows that the client is now connected to the domain via the graphic shown above.
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After connecting to the domain with Client_1 the active directory on the server now shows the client in the list of objects including the previous object which was created manually.


Installing a DCHP Server
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After setting up the domain for the machines the next step is to add a Dynamic Host Configuration Protocol (DHCP) server to Server_1. This will allow the server to create a scope which will have an IP address range, which will allow Client_1 to request an IP address from the server and allow the server to lease out an IP address.
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The scope for to be created will be called SalesClient. This will make it easier to find the scope if additional scopes are added in the future.
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For the scope an IP Address range was given. The first IP Address in the scope is 192.168.100.1 and ends at 192.168.100.10. This allows several other client machines to request IP addresses if more clients are added to the network in the future.
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Because of the created scope, Client_1 no longer needs a manually entered IP address to connect to the server.
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To test the DCHP system, Client_1 manually requested an IP from the server via command prompt. By typing ipconfig /release the client releases the IP address that it may currently have from the server.
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By typing ipconfig /renew the client requests for an IP address from the server. As shown above the client now has the IP address 192.168.100.2 from the server.
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By looking at the DCHP settings on the server we can see the IP Address being leased to the client. This shows which client has the IP address and when the lease expires for the IP address.
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By going into the scope options, we can set an IP address for the server itself. This will show as the default gateway for the connection. This can be seen in the command prompt shown previously.
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Another role which was installed is Network Policy and Access services. This role was installed on both servers. This allows all machines to connect to each other via routing and remote access.
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After installing the role Server_1 can select which adapters to create routing protocols for. In the case of Server_1 this is PublicNet and PrivateNet1
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Because Server_1 had already selected PublicNet for routing, Server_2 can only select PrivateNet2
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To test the new protocols the screenshot above shows that Server_1 pinged the IP address of Client_2 and had received a reply from said machine.

[image: ]This screenshot shows Client_1 pinging the IP address of Client_2 and has received a reply from the machine. This shows that despite being on different private networks the clients can contact each other via the servers PublicNet connection.	Comment by John Rees: Good.  Nice to see the extension work being completed.

image4.png
“ Create Virtual Machine

Name and operating system

Please choose a descriptive name fo the new virtual machine
‘and select the type of operating system you ntend to nstallon
. The name you choose wilbe used throughout V tualBox to

identiy this machine.

Name: [Glent_1

Type: [Microsoft Windows

Versions:

&

Windows 7 (644it)





image5.png
:

“ Create Virtual Machine

Name and operating system

Please choose a descriptive name fo the new virtual machine
‘and select the type of operating system you ntend to nstallon

. The name you choose wilbe used throughout V tualBox to
identiy this machine.

Name: [Glent 2

Type: [Microsoft Windows

o &





image6.png
€ Create Virtual Machine

Memory size
Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.
The recommended memory size is 2048 MB.

4MB 16384 MB

Next Cancel





image7.png
€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dlick on

the folder icon to select a different folder to create the file in.

x|

Server_1

|

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

20,00 GB





image8.png
(2 Server_1 - Settings

General
System
Display
Storage

Audio
Network

Serial Ports
UsB

Shared Folders

User Interface

? X
Storage
Storage Devices Attributes
& Controller: SATA Optical Drive: |SATA Port 1 - @&
Server_1.vdi Live CD/DVD
Hot-pluggable
Information
Type: Image
Size: 2.95GB
Location: ~ C:\Users\aurus\Downloads...
Attached to: Server_1, Server_2





image9.png
(2 Client_1 - Settings

Shared Folders

User Interface

? X
| General Storage
System Storage Devices Attributes
£~ Controller: SATA Optical Drive: |SATA Port 1 -®
=l Display
Client_t.vdl [ Live co/ovD
Storage Hot-pluggable
Information —————————————————
B4 Audio .
Type: Image
E Network Size: 3.09 GB
Location: C:\Users\aurus\Downloads...
@ Serial Ports Attached to: Client_1, Client 2
ﬁ UsB





image10.png
(2 Server_1 - Settings

il General

System

Display
Storage
Audio
Network
Serial Ports

UsB

Shared Folders

BhbvweRYElE

User Interface

Network

Adapter 1 Adapter 2

Enable Network Adapter

Attached to:
Name:
> Advanced

Adapter 3 Adapter 4

Internal Network

PublicNet





image11.png
(2 Server_1 - Settings

S}
a
P
"4
»
'
=

il General

System
Display
Storage

Audio
Network

Serial Ports
UsB

Shared Folders

User Interface

Network

Adapter 1 Adapter 2

Enable Network Adapter

Attached to:
Name:

> Advanced

Adapter 3 Adapter 4

Internal Network

PrivateNet1





image12.png
2 Client_2 - Settings

=]
D
B
-
»
&
=

General
System
Display
Storage

Audio
Network

Serial Ports
UsB

Shared Folders

User Interface

Network

Adapter 1 Adapter 2

Enable Network Adapter

Attached to:
Name:

> Advanced

Adapter 3 Adapter 4

Internal Network

PrivateNet2





image13.png
Ne

You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate P setings.

" Obtain an IP address automatcally
[~ Use the following IP address:

1P address: 192,165 . 1 100
Subnetmask: 255 .25 .25 0
Defauit gateway:

€ Obtain D5 server address autamaticall
(¥ Use the following DNS server addresses:————————————

Preferred DNS server: 192,165 . 1 100

Alternate DS server:

T Valdate settngs pon ext P

tac

Jork

er





image14.png
You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate P setings.

1 C Obtainan P address automaticaly.

¥ Use the following IP address:—————————————————

1P address: 192,165 1 101
Defauit gateway:
€ Obtain D5 server address autamaticall
[~ Use the following DNS server
| PreferedDis server: [12.165. 1 .101
Alternate DS server: T

' T Validate settings upon exit





image15.png
"
e oo vermon sty gt SR

General |

You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate P setings.

" Obtain an IP address automatcally
[~ Use the following IP address:

1P address: 192168 100 1

Defauit gateway:

€ Obtain D5 server address autamaticall
(¥ Use the following DNS server addresses:————————————
Preferred DNS server: 152168 . 100 .

Alternate DS server:

T Validate settings upon exit





image16.png
General

You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate P setings.

) Obtain an P address automaticaly.
Use the follwing IP address:

192165 . 100 .

255.25.255. 0

Defauit gateway: P

(Obtain DS server address automaticaly
Use the following DS server addresses:

refered oS servers 2w w0, 2
Atemate S sever )
IFvadtesetngs upon ext —





image17.png
B privatenet2 Proper

= "

€ General |

for the appropriate P settngs.
" Obtain an IP address automatcally
1P address:

Subnetmask:

Defauit gateway:

You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator

¥ Use the following IP address:—————————————————
192 168 . 101 .

1

€ Obtain D5 server addhess autore

Preferred DNS server:

Alternate DS server:

ticaly

(¥ Use the following DNS server addresses:————————————
192 168 . 101 .

T Validate settings upon exit

—

Internet Protocol Version 4 (TCP/IPva) Properties

.u





image18.png
Lo Properties

General
You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator onn:
for the appropriate I settngs.
bt ac

Defauit gateway: PR o

(Obtain DS server address automaticaly

Preferred DNS server: 192.168 . 101. 2 P
Atemate S sever

bing
IFvadtesetngs upon ext —





image19.png
| Administrator: C:\Windows\system32\cmd.exe.
[Microsoft Yindows [Version 6.1.76011
[Copyright (c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\Adninistrator>ping 192.168.1.161

[Reply from 192.168.1.101: hytes=32 time<ims
[Ping statistics for 192.168.1.18

Packets: Sent - 4, Received = 4, Lost = B (B loss).
[poproxinate round trip times in milli-seconds:
Mininum = Bns. Maxinum = @ns, Average = Ons

C:\Users\Adninistrator>





image20.png
[Microsoft Yindows [Uersion 6.1.76011
[Copyright (c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\Adninistrator>ping 192.168.100.2

[Ping statistics for 192.168.100.2

Packets: Sent - 4, Received = 4, Lost = B (8% loss).
[poproxinate round trip times in milli-seconds:
Mininum = Bns. Maxinum = @ns, Average = Ons

C:\Users\Adninistrator>





image21.png
[Microsoft Yindows [Uersion 6.1.76011
[Copyright (c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\Adninistrator>ping 192.168.161.2

TTL-128
Reply from 19211681101 2: hyte: i TTL-128

[Ping statistics for 192.168.181.2:
Packets: Sent = 4, Received = 4, Lost = @ <O loss),
[poproxinate round trip times in milli-seconds:
Mininum = Ons, Maxinum = @ns, Average = Ons

C:\Users\dninistrator>_





image22.png
[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Actve Directory Rights Management Services
[ Appication Server

[ DHCP server

[ DNS Server

[ Fax Server

] Fie Services

O Hyper-v.

[ Network Polcy and Access Services

[ Print and Document Services.

] Remote Desktop Services.

] web Server (15)

[ Windows Deployment Services

] Windows Server Update Services

More about server roles

Desciption:
Active Directory Domain Services (AD
'DS)stores nformation about objects
‘on the network and makes this
information available to users and
network administrators.AD DS uses
‘domain controllers to give network.

users access to permitted resources,
anywhere on the network through a
singlelogonprocess.

= |





image23.png
Services Installat

" Choose a Deployment Coni
You can create a domain foran exsting foret o for a new forest

" Bsting forest

€ s o cortioles o an exising dorai

€ Great e dormai i an exiting forest
This server il bzcome the it domin contiales i the e o

 Create anew domain n 2 newforest

More about possible deploymert corfigurations. o
b





image24.png
Type the fully qualfied domain name (FADN) ofthe new forest oot domain

FQDN o the forest root domain

Example: corp cortoso.com





image25.png
medows Server2008

Standard




image26.png
Fle Action View Hep

e 2mofcs Ha T %

] Acive Drectory Users and Compat

[1 saved Queries
& § wwsdcon
5 sl
. Computers
5] Donan Contokers
5 Faregnseatyerincpas
5 Managed serve Acaunts
5 e

New Object - Computer x|

The folowing user or group can join this computer to 2 domain.

User or growp:
Default: Domain Admins

T Assign this computer account as a pre-Windows 2000 computer

[ === =





image27.png
Computer Name/Domain Changes =
You canchinge the ame and the membersi o this

‘computer. Changes might affect access to network resources.
Mors irfomation

Computer name:
Clent 1PC

Full computer name:
Clent1-PC

Member of
© Domain:
untsd con

Workgroup:
WORKGROUP





image28.png
Computer Name/Doman Changes =3l

You can changs the name and the membership ofthis
‘computer. Changes might afect access to network resources.
Mors irfomation

pmputer

Computer name:
Clent 1PC

Full computer name:
Clent1-PC

WORKGROUP

availa




image29.png




image30.png
| Configuration Tasks

=8|
=lolx|

Acton View Help

iz

e 2E 40Xz HEM L eEYa®

3 Actve Directory Users and Comput
] Saved Queres
& 53 uwtsd.com

] Buitn
| Computers

] Domain Controlers.

[ Foreignsecuityprinapals:
] Managed service Accounts
[ users.

Name. Type. Description ]

1% Client1. Computer
MECENTIPC  Computer

(CLIENT1-PC Properties 21|

General | Operating System | Member Of | Delegation | Location | Managed By | Diatin |

CLENT1PC

i

Computer name fpre-Windows 2000);  [RNENIRER®

DNSrame:  [CLENTIPCadoom
DCTe:  [Woktonorsver
Ste:

Descrption:





image31.png
Desciptio

Pv4 WINS Settngs
DHCP Scopes

DHCPYG Statelss Mode:
PG DNS Settngs

DHCP Server Authorization

Progress
Resilts

ActveD
[ Active Directory Pederation Services

] Appication Server

More about server roles

0] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services.

Dunamic Host Confiaurationerotocol
(DHCP) Server enables you to
centrally configure, manage, and
providetemporary Paddresses and
related nformation for client
computers.





image32.png
You have to provide an dentiying scope name. You also have the option of providing
a descipton.

Type a name and desciption ortis scope. This nfomation helps you quickly identy.
how the scope i o be used on your network.

Name: [SalesCient

Descrption: || T





image33.png
ope Wizard

IP Address Range
You define the scope address range by identiying a set of consecutive IP addresses.

s aa——
Enterthe range of addresses that the scope distibutes.
Start 1P address: [ 192 168 100 1

EndIPaddress: | 192168 100 10

- Corfiguraton settings that propagate to DHCP Clent

Length: 23]

Sbnetmask: [ 255 255 255 0





image34.png
General [ alternate Configuration

You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate P setings.

Obtain an IP address automaticaly.

Use the follwing IP address:

1P address:
Subnet mask:

Default gateway:

) Obain DNS server address automatically
Use the following DS server addresses:
Preferred DNS server: 192,168 . 100 1

Alternate DNS server: P

[ validate settings upon exit





image35.png
wmand Prompt

opyright (o> 2089 Microsoft Corporation. A1l rights reserved.

Users\Adninistrator>ipconfig /release

indous IP Configuration

[Echernet adapter PrivateNeti:

Connection-specific DNS Suffix
Default Gateway - - - . - - -

unnel adapter isatap.uutsd.com:

Media State . . . . .. . . . . Media disconnected
Connection-specific BNS Suffix

:\Users\Adninistrator>_





image36.png
wmand Prompt

opyright (o> 2089 Microsoft Corporation. A1l rights reserved.
\Users\Adninistrator>ipconfig /reneu

indous IP Configuration

thernet adapter PrivateNeti:
Connection-specific DNS Suffix uutsd. con
IPud Address. . . . - 192.168.100.2
Subnet Mask . . . . 2552552550
Default Gateway . . . 19211681100 1
unnel adapter isatap.uutsd.com:

Media State . . . . .. . . . . Media disconnected
Connection-specific BNS Suffix uutsd.com

:\Users\Adninistrator>_





image37.png
Fle Action View Hep

e[ 2mlc = dHl=

orice Clent P Address | hame. Lease Expiation
B winpgsko3ise3umtsd.com [#192.168.100.2  ClentlPC.untsd.com 10/01/2019 19:12:08.
ER 89
[ Scope [192.168.100.0]
(3 Address ool
& Address Leases
5] Reservations
%, Scope Options
2 Server Options.
7 Fiters

B





image38.png
2ix

General | Advanced |

1P address:

0

Do

UCT offset i
Ay of rout
Aray oftine.

oy i
b

T





image39.png
Network Polcy and Access Services
Role Services.

Confirmation
Progress.

Results

Select one or more roles to nstal on tis server.
Roles:

Description:

L Active Directory Certficate Services
[ Active Directory Federation Services
[ Active Directory Lightweight Directory Services.
[ Active Directory Rights Management Services.
] Appication Server

L] Fax Server
] Fie Services
I Hyper-v.

(] Network Policy and Access Services.
[ Print and Document Services.

] Remote Desktop Services.

] web Server (1s)

[ Windows Deployment Services

] Windows Server Update Services.

More about server roles

<Previous

Network Policy and Access Services
provides Network Policy Server (NPS),
Routing and Remote Access, Health
Registration Authority (HRA), and
Host Credential Authorization Protocol
(HCAP), which help safeguard the
health and securiy of your network.

Next > Tostal Cancel





image40.png
e S S ey I
—
L [Ernenat
-





image41.png
New Interface for RIP Version 2 for Internet Protocol

“This routing protocol uns on the interface that you select below. |

ok ] oo |





image42.png
Interface for RIP Version 2 for Internet Protocol;

“This routing protocol uns on the interface that you select below.
Intefaces:





image43.png
[Microsoft Yindows [Uersion 6.1.76011
[Copyright (c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\Adninistrator>ping 192.168.161.2

[Pinging 192.168.101.2 with 32 hytes of datar
192.168.181.27 bytes=32 time-ins
19211681101 2: bytes=32 time<ins
19211681101 2: bytes=32 time<ins

[Reply from 192.168.161.2: hytes=32 time<ims

[Ping statistics for 192.168.181.2
Packets: Sent - 4, Received = 4, Lost = B (8% loss).
poproxinate round trip times in milli-seconds
Mininum = Ons, Maxinum = ins, Average = Ons

C:\Users\Adninistrator>





image44.png
B Administrator: Command Prompt

icrosoft Windows LUersion 6.1.76011
opyright (o> 2089 Microsoft Corporation. A1l rights reserved.

\Users\Adninistrator>ping 192.168.161.2

inging 192.168.101.2 with 32 hytes of data
192.168.181.27 bytes=32 tine-2ns
19211681101 2: bytes=32 time<ins
19211681101 2: bytes=32 time<ins
19211681101 2: bytes=32 time<ins

ing statistics For 192.168.161.2
Packets: Sent - 4, Received = 4, Lost = B (8% loss).
Approxinate round trip times in milli-seconds
Mininum = Ons, Maxinum = 2ns. Average = Ons

:\Users\Adninistrator>_





image1.png
N# Oracle VM VirtualBox Manager

File Machine Help

- @

New Settings Discard Show

B'q server
T = Run

(sl ] Client_1
(7] = Running

(sl ] Client_2
(7] = Running

> - i

Machine Tools  Global Tools

Welcome to VirtualBox!

The left part of this window lists all virtual machines and virtual
machine groups on your computer.

The right part of this window represents a set of tools which are

currently opened (or can be opened) for the currently chosen

machine. For a list of currently available tools check the

corresponding menu at the right side of the main tool bar located -

at the top of the window. This list will be extended with new
tools in future releases.

You can press the F1 key to get instant help, or visit
www.virtualbox.org for more information and latest news.

Details

Tool to observe virtual machine (VM) detals. Reflects groups of propesties for =
the currently chosen VM and allows basic operations on certain properties (like
the machine storage devices).

Snapshots

Tool to control virtual machine (VM) snapshots. Reflects snapshots created for
the currently selected VM and allows snapshot operations like create, remove, (el
restore (make current) and observe their properties. Allows to edit snapshot

attributes like name and description.





image2.png
“ Create Virtual Machine

Name and operating system

Please choose a descriptive name fo the new virtual machine
‘and select the type of operating system you ntend to nstallon
. The name you choose wilbe used throughout V tualBox to

identiy this machine.

Name:

[server_1

Type: [Microsoft Windows

Versions:

(Windows 2008 (64-bit)

&





image3.png
“ Create Virtual Machine

Name and operating system

Please choose a descriptive name fo the new virtual machine
‘and select the type of operating system you ntend to nstallon
. The name you choose wilbe used throughout V tualBox to
identiy this machine.

Name: [server_2.
Type: [Microsoft Windows %

Version:.|Windows 2008 (64-bi)





