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The aim of this report is to evaluate the advantages and disadvantages of Software-Defined Networking (SDN). In particular, the report outlines why SDN was developed; its impact on networking issues such as scalability, security, and latency; its relationship with cloud networking, and its economic implications.

	Comment by John Rees: Good.  Nice and clear.  Possibly a little ambitious in a thousand words to do the range of topics full justice.
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The demand for fast, intelligent and reliable networking has grown at such a rate that conventional hardware infrastructures have been unable to keep pace with it. Consequently, a new approach was required. [1] SDN has the advantage of taking network virtualisation a step further by separating the control and data planes so providing in depth adaptable programmability. [2] An advantage of detaching the control and data planes is that they can evolve independently. [3] An SDN centralised controller, having an entire centralised global perspective of the network, can programme switches and optimise the routing of traffic across the paths of the entire network. Optimising the flow of traffic through a network improves scalability. [2] Additionally, a centralised controller can better simplify control applications and facilitate speedy innovation and alterations to the control plane so that network providers can deliver enhanced networking services. [4] Those companies who have yet to implement SDN may find it expensive, for example the need to invest in staff training programmes. However, the versatility of SDN can considerably reduce operational costs and the need to invest in expensive hardware, especially when used in conjunction with the cloud. [5] Manpower savings are also possible as a smaller number of networking staff will be required.


Critics of SDN highlight the limitations of SDN scalability when a centralised controller is used in large network systems. [6] In such circumstances, the centralised controller has difficulty processing heavy increases in traffic flows, particularly if these are complex in nature. [3] The insufficient scalability can lead to bottlenecks and various types of delays in the system or indeed system failure. [7] and [6] To mitigate the scalability and resilience problems associated with centralised controllers in large networks, manufacturers have produced various versions of distributed control plane architectures, which function by spreading work flows across multiple controllers. [6] However, distributed control planes have their drawbacks such as increased complexities resulting from the use of multiple protocols; difficulties handling rapid changes within the system; network congestion, and reduced response times when compared with centralised controllers. [7] The upside of distributed control planes is that they have improved scalability scores compared with centralised controllers. It is also apparent that distributed control planes reduce the risk of whole system failure. Companies purchasing SDN technologies will need to carefully balance these various factors before deciding which type of SDN technology to deploy. However, SDN technology continues to evolve. Brunel University are developing an Open Level Control plane that combines the advantages of distributed and centralised control architectures. [6] Apparently, their research model improves scaling and speeds by relying on a new infrastructure, reducing the number of protocols and introducing the Dynamic Discovery Hierarchal Protocol.
Advantageously, [8] SDN enables a single controller to integrate the programming of multiple networks, for example, a private based network and a public cloud network. It is the SDN user not the cloud provider who controls the integrated programmability. [9] The process is facilitated by applications such as the Cisco Application Centric Infrastructure. Those using SDN to control in-house and public cloud architectures have the added advantage that they can speedily manage programmes spread across international boundaries. Another benefit of SDN is that it can facilitate the automation of administrative tasks, whether these are located in the client’s or the cloud provider’s architectures. [9] Additionally, SDN and cloud integration facilities auto scaling whereby the SDN controller can automatically distribute loads across the extensive number of cloud servers so optimising performance. 

Security is another issue associated with SDN. [10] Lim states that improved security was one of the reasons for introducing SDN. [10] Any SDN centralised controller has the advantage of a central overview enabling it to monitor the network, detect malicious attacks and quickly take automatic action to mitigate their effects. [11] A company using SDN can quickly update its security policy to react to predicted attacks. However, Centralised controllers are vulnerable as they provide hackers with a single point of access. [12] and [10] If hackers breach defences, such as authentication and authorisation, then they may possibly have access to the whole network and the opportunity to do great harm. Companies deploying SDN make frequent use of cloud networks, which can increase security concerns. [13] Although such concerns can be addressed by each company and its public cloud provider having a service level agreement that sets out their respective security responsibilities so that there are no vulnerable security gaps. [14] Additionally, software security companies, such as VMware, will need to keep evolving their security packages to protect against anticipated threats.


[15] Researchers have demonstrated that SDN is more effective at reducing latency than traditional networking, which is an advantage. However, significant levels of latency remain during the operation of SDN systems. The first point to make is that even when using SDN the overall performance of the network will continue to be affected by the hardware, but this does not rule out devising new ways to improve the software. Referring to SDN networking, He states: [15] ”latency between controllers and switches were highly variable depending on rule priorities in the flow tables, the order of flow mod operations and concurrent switch CPU activities“. He’s researchers at the University of Wisconsin have designed Mazu a framework package that has the effect of mitigating a particular cause of latency by enhancing the central view and global control of the SDN Controller so that the network can optimise the flow of data. [15] The identified latency was reduced by 5X. Google who have deployed Andromeda 2.1 software to reduce latency in their SDN network. [16] The Google approach, which involves bypassing the hypervisor for certain activities, has reduced latency by forty percent, compared with earlier versions of this software. So, any evaluation of SDN needs to acknowledge that various software initiatives have mitigated latency and other mitigators are likely to evolve.

Conclusion:
Unlike traditional networking, SDN has met the demand for an architecture that can deliver rapid, versatile, secure and economic programming at high traffic volumes, whilst allowing the user to take full advantage of the cloud. Issues remain to be addressed such as tackling security attacks, increasing scalability, especially in large networks, and diminishing latency. However, recent research has shown that it is possible to make progress on these matters and thereby enhance networking. The advantages of SDN are certainly appreciated by its users, which is demonstrated by its significant growth in recent years. [17] According to MarketWatch the SDN market amounted to $10.88 billion in 2015 and is anticipated to reach $134 billion by 2022.	Comment by John Rees: When you quote directly, it’s usual to give the name:  “Jones [15] states … “ or “the Director of Research for Networks in University of Winconsin states [15] … “	Comment by John Rees: His?	Comment by John Rees: Not a problem here, but do note that it’s unusual to introduce new basic data in the conclusion to a report.
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