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Abstract
FinSure Bank (FSB) is a digitally-led, fast-growing financial organisation. Its infrastructure is hosted over 90% on the cloud, but at the time of writing, it lacks security governance, structured risk management, and regulatory compliance tracking mechanisms. This paper assesses seven dominant cybersecurity frameworks — ISO/IEC 27001:2022 (ISO, 2022), NIST CSF 2.0 (NIST, 2024), COBIT 2019 (ISACA, 2019), ITIL 4 (AXELOS, 2019), Zero Trust Architecture (Rose et al., 2020), CIS Controls v8 (CIS, 2021) and SABSA (Sherwood et al., 2005) — using primary standards documentation, peer-reviewed journal articles, and contemporary academic research. A tailored three-layer hybrid governance system is devised and applied to FSB's operational environment, addressing governance, identity management, cloud security, data privacy, insider threat, incident response, service level agreements, and contingency planning. ISO/IEC 27001:2022 is recommended as FSB's governance baseline (ISO, 2022), NIST CSF 2.0 will underpin FSB's continuous risk management programme (NIST, 2024), and ZTA is selected as the technical security foundation (Rose et al., 2020).
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1. Introduction
The financial services industry's digital transformation has hastened the move from perimeter security toward a more distributed, cloud-native approach. The resulting increase in the attack surface, coupled with increasing complexity in security vulnerabilities, means that existing models are ill-equipped to tackle modern threats (WEF, 2025), with security governance now understood as a 'key element of enterprise risk management and corporate strategy' rather than a tangential IT function (Ramavarapu, 2023).
The dichotomy of aggressive digital advancement alongside lagging security maturity is most clearly seen at FSB. Although processing highly sensitive financial and personally identifiable information (PII) across numerous countries, FSB currently lacks formal security policies, governance structures, risk management processes or ongoing compliance controls — deficiencies which severely undermine the confidentiality, integrity and availability (CIA) of its data (ISO, 2022) and, by extension, its operational, financial and reputational risk profile. The absence of strict security controls around an unregulated BYOD environment creates direct vectors for data exfiltration, identity theft and financial fraud, while insiders represent one of the costliest and hardest-to-detect threats in financial services (Huy et al., 2025). Non-governed cloud infrastructure presents a further complex range of security threats and compliance risks under both GDPR and DORA (Ramavarapu, 2023). In response, FSB requires a business-focused, integrated, and co-ordinated security governance model with proactive regulatory compliance, risk management and security operations embedded from the outset.
2. Security Frameworks: Critical Literature Review
2.1  ISO/IEC 27001:2022
The standard internationally recognised for the implementation, operation, maintenance, and continual improvement of an Information Security Management System (ISMS) is ISO/IEC 27001:2022 (ISO, 2022). The standard requires executive involvement throughout the business in a top-down approach, ensuring security goals are aligned with business objectives. The risk management process is comprehensive, requiring organisations to identify assets and risks, and implement proportional controls via the Annex A control set. While highly effective for regulatory alignment and certifiable compliance, a significant limitation is that the standard prescribes what must be implemented, not how to configure specific cloud or BYOD architectures (Nsuka, 2025). Nevertheless, ISO 27001 certification remains the most credible signal of governance maturity for financial institutions.
2.2  NIST Cybersecurity Framework (CSF) 2.0
Released in February 2024, the NIST CSF 2.0 offers a flexible, outcomes-oriented taxonomy organised under six key functions: Govern, Identify, Protect, Detect, Respond and Recover (NIST, 2024). The addition of the Govern function directly links cybersecurity risk management to enterprise governance, addressing the governance shortfall at FSB by making technically complex risks comprehensible to board-level leadership (NIST, 2024). The CSF is particularly relevant to cloud-based organisations such as FSB, given its flexible and continuous lifecycle model (Ramavarapu, 2023).
2.3  COBIT 2019, ITIL 4, Zero Trust, CIS Controls v8, and SABSA
COBIT 2019 brings structured governance to IT, mapping from business risks through control objectives to technical implementation across forty individual process objectives (ISACA, 2018). ITIL 4 integrates security management into IT service delivery and provides two clearly documented processes for incident management and change enablement (White and McLaughlin, 2023). Zero Trust Architecture, described in NIST SP 800-207, is founded upon 'never trust, always verify' — with continuous authentication, micro-segmentation and least-privilege enforced at each stage — fundamental to a BYOD-dependent, cloud-native financial institution (Rose et al., 2020). CIS Critical Security Controls v8 provide prescriptive implementation guidance in the form of eighteen prioritised controls structured into three Implementation Groups (IG1–IG3), presenting an immediate actionable baseline for FSB (CIS, 2021). SABSA provides a risk-driven architecture methodology which ensures each security control is traceable to a business objective (Sherwood et al., 2005).
Table 1 — Comparative Framework Analysis
	Framework
	Governance
	Risk Management
	Compliance Utility
	FSB Applicability

	ISO/IEC 27001:2022
	Very High — Board ISMS mandate
	Top-down; CIA triad alignment
	GDPR & audit readiness
	Core governance foundation

	NIST CSF 2.0
	High — Govern function
	Continuous: Govern to Recover
	Flexible, multi-jurisdiction
	Primary risk lifecycle layer

	COBIT 2019
	Very High — 40 objectives
	Risk-value balancing
	Central bank audits
	Supplementary; complex for FSB maturity

	ITIL 4
	Medium — operational
	Service transition risk
	SLA & continuity governance
	Incident management layer

	Zero Trust (ZTA)
	Medium — policy enforcement
	Micro-segmentation; blast radius
	DORA & PCI DSS 4.0
	Critical for BYOD & cloud

	CIS Controls v8
	Low — technical execution
	Threat-based IG1-IG3
	Immediate measurable baseline
	First technical action plan

	SABSA
	High — traceability
	Attribute profiling
	Auditable multi-jurisdiction
	GDPR compliance demonstration


Table 1: Comparative analysis of seven security frameworks evaluated across four dimensions. Source: synthesised from ISO (2022), NIST (2024), ISACA (2018), Rose et al. (2020), CIS (2021), Sherwood et al. (2005).

3. Security Governance Architecture for FSB
FSB requires a hybrid, combined governance architecture. A standalone framework would be entirely inadequate given FSB's cloud dependency, distributed BYOD workforce, multi-jurisdictional legal obligations, and complete absence of prior governance (WEF, 2025). The proposed architecture employs three interlinking layers, illustrated in Figure 1 and Table 2 below.
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Figure 1: FSB hybrid security governance architecture — three interdependent layers supported by CIS Controls v8 and ITIL 4.

Table 2 — Governance Layer Mapping
	Layer
	Framework
	FSB Function

	Layer 1 — Governance
	ISO/IEC 27001:2022
	Board ISMS, risk appetite, security policy, GDPR compliance

	Layer 2 — Operations
	NIST CSF 2.0
	Continuous risk lifecycle: Govern, Identify, Protect, Detect, Respond, Recover

	Layer 3 — Technical
	Zero Trust Architecture
	IAM, MFA, MDM, micro-segmentation, AES-256, TLS 1.3

	Baseline Controls
	CIS Controls v8 (IG1)
	Immediate technical baseline: asset inventory, access control, patching

	Service Continuity
	ITIL 4
	Incident management, SLAs, BCP/DRP, 72-hr GDPR notification


Table 2: FSB governance framework layer mapping. Source: ISO (2022), NIST (2024), Rose et al. (2020), CIS (2021), White and McLaughlin (2023).

3.1  Governance Structure and Security Policies
The initial focus will be on establishing a formal ISMS grounded in ISO/IEC 27001:2022 (ISO, 2022). This involves the creation of a board-level Security Steering Committee, which will formalise FSB's risk appetite, enterprise security policies governing data usage and classification, cryptography standards, and third-party vendor governance. Governance and management will be formally separated based on COBIT 2019 (ISACA, 2018), ensuring that cybersecurity receives appropriate funding and institutional priority commensurate with FSB's strategic digital ambitions.
3.2  Risk Management Strategy
FSB will adopt NIST CSF 2.0 (NIST, 2024) to categorise and manage cyber risks across the full Govern-Identify-Protect-Detect-Respond-Recover lifecycle (Table 3). Threats will be assessed using a 5×5 likelihood-versus-impact matrix (Figure 2). Risks assessed as highest priority include cloud misconfiguration (High likelihood, Critical impact), BYOD malware ingress (High, Critical), insider data exfiltration (Medium, Critical), and GDPR non-compliance (Certain, Critical) (Huy et al., 2025).
Table 3 — NIST CSF 2.0 Lifecycle Applied to FSB
	CSF Function
	Core Activity
	FSB Implementation

	Govern
	Set risk appetite & policy
	Board Security Steering Committee; ISO 27001 ISMS; COBIT governance-management separation

	Identify
	Asset & vulnerability inventory
	CIS Controls 1–2; full BYOD, cloud, API, microservice asset mapping; GDPR data inventory

	Protect
	Implement safeguards
	ZTA + MFA + SSO; MDM/MAM; AES-256 at rest; TLS 1.3 in transit; data classification

	Detect
	Monitor threats
	SIEM + SOAR; UEBA behavioural baselines; SOC continuous monitoring; anomaly alerting

	Respond
	Contain & communicate
	ITIL 4 Incident Response Plan; GDPR 72-hour supervisory notification; DORA reporting

	Recover
	Restore & improve
	BCP/DRP; RTO ≤ 4 hours; RPO ≤ 1 hour; geographically isolated backups; post-incident review


Table 3: NIST CSF 2.0 six-function lifecycle mapped to FSB-specific controls. Source: NIST (2024), Rose et al. (2020), CIS (2021), ISO (2022).

Figure 2 — FSB 5×5 Risk Matrix: Likelihood versus Impact
	Likelihood / Impact
	Negligible
	Minor
	Moderate
	Major
	Critical

	Certain
	
	
	
	Cloud misconfiguration
	GDPR non-compliance

	High
	
	
	
	Phishing attacks
	BYOD malware

	Medium
	
	
	
	Data exfiltration
	Insider threat

	Low
	
	
	
	
	Ransomware

	Rare
	
	
	
	
	Nation-state attack


Figure 2: FSB 5×5 risk matrix. Red cells = critical risk; amber cells = high risk. Source: adapted from NIST (2024) and ISO (2022).

3.3  Identity and Access Management (IAM) and BYOD
Since FSB permits network access from unmanaged personal devices, the conventional network perimeter is no longer operationally viable (Rose et al., 2020). Zero Trust Architecture serves as the primary technical enforcer: FSB requires robust IAM incorporating MFA, biometrics and SSO (Nsuka, 2025). Access will be dynamically assigned according to verified identity, device security posture and behavioural contextual indicators. MDM and MAM will be implemented to cryptographically separate corporate data from personal applications on BYOD devices — permitting remote wipe of sensitive information without compromising user privacy, in compliance with GDPR Article 5 (White and McLaughlin, 2023).
3.4  Cloud Security and Shared Responsibility
With over 90% of FSB's infrastructure externally hosted, cloud security governance is a critical priority. FSB must formally document its understanding of the shared responsibility model with each cloud provider, clearly delineating which security obligations rest with the provider and which remain with FSB. Misconfigurations arising from ambiguous shared responsibility boundaries represent a leading cause of cloud breaches (Ramavarapu, 2023). FSB must mandate continuous cloud security posture management (CSPM), enforce encryption of all data at rest using AES-256 and in transit using TLS 1.3, implement API gateways with capability-based authentication, and require SOC 2 Type II certification from all Tier-1 cloud providers as a contractual prerequisite. Multi-cloud strategy must be adopted to eliminate dangerous single-provider concentration risk as mandated by DORA (European Parliament and Council, 2022).
3.5  Data Protection, Encryption, and Insider Threat
FSB will implement stringent data classification levels — Public, Internal, Confidential, and Strictly Confidential — and enforce encryption standards conforming to ISO/IEC 27001:2022 Annex A (ISO, 2022). All customer PII and financial transaction data will be encrypted at rest with AES-256 and in transit with TLS 1.3. Insider threats represent one of the most significant and underestimated risks to financial institutions (Huy et al., 2025). User and Entity Behaviour Analytics (UEBA) will therefore be implemented across all employee, contractor, and privileged accounts, generating baseline behaviour profiles for each entity. Anomalous activities — including large data exports, atypical geolocation access, or unusual privileged actions — will trigger automated access revocation and immediate SOC notification.
3.6  Incident Response, SLAs, and Business Continuity
FSB must establish a Security Operations Centre (SOC) equipped with SIEM and SOAR platforms (Ramavarapu, 2023). An incident response plan grounded in ITIL 4 must be periodically tested through simulated cyber attack exercises (White and McLaughlin, 2023). Upon confirmed breach, FSB must isolate affected systems and notify the relevant supervisory authority within the 72-hour window mandated by GDPR Article 33 (European Parliament, 2022) and within DORA-specified reporting timeframes (European Parliament and Council, 2022). Table 4 below codifies the minimum SLA obligations for all cloud service providers.
Table 4 — Service Level Agreement (SLA) Requirements
	SLA Parameter
	Target
	Justification

	System uptime (core banking)
	99.95%
	Aligns with DORA operational resilience requirements

	Recovery Time Objective (RTO)
	≤ 4 hours
	Limits revenue loss and reputational damage from outages

	Recovery Point Objective (RPO)
	≤ 1 hour
	Ensures minimal financial data loss; GDPR data integrity

	Incident response — initial triage
	≤ 15 minutes
	Critical for containing breach blast radius

	GDPR breach notification
	≤ 72 hours
	Mandatory under GDPR Article 33

	Vendor security audit cycle
	Annual minimum
	DORA third-party risk management obligation


Table 4: FSB minimum SLA requirements for cloud providers and critical third-party vendors. Source: adapted from Ramavarapu (2023) and European Parliament and Council (2022).

4. Why Security Regulations Must Continuously Evolve
The proposition that a single, static regulatory framework can permanently safeguard financial institutions is fundamentally erroneous (WEF, 2025). The global risk environment has reached a velocity of change that consistently outpaces any fixed regulatory instrument. The following analysis across four thematic domains demonstrates why continuous regulatory evolution is an operational necessity rather than an administrative burden.
4.1 Systemic Governance and Compliance Drivers
Contemporary regulation has shifted from prescribing minimum compliance to mandating demonstrable operational resilience — recognising that breach is an operational inevitability rather than an anomalous event (European Parliament and Council, 2022). This shift carries significant structural implications: boards and executives are now subject to personal regulatory accountability for failed cybersecurity governance, transferring liability away from isolated IT departments and into boardroom responsibility (WEF, 2025). Furthermore, the pace of cloud-native financial transactions demands a transition from periodic manual audits to continuous, RegTech-enabled compliance telemetry — a model ISO 27001:2022 explicitly supports through its ongoing improvement clauses (ISO, 2022). Multi-jurisdictional institutions such as FSB face an additional burden of regulatory fragmentation, where divergent geopolitical frameworks — including the EU AI Act, DORA, and GDPR alongside less restrictive non-EU regimes — create a complex, overlapping compliance landscape (European Parliament and Council, 2022). Compounding this, regulators increasingly mandate that financial institutions carry supply chain liability, treating third-party ICT failures as direct institutional risk rather than delegable vendor obligation (WEF, 2025).
4.2 Artificial Intelligence: Risks and Regulatory Demands
The dual-use nature of artificial intelligence creates a fundamental regulatory tension between enabling legitimate defensive applications — such as SIEM-driven anomaly detection and behavioural analytics — and constraining adversarial weaponisation, including deepfake-enabled credential fraud and AI-generated phishing campaigns (WEF, 2025). Deepfake authentication attacks now necessitate regulatory mandates for cryptographic hardware-based MFA as a minimum standard, while AI-generated social engineering via large language models demands ongoing, human-centric security awareness training embedded within institutional culture (WEF, 2025). The widespread adoption of machine learning in fraud detection also introduces the risk of adversarial data poisoning attacks against training datasets, requiring regulatory standards for ML model integrity verification. Simultaneously, the opaque nature of deep learning models conflicts directly with existing regulatory demands for transparency in automated financial decisions, requiring the development of explainable AI frameworks that balance innovation with consumer rights (European Parliament and Council, 2022).
4.3 Cloud Architecture and Infrastructure Risks
The concentration of global financial services across a small number of hyperscale cloud providers creates systemic macro-risk: a single successful attack on a major provider could simultaneously disrupt dozens of institutions, necessitating regulatory mandates for multi-cloud resilience and geographic distribution (Ramavarapu, 2023). Persistent misunderstanding of the shared responsibility model between institutions and cloud providers has prompted regulators to define explicit liability boundaries, requiring banks to demonstrate secure configuration of their cloud estates rather than assuming provider-level protection (White and McLaughlin, 2023). As cloud-native architectures dissolve physical network perimeters, regulators are progressively mandating identity-based Zero Trust frameworks as the baseline security standard, rather than perimeter-based models (Rose et al., 2020). The proliferation of APIs and microservices executing autonomous financial transactions has simultaneously elevated non-human identity management — the governance of service account credentials and API keys — into an area of active regulatory scrutiny, exemplified by PCI DSS 4.0 (Ramavarapu, 2023).
4.4 Cybercrime Evolution and Post-Quantum Threat
The automation and commoditisation of attack tooling through Cybercrime-as-a-Service (CaaS) platforms has dramatically lowered the barrier to entry for sophisticated attacks, increasing attack volumes and necessitating regulatory mandates for automated threat intelligence sharing across the financial sector (WEF, 2025). Nation-state sponsorship of attacks against critical financial infrastructure as an instrument of geopolitical coercion increasingly demands that financial cybersecurity be classified as a matter of national security — with corresponding regulatory protections and government-sector information sharing (WEF, 2025). Perhaps the most urgent emerging threat is post-quantum cryptography. Quantum computing presents a credible near-term threat to all current public-key cryptography methods — including RSA, ECC, and TLS encryption — that underpin banking infrastructure globally. NIST standardised its first post-quantum cryptographic algorithms in 2024 (NIST, 2024), and regulatory mandates for their adoption by financial institutions are now a matter of urgency. Institutions that delay transition risk being exposed to 'harvest now, decrypt later' attacks, in which adversaries collect encrypted data today to decrypt retrospectively once quantum capability matures.
5. Stated Assumptions
The following assumptions underpin the governance model proposed in this report. FSB is subject to both UK and EU regulation; GDPR and DORA are therefore directly applicable to all data processing activities and operational resilience functions. BYOD devices are predominantly smartphones and laptops running iOS, Android, Windows 10/11, or macOS, supported by MDM/MAM technology. FSB has access to sufficient capital budget to procure enterprise-grade SIEM, SOAR, UEBA, MDM and IAM platforms and implement them within an 18-month programme. Cloud services are procured from Tier-1 hyperscalers under data processing agreements compliant with GDPR Article 28. The total number of FSB employees, contractors and third-party individuals requiring system access is estimated at 200–500 personnel. No established security baseline exists at FSB in terms of asset inventory, access controls or incident response capability. Senior management has recognised the governance gap and is prepared to empower full implementation of the proposed ISMS and supporting policies. All third-party suppliers holding customer data are contractually obligated to accept regular independent security audits.
6. Conclusion
FSB's operating scenario exemplifies the extreme systemic risk generated by a severe mismatch between digital transformation ambition and cybersecurity governance maturity. Over 90% cloud-hosted infrastructure, combined with an entirely unmanaged BYOD environment and a complete absence of structured governance, exposes the institution to financial fraud, insider threats, regulatory penalties, and existential reputational damage. Critical evaluation of seven key frameworks (ISO, 2022; NIST, 2024; Rose et al., 2020; ISACA, 2018; CIS, 2021; Sherwood et al., 2005) confirms that a purely reactive, ad-hoc technical approach to cybersecurity governance is fundamentally insufficient for an institution of FSB's risk profile and regulatory exposure.
FSB must adopt ISO/IEC 27001:2022 to instil executive-level ownership and formalise a comprehensive ISMS (ISO, 2022); implement NIST CSF 2.0 for continuous, threat-led risk management across the full operational lifecycle (NIST, 2024); and mandate Zero Trust Architecture for identity-based access control, micro-segmentation, and continuous behavioural verification across all cloud services and BYOD endpoints. CIS Controls v8 provide the immediate technical baseline (CIS, 2021), with ITIL 4 ensuring structured service continuity and incident management (White and McLaughlin, 2023).
As evidenced by the analytical findings in Section 4, the threats facing financial institutions — and the regulatory demands upon them — will accelerate dramatically alongside advances in artificial intelligence, quantum computing, and the professionalisation of cybercrime (WEF, 2025). FSB's long-term institutional viability depends not upon achieving a fixed compliance target, but upon developing dynamic, board-level, continuously improving cybersecurity governance as a core institutional value — equal in strategic importance to its financial products and services.
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