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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an
investigation, collecting and analyzing digital evidence. It is also managing the case from the
reporting of the crime till the case’s conclusion. The process takes place in a computer
forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals.
The process includes acquisition, inspection, and reporting of information stored across
computers and networks related to a civil or criminal incident. Forensic investigators are
trained professionals who can extract, analyze, report, and investigate cases that involve
technology as the source or the victim of a crime.

As a computer forensics investigator, it is important to have knowledge of the process
involved during a forensics investigation, such as collecting digital evidence, building a
computer forensics lab, recovering the deleted data, etc.
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Task 1:

e Sign in www.tryhackme.com

e Go to Hacktivities >select free only from the show pop down list > walkthrough from
the Type pop down list.

e Select Forensics and attempt a lab of your choice. Each week try to complete a
different one.

Task 2: Analysing Domain and IP address queries using SmartWhois Tool

SmartWhois is a network information utility that allows you to look up the
niost avatlable information on a hostname, IP address, or domain.

Lab Scenario

To be an expert forensic investigator, you must be able to analyze and resolve
queries related to domain addresses.

Lab Objectives

Jack has filed a complaint that somebody is remotely accessing his system and
hacking his accounts. During investigation, the forensic officer with the help of
SmartWhois tool analyzes the attacker’s IP address and finds the domain used.

The objective of this lab is to help investigators analyze domain and IP address
queries. It will help you to get most available information on a hostname, IP
address, and domain.

Lab Environment
To carry out the lab, you need:
=  SmartWhois tool, located at: https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell uwtsd_ac_uk/EkKEaN

DK6dAJHquJ8HSRt4BgBTSQEMSEeGjoZHI jeu3PmQ?e=5zhkrP

* You can also download the latest wversion of SmartWhois from
www.tamos.com/download/main.

* If you are wiling to download the latest version of SmartWhois,
screenshots shown in the lab might differ.

* A computer running on Windows Server 2012,

* Administrative privileges to run tools.

A web browser with an Internet connection.
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Overview of SmartWhois

SmartWhois 5 2 useful network information udlity that allows you to look up all the
available information about an WP address, hostname, or domain, including
untry, state or province, city, name of the network provider, administrator, and
technical support contact information. It helps you to find answers to the following
Important questions:

*  Who is the owner of the domain?

* When was the domain registered, and what is the owner’s contact
information?

*  \Who 1s the owner of the [P address block?

Lab Tasks

1. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EkEa

NDK6dAJHquJ8HSRt4BgBTSQEMSEeGjoZHI jeu3PmQ?e=5zhkrP

2. Double-click setup.exe to launch the setup and follow the wizard-
driven installation instructions.

3. Double-click the Desktop shorteut to launch SmartWhois tool.

Note: You can launch the tool from the Apps screen of the system.

There are mo results to display Using Smartwinoes is easy’ To query an P address, hostrame or domain, just type & in the ingut box and hit
the [Entes] key or dick Query. The program will try to auto-detect the type of ingut and make 3
quesy Addibenally, you can spedily exact type of query by selecting it feom the diop- demn men.

To query an ® address or hostname, select As IP / Hostname:

"B hestor domaine @ M5IELUIE v & QuenS]

Auto Detect Enter
s IP address | Hosname ShiftCtri+ Erter
1 s Dornan Cirls Enter

£3 [P/ Hontnarrw and Domain Shift< Alts Enter

Customn Query ..

1 Togquery & doenan name, deect As Domaie

P, host or dompine @ toyotacom - év_d_-_yE
Ao Detect Ester
25 P address [ Hestname: Shifts Cerl= Enter
4z Domain Carl- Enter
4z P/ Hostname and Doman  Shitts A= Enter
Chastiom Quatry ..
Smartivncis wil conmect 10 one of the world 5 internet b ang dapley the mf v are
dnbimAnndine dotaliodinfommtinmmdinmenmeninfeste ot liadskoiiomdsiibelon
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4. To perform a domain name query, type 2 domain name in the P, host or
domain ficld. Click the Query drop-down menu and sclect As Domain.
Consider www.google.com as an example for domain name query.

Query  Edr  View
o

-

There are ra results To disglay.

Auto Detect
A P addrens | Hestname

Usiieg Smartidieis is easy’ To query an P addiess, hm!

As Doman

the [Enter] key or click Query. The progeam will try be aut
query Addienally, you can specify st type of query by

Te query an P address or hostnarse, select As IP / Hostnd

P, hostor domaine @ 205181112265
| AuteDetect
As [P sddvess / Homtname
s Doenan
L5 [P/ Hostname and Domain

Entes
Shalts Cirl o Evter
Ctri+Enter
Shift= Al -Erter
Custeen Query .

To query @ doman name, select As Domain

: ‘.-__Rdm = teyotacem
Auto Detect
Az P address / Hostname Shifzs Carl= Enter
Az Domain Carl=Enter
A3 P/ Hostname and Dorman Shifts AR Enter

Custom Query ...

Enter

Semartifncis wil conruct 1o cne of the world s Inbeenet densb

A3 1P/ Hodtraere ared Domain

Custorn Guery ..

- Bom

- % Quy 7]

B danbinn fnn e iR -

b R

Fle Query [dit  View Settngs

Thene ane na results to display.

Help

SmartWhois will process the query and display the results.

Huto Detect
A5 1P address | Hestname:

Using Smartvnoes is easy’ To query an P sddress,

As Donan

the [Entesr] key or dick Query. The progeam wll try to aut
guery Addionally, you can specily et type of query by

| Toquery an P address or hostnane, sehect As IP / Hostng

A51P £ Hostramne and Domain

Custoen Query ..

Phod o domi @ X m1236 < [ Qwn]

Aute Detect

Az [P scbdress Grafte i+ £

Enter

45 Dornam
A3 P/ Hentnarrs a=ed Demain

Custorn Query ..
To query & deerain name seect As Domain

| P.bostordomaine @ toyotacom
Ao Detect
25 P addiess [ Hostname
4z Domain

Ctrl«Erter
Shifts AlteErtar

- R awyF
Ester
Shitt Curle Enter
Carl= Enter

Az P/ Hostname and Doman  Shift- AR Enter

Custom Query ..

Smarttnais wil conmect 1o one of the warld s Internet cstabases and diplay the mformatan you sre
_——— - - - » habs dhe e ok s

D tmstemm e T an

B e

rran mdmmma
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Navigate to File = Clear in the menu bar to clear the history.

Google Inc.

Plesse contect cortact-pdmin@gogglecom, 1600 Amphitheatre Parkcwey

Fa; +1 5506188571
drncadmin@ gesglesam

ONS Admun

Google Inc.

1800 Amphitheatre Packway
Mountan View

Ca

4043

United States

Phone: - 16506234000

Fax: « 1650618351

dre-admin@gecgle com

7

To perform a hostname query, type a hostname in the IP, host or domain
field. Click the Query drop-down menu and select As IP
address/Hostname. Consider www.rediffmail.com as an example for

hostname query.

Fle Query Edit \View Settingn Halp

g-%-L4e 6

There are no resuks to deplay.

«| [ Quen]

Auto Detect

As P address | Hostname Shifts Ctri Enter
As Domain Ctris Enter
&5 P/ Hostname and Domain  Shifte Alt=Enter

Custam Cuery ..

Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

8. SmartWhois will process the query and display the results.

Fle Quey Edit View Settngs Help
RG&-%-0 T RB6HE
P, hest or domain: | @ redéfmailcom v| & Query

L rediffmail com
Q marasn

u 2021372320 - 202137230255

Rediff com India Limited,
da

© Admin
Rediff.com , 15t Floer Mahalvermni Engineenng Estate, Mahim (W), Mumbas
phone +91-21- 24849184

rin ffgo.m

P Tech
Rediff com , 15t Fleer Mahalaemi Enginesring Estate, Mahim (W)L Mumbai

phone +91-22- 24840084
sokech Boedill co

5 To report network abuse, plesse contact mntirt

¥ REDKFF
Updated: 25-hd-2003
Seurce whasapnicnet

Completed at 5727/2016 3:55044 AM
Proveveng tirme: |20 serords

Vigw SQUICE

Note: You can perform another query with or without clearing the history.

9. To perform an IP address query, type an IP address in the P, host or
domain field. Click the Query drop-down menu and then sclect As IP
address/Hostname. Consider 10.0.0.8 as an example for [P address query.

Fle Quesy Edit \View Settings Help

-9-L01-066!

Auto Detect
A8 IP adideess | Houtname

There are no: results to dapley, & Domain
At 1P/ Howtnene end Domain
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Security Analysis, Techniques and procedures ACCA7030

10. SmartWhois will process the query and display the results.

Fle Quey Edit View Seltings Help
Rl&-%-8cr%b6 B R
Phostordomein: (AR |

Auto Detect
Az P pddress / Homtname
As Doman

A5 1P / Hostneme and Domain  Shift+ At~ Enter
Custom Query ...

There sre ne resuls to deplay,

11. To perform the IP address/hostname and domain name query all together,
type the target website address in the field. Click the Query drop-down
menu and select As IP /Hostname and Domain. Consider www.gmail.com
as an example for IP address/hostname and domain name query.

File Query Edit View Settings Help

RQI&-$-Arno6 5 F

IP, host or domain: | @ gmad.com

Auto Detect

Az IP address / Hostname Shift« Ctrle Enter
As Doman Crl+ Enter
As IP [ Hostrume and Domain  Shift+ Ak« Enter

Custom Query ...

There are no results to display.
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12. SmartWhois will process the query and display the results. In the left pane
of the window, the result displays, and in the right pane, the text area
displays the results of your query.

File Query Edt View Settings Help
Gf-9-DrT ko6 w @
IP, host or domaire | @ gmail.com v| = Quary

& gmail.com
& 216581920 - 216.58..

Y o]

” 216.28.220.37

DNS Admn
Inc.
Plesse contact grad-abuze@google com , 1600 Amphitheatre Pardovay
Mountzin View
ca
0l
United States
Phane -1 5502530000
Fax: + 16506188571

gmpd-abuze@google com

DNS Admmin

Google Inc.

1600 Amphithestre Parkway
Mountain View

ca

fat]

United States

Phone - 1.5502530000

Fax: + 16506188571

dre-admin@gconlecom

Note: To see the results of domain name or host name query, switch among the
results displayed in the left pane of the window.

13. You can also save the results for future reference. To save the results, go to
File - Save and sclect All Results.... It will display the options. Choose the
options according to your requirement.

Bt View Settngs Help
2o s @
:[;mﬁi;m_ [ I'—Jv e

Selected Results .. Shifte CirieS

Chele
Cuirerd Result ... CirleAN-S

Exit CirkeQ e iy
g Please contact gmad abuse@ geogle.com , 1600 Amphitheatre Padoway
Maountan View
ca
pa3
United States
Phone =1£502530000
Fax +1.65061885T1
gmal-abze@gecglecom

DNS Admin

Google Inc.

1600 Amphithestre Parkway
Maountain Yiew

ca

0L

United States

Phane « 18502530000
Fax + LESOR12ASTI

- Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

14. Save As window appears, browse the location where you want to save the
file, type the file name for the results, and click the Save button. (Here, we
sclected Desktop for saving the file.)

®© v ‘T[.rThisPCbDuhopb I

Organze *  New folder

8 Downloads A Name Date modified

L. Recent places : :
k $/26/2016 10:06 PM

& This PC
b Desktop
b F Documents
> 8 Downloads
‘.
b
b

N Music
&= Pictures
B Videos
b e Local Disk (C:)

v(]

File name: . Result? I

Save as type | SmantWhois Archives (".swh)

* Hide Folders

15. To open the saved results’ document, go to File < Open - SmartWhois
Archive....

Quéry Eda View Settings Help
QTR 96 B @
»[|  SmartWhois Archive ..  Ctrl+0 | v| & Query
- .

Batch File Shift=Ciel+ 0

lisplay.

- Module Leader: Dr Carlene Campbell
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16. Open window appears, browse the location where you saved the results,
select the file, and then click Open.

Search Desktop Lo l

‘T[.bThi!PCbDesklapb v &

Organize ~

W Favorites
B Decktop
& Downloads

New folder = v 3 @

Name

L. Wampserver

Date modified

5/26/2016 10:06 PM

Type

File fold

[& Resultiswh

S/27/2016 &19 AM

SrmartW

= Recent places

1% This PC s
i Desktop
Il Documents
8 Downloads
¥ Music
£ Pictures
B Videos
&y Local Disk (C:)

v [« PR e W e | >

vI |SmlrtWh¢isArchives (".swh) V|

| Open || Conce |

File name: [Resuln.swh

17. To dose the SmartWhois t00l, go to File = Exit.

Query Edit View Settings Help

w o DErRO6 B E

Reste gmaicon il e
peci 4 gmail.com
| |

Print..  CtrlsP
Q 216.58.220.37

“ 216.58.192.0 - 216.58.223.255

: Google Inc.
E 1600 Amphitheatre Parkway
Mountain View

CA
4043
United States

Geegle Inc
+1-650-253-0000

& +1-650-253-0000
petwork-abuse@google.com

(3 result(s) loaded from "C:\Usus\.Adn';inistratnf\Deslcto p\Result] swh*

Ctri+Q |

T
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Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
your target’s security posture and exposure.

- Module Leader: Dr Carlene Campbell
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Task 3: Performing Forensic Investigation on a MySQL Server Database

MySQL. is an open-source relational database management system for use in web

applications.
Lab Scenario

A suspicious post was found on a WordPress website’s homepage, which
indicates that a suspicious activity has occurred on the backend database. The
objective of this lab is to find the malicious user who gained access to mysql
server and examine the actvities performed by him/her on the database named
WordPress.

This = 8 WordPress Web: X

x

Thisis a
WordPress
Website It was so easy to get into this
o server and play with it..! :p

You guys are never going to catch me up!!
1 am the bad guy!!!

RECENT POSTS

It was so easy 1o gel inlo this
server and play with &..! ;p

RECENT COMMENTS

ARCHIVES

March 2016

- Module Leader: Dr Carlene Campbell
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Lab Objectives

In this lab, you will learn how to examine the databases and find the
ransactions performed by a suspicious user.

Lab Environment

This lab requires:

* \ Windows Server 2012 virtual Machine

= Hex Workshop Hex Editor located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/Eh2ghZI64KFMqcGfE
B7qcTgBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WhbSDnZ

=  WampServer located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/Eh2ghZI64KFMqcGfE
B7qcTgBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WhbSDnZ

= Microsoft Visual C++ 2012 located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/Eh2ghZI64KFMqcGfE
B79cTgBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WhbSDnZ

=  Administrative privileges to run the tools

Overview of the Lab

* Install the WampServer and understand its working.

* ['se Hex Workshop Hex Editor to find the hidden evidence files from the
database.

Lab Tasks

. Before beginning this lab, vou need to logon to Windows Server 2012
virtual machine.

2. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/Eh2ghZI64KFMqcGfEB
7qcTgBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WhSDnZ

- Module Leader: Dr Carlene Campbell
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3. PFollow the wizard-driven installation Steps to install the applicati(m.

Note: [f Open File - Security Warning pop-up appears, click Run.

Welcome to the Hex
Workshop v6.8 Setup Wizard

The Setup Wizard will install Hex Workshop v6.8 on your
computer. Click "Next" to continue or "Cancel” to exit the
Setup Wizard.

4. On completion of installation, if an Installer Information dialog-box
appears, click Yes to restart the virtual machine.

5. On installing the applications, navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/Eh2ghZI64KFMqcGfEB7qcT
2gBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WbSDnZ

- Module Leader: Dr Carlene Campbell
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Home Share View

0 X cut k l;_'] x @ L - I 1 Uz open ~  [H Select an
[ Copy path b ' a' |;3,‘ Edit oc Select none
Paste Move Copy Delete Rename MNew Properties
[3] Paste shortcut 4o+  to- folder -

Clipboard New Open Select

o Invert selection

vl C.l Search bin

Date modified Type

= IGIINIIDIIPUIL-GIE FIN P AVIE iy g ) H?ran\ e
Il Desktop 07 mysqlshow.exe /1/20142:38PM  Application 4622KB
& Downloads [‘:-E mysqlslap.exe [1/2014 2:3 Apphication 4 048 KB
&l Recent places [ mysqltest.exe £1/2014 2:3 Application 4921KB
=7 mysqltest_embedded.exe [1/2014 2:3 Application 13,577 KB
1% This PC 7 perror.exe 172014 7:38 Application 4,005 KB
CE replace.exe 571720 2:38 PN Application 38TEKB
i Network 07 resolveip.exe 5/1/20142:38PM  Application 3,962 KB
|12 wordpress_evidence.sql 6/14/20165:57AM  Microsoft SQL Ser...
<| w
36 items  1item selected 54,6 KB

¢ Favorites

6. Now, navigate to Ci\wamp\binimysqlimysql5.6.17, sclect bin folder,
press Shift on the kevboard and right-click on the folder. Context menu
appears. Select Open command window here.

Home Share View ~ 9

D X cut - ‘:n x @ L e —'} 3 Open ~  BH selectan
(B2 Copy path “ o il : } Edit o Select none
Paste Move Copy  Delete Rename  New Properties

[3 Paste shortcut  to+  to- = folder =

‘ Organize New Open Select

29 Invert selection

Clipboarc

Q-/I v b [j_. « wamp » bin » mysgql » mysql56.17 » v c.] [ Search mysql5.6.17

A

3¢ Favorites - Open Type

Bl Desktop | 1. bin Open in new process ’ File folder

8 Downloads | data Open in new window File folder
| Recent places L docs [ Open command window here File folder

. include Share with File folder

1% This PC L lib File folder

Ju scripts Include in library File folder
€l Network 1. share File folder

| Backup 1 of Fae S CONF File
— g Add to archive...

<] 4 | Addgo "bincar

13 items | item selected

Restore previous versions
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Command prompt appears. Point the location of bin folder. Type
mysql -u root -p and press Enter. You will be asked to enter password.
In the Enter password ficld, press Enter without issuing any password.

8. A muysqgl shell appears as shown in the following screenshot:

invmysglsnysglS5.6.17\binnysgql —u root
Enter password:
Welcome to the MySQL monitor. Commands end with ;
Your MySQL connection id is 38
Server version: 5.6.17 MySQL Community Server (GPLD

Copyright (c)> 200808, 2814, Oracle ands/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation andsor its

affiliates. Other names may be trademarks of their respective

owners.

Type "help;’ or *\h’ for help. Type ’“c’ to clear the current input statement.

mysqgl>

9. Tvpe create database wordpress; in the shell and press Enter. This
creates a database named wordpress. Once done, type \q and press
Enter to come out of the mysql shell.

C:\wanpibinsnysglimysglSs .6 .1?\bin>mysgl -u root -p

Enter pa sord:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 48

Server version: 5.6.17 HMHyS8QL Comnunity Server (GPL)

Copyright <(c) 2000, 20814, Oracle andsor its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation ands/or its

affiliates. Other names may be trademarks of their respec
ouners.

Type "help;’ or “h" for help. Type "¢’ to clear the current input statement.

mysgl> create database wordpr
Query OK, 1 row atfected (V.v9 :

mysql> \gq
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10. Now, we shall copy all the contents of the dump file to the newly
created database.

[1. To copv, tvpe mysql -u root -p wordpress < wordpress_evidence.sql
in the command prompt and press Enter.

12. You will be asked to enter password. In the Enter password ficld, press
Enter without issuing any password.

CiswampsbhbinvwmysqglvmysglS5.6.17%bin2nysqgl —u root —p wordpr { wordpress_evidenc

e.sql
Enter password:

C:swanpshinsnvsglsmusgls .6 . 175bind>_

13. Once the backup is copied to the database, we shall login to mysqgl shell
and (by entering mysql -u root -p and then issuing empty password)
start examining the dartabase. To examine the database, we need to use

the database.

4. Type use wordpress; and press Enter to use the wordpress database.

C:xwanpsbinsnysqlinysglS5.6 .1 Abin2nysgl —u root —p

Enter password:

Welcome to the MySQL moni Conmands end with 5 or \g.
Your MuSQL connection id

Server version: 5.6.17 MySQL Community Server (GPL)

Copyright <c> 2080, 2814, Oracle and-or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation andsor its

ffiliates. Other names may be trademarks of their respective
OUNEPS .

Type “help;’ or *\h’ for help. Type *“c’ to clear the current input statement.

wwsgly use wordpre
Database changea
=
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15. Now, we shall view the tables in this darabase. To view, type show

owner

[ype

1
atab
mysqgl

i Tab

wp_
wp_
wp
wp_
wp
wp.
wp
up
up
wo

tables; and press Enter.

Administrator: C\Windows\system32\cmd.exe - mysq! -uroot-p L= [=

"help:’ or "\h’ for help. Type "~c’ to clear the current input statement.

> use wordpress;
ase _changed

> show tables;
les_in_wordpress
conmentneta
conments

links

options

postmeta

posts

term_relationships
term_taxonomy
terms

rows in set <(B.080 sec)

mysqgl

>

. The wp_users table conrtains all the users accounts associated with the
wordpress website. To view the users, type select * from wp_users;
and press Enter.

mysgql> select * from wp_users;
* *

0 S A S S0 S S - o St

i ID

_emai

I user_login | ! user_nicenane

1 ] I user_registered

wtivation_key

inlfabc.com

i 2

+
nYuMOuA ldinorzLM?Qd0kZAAk/ | admin
p://vuw . .admin.com i BRB-PP-80 BN:00:00
8 | Admin ;
i Jjames cebbc??780658f 315042901 b8%2dcd3ed4b1 i James

esfaulkner@gmail i http:/Zuww. jameswebhsite.com | BBAB-BB-B0 BR:80:00
1 AL _i;

1125

JjuyBxyz .com

3 rowus

sefanlknew !

i bad_guy S$PSB.OWWYbJ1AsOyP2EYS . b6 .dBxnkBKe/ | anonymous_hacker

PBGR-Pe-P0 BD:60:00

in set <(0.80

mysql>

17. It

1S

is observed that a suspicious user account with the username bad_guy
present in the table. Make a note of the user 1D which is 125.
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18. Since the scenario in the beginning of the lab states that a suspicious
post was found on the webpage, we shall view the columns in wp_posts
table. To view the columns, type show columns in wp_posts; and press
Enter.

Default

higint<28> unsigned
tn_increment

post_author bigint(28)> unsigned | ; a
i post_date datetime ] AAPP-00-P0 AP : 80 :08

post_date_gmt datetime PB0-0h-P0 PO:P0:08

i post_content longtext ( NULL
1

i post_title text 0 NULL

L
i post_excerpt text (0 NULL
1

i post_status varchar{28> (0 publish
L}

i comment_status varchar(26) open
L
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19.

20.

o

You will observe a column named post_author, which corresponds to
the posts made by the users.

Now, using post_author and the user id of bad_guy, we can collect all
the posts made by the suspicious user (bad_guy).

[ssue the following commands to collect the posts:

select * from wp_posts

where post author = '125’

into outfile ‘evidence.txt’;

mysqgl>

-2 where post_:

-2 into outfile *NCE .
Query UK, 3 rous attected (B.bBM

mysqgl> _

)

()
oY

&0

By issuing the above commands, the posts made by the user whose 1D
is 125 are collected, and saved to a file named evidence.txt in the
location C:\wamp\binimysqlimysql5.6.17\data\wordpress.

Now, navigate to this location and open the file. You will observe all the

posts made by the user as shown in the following screenshot:

Search View Enceding Language Settings Macro Run  Pluging  Window
L b

:00:00 Auto Drafc auco-drafc

e
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24. Now, we shall track events performed by the malicious user (MyISAM
Storage Engine) and recover the deleted dara.

25. The binary log files store all the transactions occurred on the databases.
An investigator can examine these files to track the events performed by
a particular user on the target database.

26. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac _uk/Eh2ghZI64KFMgcGfEB7
acTgBBaQ4kQfXIF3CZ8VIL3DWNQ?e=WbSDnZ. You will find all the logs associated with the
database as shown in the following screenshot.

File Home Share View ﬁ e
= = & cut = x @ 5 ™ Waopen - HH selectal
_ﬂ =2 Copy path “ l."—' ' lJ - - [2 Edit o0 Select none
s i [#] Paste shortcut h::v.e ctzp'y Delvele e f:‘r;:, Pmpf o 52 Invert selection
_lipboard Jrganize MNew Open
fEI A I 1. CACHFI-Tools\CHFIvE Module 09 Database Forensics\Evidences\da "l ¢ I | Search data p
¢ Favorites Name = Date modified Type Size 25
Bl Desktop 4 mysql 6/14/20164:31 AM  File folder
& Downloads .. perfformance_schema 5/14/20164:31 AM  File folder
%l Recent places L test 6/14/2016 4:31 AM  File folder
L. wordpress 6/14/2016 4:31 AM  File folder
1% This PC . genquerylog 6/14/2016 1239 AM  Text Document 5,394 KB
__| ib_logfiled 6/14/2016 12:39 AM  File 5120 KB
% Network || ib_logfilel 3/15/2016 6:59 AM File 5120KB
__| ibdatal 6/14/2016 12:39 AM  File 18432 KB
| mysql*bin.m| 3/15/2016 7-:08 AM 000001 File 1KB
|__| mysgl-bin.000002 3/15/2016 T:13 AM 000002 File 1 KB
.| mysql-bin, 000003 3/15/2016 11:58 PM 000003 File 361 KB
|__| mysql-bin.000004 3/16/2016 4:55 AM 000004 File 1KB
|| mysql-bin, 000005 3/16/2016 4:56 AM 000005 File 1KB
|__| mysql-bin.000006 3/16/2016 4:50 AM 000006 File 1KB
__| mysql-bin. 000007 3/16/2016 4:59 AM 000007 File 1KB
__| mysql-bin.000008 3/16/2016 519 AM  00DO0E File 1KB

46items  1item selected 545 KB  State: 3R Shared
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7. Analyzing the .frm files helps a forensic examiner to understand the

table format and the terms related to the table content.

28. Since the malicious user created a user account for himself with the
login name bad_guy, vou may analyze the wp_users.frm file with a hex
editor to view the column name (along with its hexa decimal equivalent)
that conrains a list of login names associated with the users.

29. Now, open wordpress folder, right-click wp_users.frm and sclect Hex
Edit with Hex Workshop v6.8 from the context menu.

Home Share View

o 5] & cuw h t_ _ 5o 2 [demen~ | BH selectan
I'_;AI [ Copy path = P
Co Paste Move Col
Y e [&] Paste shorteut = top.v MD5 Calculator o2 Invert selection
: . Edit with Notepad++
Chpboard g
] |

Hex Edit with Hex Workshop v6.8

Select none

— LES e
(&) - ¢t [ b« Ewvidences » data » wc Share with p |wordpress

Name 3| a Add to archive...
Add to “wp_users.rar”

0 Favorites
Bl Desktop __ db.opt

8 Downloads _ evidencel.bt Compress and emall..

| Recent places __ wp_commentmeta.fi Compress to “wp_users.car” and email

_ wp_comments.frm Restore previous versions

1% This PC _ wp_links.frm Send to
__ wp_options.frm Cut

‘h Network __ wp_pestmeta.frm Copy

f
£ WG T Create shorteut
Delete
Rename

__ wp_term_relationshig

. wp_term_taxonomy.d

__ wp_terms.frm

__ wp_usermeta.frm Properties

3/15/2016 :18 AM  FRM File
L

13items  1item selected 8.75KB  State BB Shared
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30. We can observe that the login names are stored under the user_login
column whose hexadecimal equivalent is 757365725F6C6F67696E.

File Edit 0; Tools g-In: Window Help . . : == = '_ L
23H2D AMEAEG 9C BABS ©f vea | %w o=
P B U atik @B (Leassa v ia >
0 1122/ 4 |5 €[7|8 |9 B 01234567298 Do Inepector £ -3
© ) 20 20 20 20 20 20 20 20 20 20 | Data at offset Ox0000
: 0 20 00 04 00 03 45 44 00 0S5 00 ....ID... intg wo A
S 00 06 00 OA 75 73 65 72 SF 70 61 ....user_pa s A
73 73 00 07 00 OE 75 73 65 72 S5F [ss....usexr_ <] Ll >
6E 69 € 65 6E 61 6D &5 00 OB ! nicename... o — -
0B 75 73 65 72 SF €5 6D 61 69 6C .user_email —ca:1 =
) 09 00 09 75 73 65 72 5F 75 72 ....user_ur (Shaned |32 ) v
6C 00 OA 00 10 75 73 65 72 SF 72 1....user_r i 1
5 67 %9 73 74 65 72 65 €4 00 OB egistered.. I
000021B0O C 14 75 73 65 72 S5F 61 €3 74 €5% ..user acti v -
Bymagtn00 | B bdmal [B b oghed | Emyagion00.. B wp_usensim | Eval
- T x ——
« Structures ML IR R P ST p Compare Results Al vidh 2 X
£ | Member 8 Value (dec) # Value(h.. # Sue [8) ‘| Tvpe Source W)  Count /9 Count %) Tarae

i;-%ﬁcm M cnedsum | §Fnd | 4 sovmarks | [E] outpur

itican Ox00002159 (8537) rsor: 0000218 ret: QOO0 159 : QOOCOC0WA OVE
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31. Using this phrase, we shall first find the attacker’s login name, that is,
bad_guy from the binary logs, and from there on, we shall trace the user
activities performed by the malicious user.

32. In this lab, we shall analyze the mysql-bin.000034 log file. Open the file
with Hex Workshop.

33. Examine each binary log for the text string user_login or hex value
757365725F6C6F67696E.

B Fie Ede Dsk Options Ynalsl’lglm Help
2SHaBd «L2AB |9 AAB@ o 0% %% el
2|6 Al @B [weasa v]

F2 00 00 00 8D 00 00 00 13
D9 00 00 1A 0O 0o D0 00 01
00 06 03 73 74 04 N0 21 o0 00
2 65 73 713 04 4E 45 52 54 49 ordpress.INSERT IN
70 SF 75 7 72 60 20 28 7 € TO ‘wp_users® (‘[us]
€7 69 6E 60 20 75 713 68 + ‘user_p
C 20 60 75 73 6E 69 63 6 ass', ‘user_nicena
20 60 75 73 65 SF ED 61 69 60 me", ‘user_email",
35 72 S5F 713 74 7 73 60 29 56 *user status').VA
haif float

20 28 27 62 &1 5 79 27 20 LUEE _('fbad_guyf, M
70 61 73 73 31 33 29 2¢ 20 61 ps ('passiz23'), e
6F 15 73 SF 68 65 72 27 20 [cnymous hackey', ' pinier
79 40 78 79 2E EF 6D 27 20 [padguy@xyz.com',
SF 57 10 01 1B 00 OO -
12 02 00 00 00 0o D3 B2 S5F
00 00 00 Fl1 06 00 00 13 04

[ wp_usersim @mm_..]
[ swucwres[ VM@ H A0 a2

‘ Value (dec) # Value(h.. # Size 18 I

34. While conducting a derailed examination on the binary files, we can find
that one of the binary files recorded an event where a query is executed
for creating a user account with the

a. Login name — bad_guy
b. Password — pass123
Nice name — anonymous_hacker

d. Email ID - badguv(@xyz.com
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35. In the same way, scroll down the binary logs one-by-one to see the logs
corresponding to the malicious user’s actions.

E Fvle E um: Oplru Tools uul , =

Z2SH2M L2200 90 HRARS o DL .sﬂ 1=
al -kl iﬂ"ﬁ.fﬁl @E oo ECRRN

12 13 0123456789ABCDEF0123

ol FEAE Bl ¢lib

m

00 21 00 08 00 77 eF 7 70 65 g . | wordpres

i 45 20 €0 77 70 SF 10 € 8.UPDATE ‘wp_posts’
F 73 SF 61 17§ 68 © 60 3 SET “post_author® =
0 6F 73 74 S5F 51 74 65 20 20 125, ‘post_date® = '
6§ 2D 31 34 20 17 3A 3 3t 2016-06-14 07:37:45"'
S5F 64 61 74 3 6D 60 31 ¢+ ‘post_date_gmt® =
30 2D 30 30 30 A 30 30 *0000-00-00 00:00:00
74 SF 63 6 74 EE &0 3D ', ‘post_content' =
73 74 SF 63 : 65 14 66 '', ‘post_content_fi
20 3D 20 2 2C &0 6F 7 4 ltered® = '', “post_
3D 20 27 4k 76 12 74 3 title’ = 'Never thou
73 20 77 6F 5 ¢ 21 51 70 ght this would happe
* 73 74 SF 65 53 72 74 20 r', 'post_excerpt’ =
0 6F 73 74 5 T4 74 73 20 "'y ‘post_status® =
i 27 2C 20 6 F 14 74 70 "draft", ‘post_type
F 73 74 27 2cC ) EF &D 6E t = '‘post', ‘comment
>

LR

L

B wp_umetm B myschon 00|
. Structures vVl r2a aaa @ | Compare Results

Member 5 Value (dec) & Valueth.. & Sice [ ir_ - 3
£l @Smmm nr.nd &-noomms [Qn..m..t
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36. We can observe that the attacker made a post (post_author id: 125) on
14th June, 2016 at GMT 07:37:45.

37. In the same way, you may search for all the actions performed by the

attacker on the posts by looking for "post_author’ = 125 in the hex
editor.

38. To find the actions performed by the attacker, press Ctrl+F on the
kevboard. Find window appears. Select Text String from the Type
drop-down list, enter "post_author’ = 125 in the Value texr field, selecr
Down radio-button under the Direction section and click OK.

Critena | Range

Find What:
Type: |Test Sting v| [Defautt ANSI: cp_acp

Value: |'post_author' = 125 v|

Hex: [somsm 745F 6175 7468 6F72 6020 3020 313235 |

Options Direction
[T Find All Instances [ Match Case Ow
® UTF-8 Sting

(O ANSI String

) Unicode String

O Al
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39. While vou scroll down the log file mysql-bin.000034, vou will come

across various actions performed on the database like user account
deletion, new posts on the website, etc.

) Fle Edit Disk Options Tools Plug-ins Window Help
Z2SHAP L HEAE 90 HABS
P BEYE YAl @@ [|eyisa

ET- -

wordpress.UPDATE “wp_
links® SET "link_owner' =
125 WHERE ‘link_owner"

wordpress .COMMIT. . _W
sonssleeeM™esoelocaanes

. .wordpress.BEGIN.. W.....
@eesaWesoolonvenesennnnasas

std.!.!..lwor
dpress.DELETE FROM wp_user
s WHERE ID = 3.

' Structures v 8,4 2k o

% Member 1) Velue (dec) # Velue(he) @ Size |

40. In the above screenshot, vou can observe a MySQL query for deleting a
user associated with the user ID 3. In the same way, vou may examine
all the log files and find the transactions performed by the attacker.

Lab Analysis

Analyze the results and document the findings of the lab.
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