

Systems Analysis & Design 		Tutorial 4
How Bad Can You Be?
The Ten Commandments of Computer Ethics
From the Computer Ethics Institute 
(http://computerethicsinstitute.org/publications/tencommandments.html)
1. Thou Shalt Not Use A Computer To Harm Other People. 
2. Thou Shalt Not Interfere With Other People’s Computer Work. 
3. Thou Shalt Not Snoop Around In Other People’s Computer Files. 
4. Thou Shalt Not Use A Computer To Steal. 
5. Thou Shalt Not Use A Computer To Bear False Witness. 
6. Thou Shalt Not Copy Or Use Proprietary Software For Which You have Not Paid. 
7. Thou Shalt Not Use Other People’s Computer Resources Without Authorization Or Proper Compensation. 
8. Thou Shalt Not Appropriate Other People’s Intellectual Output. 
9. Thou Shalt Think About The Social Consequences Of The Program You Are Writing Or The System You Are Designing. 
10. Thou Shalt Always Use A Computer In Ways That Ensure Consideration And Respect For Your Fellow Humans.
Question
Sometimes the easiest way to work out the ethical thing to do is to consider what is the worst thing that you could do.  For each of the following scenarios (and any others suggested by the tutor) discuss the opportunities for being unethical.
Sample scenarios
1. You find that one of your fellow students has left their laptop unattended and unlocked. 
2. You are the sole systems administrator of a company network. The company has huge amounts of free hard drive space and a fast Internet connection, but no-one other than yourself ever looks at what is held on those discs.
3. The company you work for writes and maintains banking software for an off-shore bank.  You are tasked with doing some routine maintenance on the software that manages between-bank transfers.  You have several close friends working in the operations side of the bank.
4. You are offered a job abroad with a large tax-free salary working in an undisclosed location for a non-governmental organisation. The man who interviewed you was very interested in your experience programming missile guidance based on satnav systems. He also had a large white Persian cat. 
5. You are asked to work on a database for a Governmental organisation that holds evidence from Intelligence sources. Whilst working on it, you are asked to archive in a way that seems to you likely to 'lose' some information relating to multiple independent munitions used in a controversial incident that the Minister has denied contravening arms legislation.
6. Your company is being paid to design and build a database system to be used by the Ministry of Defence to record and report upon project expenses claimed on cost-plus contracts. Part of your job involves uploading the last ten years' live data into the new database.
7. [bookmark: _GoBack]While managing the contract selection for a new international travel supplier, one of the suppliers invites you to try the facilities at an exotic destination.
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