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[bookmark: _Toc161412745]Introduction 
An operating system (OS) is the program that, after being initially loaded into the computer by a boot program, manages all of the other application programs in a computer. [1] which manages and controls the use of computer hardware resources (such as processors, memory, storage, input/output devices), and provides a friendly and efficient working environment for users and applications. An operating system acts as an interface between the software and different parts of the computer or the computer hardware. [2] It is responsible for handling task scheduling, memory management, file system management, user interface and other functions to enable the computer to run various applications smoothly and provide required services.


[bookmark: _Toc161412746]Operating systems
· Windows operating system
A family of operating systems developed by Microsoft and widely used in personal computers and corporate environments. Provides a user-friendly graphical user interface and a rich ecosystem of applications.
[image: ]
Latest Windows 11 User Desktop [3]
· macOS operating system
An operating system developed by Apple and designed for use with Apple's Mac line of computers. It is known for its elegant user interface, stability and security.
[image: ]
MacOS Big Sur Desktop [4]
· Linux OS
An open-source Unix-like operating system that is highly customisable and flexible, widely used in servers, embedded systems and personal computers. Has a variety of distributions such as Ubuntu, Fedora and Debian.
[image: ]
Ubuntu 23.10 User Desktop [5]
· iOS
Apple's mobile operating system for its iPhone, iPad and iPod Touch devices. It has a smooth user experience, good performance and security.
[image: ]
IOS 17 [6]
· Android OS
Mobile operating system developed by Google for smartphones, tablets and other portable devices. Has an open ecosystem and extensive application support.
[image: A black and blue gradient
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Android 11 [7]

[bookmark: _Toc161412747]Key functions of general Operating Systems
[bookmark: _Toc161412748]Memory and process management: 
Memory management is the process of controlling and coordinating a computer's main memory.[8] The operating system is responsible for managing the allocation of the computer's memory resources and overseeing the various processes running on the computer.

To observe system processes, CPU, and memory management:
Windows: Press CTRL-ALT-DEL to access 'Task Manager' for a list of running processes. Use 'TASKLIST' in CMD for the same info. [image: A screenshot of a computer
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[image: ]
Use 'TASKLIST' in CMD for the same info.

Linux: Utilize terminal commands such as 'ps', 'top', or 'htop' for process monitoring. 'ps aux' shows all running processes and memory usage.
[image: ]
Mac: Open 'Activity Monitor' in the "Utilities" folder to view and manage running processes.


[bookmark: _Toc161412749]System Security: 
OS security refers to specified steps or measures used to protect the OS from threats, viruses, worms, malware or remote hacker intrusions.[9] The operating system provides security features including user authentication, access control, file encryption, and security mechanisms against malware.
 
1. User authentication: 
Only authorised users can access system resources. This can be done through passwords, biometric information, etc.
 Windows Sign-in options 
[image: A screenshot of a computer
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[image: A login screen with a beach and rocks
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User need password to login in 

2. Access control: 
Controls user access to system resources so that users can only access files to which they have permissions.
Shared Folders: Users can share folders on the local network and set appropriate permissions to control who can access the contents of the folders.

[image: A screenshot of a computer
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3. File encryption: 
Storing files encrypted to prevent unauthorised access. Only users with permissions can access these files.
BitLocker is a feature in the Windows operating system that encrypts specific volumes to prevent unauthorised visitors from accessing data.
[image: A screenshot of a computer screen
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4. Security mechanisms against malware: 
The operating system provides anti-virus software, firewalls and other security tools to detect and block malware attacks.
Windows Defender It is a built-in protection tool in the Windows operating system designed to protect computers from security threats. [image: A screenshot of a computer
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[bookmark: _Toc161412750]Device Management: 
The process of implementation, operation, and maintenance of a device by an operating system is called device management.[10] The operating system oversees the management of a variety of input/output (I/O) devices, including keyboards, mice, printers, and storage devices.

Device Manager is a tool of the Windows that is used to manage the hardware devices. 
[image: A screenshot of a computer
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[bookmark: _Toc161412751]File and Directory Management: 
Directory is a place/area/location where a set of file(s) will be stored.[11] The operating system provides management functions for the file system, including file creation, reading, writing, and deletion, as well as directory creation and management. 

Using “nano filename”, to open or create a file using the nano text editor on Unix and Linux systems.
[image: ]
[image: A screenshot of a computer
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Typing keywords directly into the search box. windows will search for matching files in the current folder and its subfolders.
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[bookmark: _Toc161412752]Network management.
Manages various network protocols such as HTTP, TCP/IP, FTP, handles IP addresses and network interfaces. Operating systems are responsible for establishing connections and managing data transfers. 
Using “ipconfig” to see IP configuration.
[image: ]
Network status on Task manager.
[image: ]


System performance monitoring & management 
· Disk Management
[image: ]
· Computer Management [image: ]
· 'Resource Monitor' enables real-time monitoring of system performance. such as CPU utilization, memory usage, and network traffic
[image: A screenshot of a computer
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·  Performance monitor
[image: ]
[image: ]
· Event viewer
[image: ]
· Reliability monitor [image: ]

· Windows File System
[image: ]
[bookmark: _Toc161412753]Use of Windows OS CLI commands.
CLI is a command line program that accepts text input to execute operating system functions.[12] These commands enable users to interact with the operating system via a command line interface instead of a graphical user interface (GUI).
· dir: Lists the files and folders present in the current directory.
[image: ]
The dir command is a very common tool in Windows operating systems. Displays a list of a directory's files and subdirectories. [13]
· cd: Change current directory。
[image: ]
Switch to the current user's home directory: cd
· mkdir：Create a new folder.
[image: ]
Create a new directory called "newfolder" in the current directory: mkdir newfolder
Create a txt named "test" in the specified path: mkdir C:\Users\test.txt
· del：Delete the file.
[image: ]
Delete a file in the current directory: del new.txt
Delete a file in the specified directory: del C:\Users\new.txt
· copy：Copy the file.[image: ]
Copy a file to the target location: copy file.txt C:\Destination
· ren：Rename the file.[image: ]
Rename the file "old.txt" to "new.txt": ren old.txt new.txt
· tasklist：Shows a list of processes currently active or running.[image: ]
TaskList displays all running applications and services with their Process ID (PID) This can be run on either a local or a remote computer.[14] The tasklist command is a convenient way to view currently running processes on the command line.
· taskkill：Terminate the process.
[image: ]
Terminate the process with the specified PID: taskkill /pid 3484
The taskkill command is a powerful tool for managing system processes and can be used to quickly terminate problematic processes or free up system resources.
· ipconfig：Displaying Network Configuration Information
[image: ]
Show all details of the current network connection: ipconfig /all
The ipconfig command is used to display information about your network configuration and refresh DHCP and DNS Settings.[15] The command is useful for diagnosing network connectivity problems and configuring network settings.
· powercfg : Manage and configure the system's power settings
It allows you to manage many aspects of power plans (also known as power schemes). [16] Allows users to view current power configuration information, create new power plans, export and import power configurations, and more.
[image: ]
View all power plans on the current system: powercfg /l
[bookmark: _Toc161412754]Use of Linux OS CLI commands.
The Linux command line is a text interface to your computer. [17] The command line interface provides users with direct interaction capabilities with the operating system, enabling them to execute diverse operations like file and directory management, software installation, and system configuration.

Creating users and groups on a Linux system can be done using various command line tools. Here's how to use the Bash command:
· Creating a Group:
[image: ]
sudo groupadd mygroup
This command creates a new group named "mygroup". on Ubuntu, only users in the sudo group can use the command to gain elevated permissions. [18]
· Creating a User:
[image: ]
sudo useradd -m -s /bin/bash username1
The command creates a new user named "username". The flag -m is used to create a home directory for the user, while -s /bin/bash sets the user's default shell to Bash.
Setting Password for the User:
[image: ]
sudo passwd username
This command sets a password for the user "username".
· Adding User to Group:
[image: ]
sudo usermod -aG mygroup username1
This command adds the user "username1" to the group "mygroup".
· Viewing User and Group Information:
[image: ]
id username1
This command displays the user ID (UID), group ID (GID), and supplementary groups for the user.
· Listing Users:
[image: A screenshot of a computer
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getent passwd
This command lists all users in the system. getent is a Linux command that helps the user to get the entries in a number of important text files called databases.[19]
· Listing Groups:
[image: A screenshot of a computer
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getent group
This command lists all groups in the system.
· Changing User's Password:
[image: A black screen with white text
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sudo passwd username
This command allows the user to change their password.
· Deleting User:
[image: A screen shot of a computer screen
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sudo userdel -r username
This command deletes the user "username" and removes their home directory (-r flag).
· Deleting Group:
[image: A screenshot of a computer
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sudo groupdel mygroup
This command deletes the group "mygroup". 
sudo enables users to run programs with the security privileges of another user, by default the superuser. [20]

[bookmark: _Toc161412755]Use of Windows OS scripts.
	Windows Script Host provides an environment in which users can execute scripts in various languages that use various object models to perform tasks. [21] These script files are usually written using Windows batch (Batch) scripts with a .bat or .cmd file extension. Windows scripts can perform a variety of tasks.
-	Creating BAT files
[image: ]
			Using VS Code Create .bat file.
· Variables: 
[image: A screenshot of a computer
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A variable is a unit of memory in which values are stored. [22] Used to store and retrieve data within a script. In batch scripting, variables are declared using the set command followed by the variable name and value.




· Goto command:
[image: A screenshot of a computer
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Transfers control to a specific label within the script. It's commonly used for looping and conditional branching.

· if statement: 
[image: A screenshot of a computer
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[image: A screenshot of a computer
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Allows conditional execution of commands based on the evaluation of an expression. It checks whether a certain condition is true or false and executes commands accordingly.

· for Loop: 
[image: A screenshot of a computer
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Iterates over a sequence of values or a list of items. It's commonly used for repeating a set of commands a specific number of times or processing files and directories.

· Array: 
[image: A screenshot of a computer
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While batch scripting doesn't have native support for arrays, you can simulate them using variables with indexed names. Each element of the "array" is represented by a separate variable.


· Function: 
[image: A screenshot of a computer
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A reusable block of code that performs a specific task. Although batch scripting doesn't have built-in support for functions, you can create subroutines using labels and the call command to achieve similar functionality.

· User Input /p switch: 
[image: A screenshot of a computer
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Allows the script to prompt the user for input during execution. It's commonly used to accept user input for variables or parameters within the script.
· List Files in Directory: 
[image: A screenshot of a computer
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This script lists all files in the current directory in a simple format using the dir /b command. The DIR command is a powerful Windows Command Prompt function that lists all files and subdirectories contained in a specific directory. [23]

· Rename Files with Prefix: 
[image: A screenshot of a computer
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This script renames all .txt files in the current directory by adding a prefix "New_" to their filenames.


· Check Disk Space: 
[image: A screenshot of a computer
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This script checks the available disk space on the C: drive using the fsutil volume diskfree command and displays the results. The fsutil command allows a Windows user with administrative privileges to query or enable symlinks on a Windows 10 system.[24]


[bookmark: _Toc161412756]Use of Linux OS scripts.
Linux OS scripting involves using scripting languages like Bash, Python, Perl, or Ruby to automate tasks, perform system administration, and develop applications within the Linux operating system environment. Below are ten key features of Bash scripting in a Linux environment. A Bash script is a plain text file which contains a series of commands. [25]
[image: A screenshot of a computer
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				Using VS Code to connect WSL running Linux OS scripts.
· Shebang Line
A special line at the beginning of a script that tells the operating system which interpreter to use when executing the script. [26] The shebang line at the beginning of the script tells the system which interpreter to use. In Bash scripts, it typically looks like #!/bin/bash. 
[image: ]
· Variables: 
Bash allows you to define and use variables without explicitly declaring their data types. [image: A close up of a text
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· User Input: 
Capturing and processing data entered by users through various interfaces. [27] Bash scripts can interact with users by reading input from the keyboard.
[image: A screenshot of a computer
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· Conditional Statements: 
Bash supports conditional statements like if, else, and elif for decision-making in scripts.
[image: A screenshot of a computer code
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· Loops: 
Bash provides different types of loops such as for, while, and until for iterating over lists of items or until a condition is met.
[image: A screenshot of a computer
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· Functions: 
Bash allows you to define reusable blocks of code as functions.
[image: A screenshot of a computer

Description automatically generated]
· Command Substitution: 
Bash allows the output of a command to replace the command itself within a script.
[image: A screenshot of a computer
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· File Operations:
Bash can handle file operations such as creating, deleting, reading, and writing files.
[image: A screenshot of a computer
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· String Manipulation: 
Bash offers various string manipulation operations like concatenation, substring extraction, and length calculation.
[image: A white background with black text
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· Environment Variables: 
Bash allows access to environment variables, which store information about the environment in which the script is running.
[image: A black text on a white background
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[bookmark: _Toc161412757]Conclusion 
Operating systems serve as the foundational software that facilitates crucial functions in computing environments. The key functions of general operating systems encompass memory and process management, system security, device management, file and directory management, and network management. These functions collectively ensure the efficient operation and security of computer systems.

The utilization of command-line interfaces (CLI) and scripting further enhances the capabilities of operating systems. Windows OS CLI commands offer users a range of tools for system management tasks, such as file manipulation and network configuration. Similarly, Linux OS CLI commands, including utilities like ls, grep, and ipconfig, provide users with powerful tools for system administration and automation.

Moreover, scripting in both Windows and Linux environments enables users to automate repetitive tasks and customize system behaviour to meet specific requirements. Windows OS scripts, written in languages like PowerShell, facilitate automation of tasks such as system maintenance and software deployment. In contrast, Linux OS scripts, predominantly written in Bash, offer users the flexibility to automate system configurations, data processing, and more.

The integration of CLI commands and scripting capabilities in Windows and Linux operating systems empowers users to effectively manage and optimize their computing environments, enhancing productivity and efficiency in various computing tasks and applications.


[bookmark: _Toc161412758]Appendices
· Getting started with Google Shell Cloud: 
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Microsoft Windows [Version 10.0.19045.3930]
(c) Microsoft Corporation. All rights reserved.

C:\Users\soac-azure>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 4:

Connection-specific DNS
Link-local IPv6 Address
IPv4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

C:\Users\soac-azure>_

Suffix

Xxzpuulb4golunpnrn2s33kugsd.zx.internal.cloudapp.net
fe80: :79e2:d9bb:9ec7:9eb8%8

192.168.100.10

255.255.254.0

192.168.100.1
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(S Performance Monitor — O

View Window Help -

\Overvisw of Performance Monitor

i‘b You can use Performance Monitor to view performance data either in real time or from a log file. Create Data Collector Sets to
(L configure and schedule performance counter, event trace, and configuration data collection so that you can analyze the results
and view reports.

To begin, expand Monitoring Tools and click Performance Monitor, or expand Data Collector Sets or Reports.
The new Resource Monitor lets you view detailed real-time information about hardware resources (CPU, disk, network, and
memory) and system resources (including handles and modules) in use by the operating system, services, and running

applications. In addition, you can use Resource Monitor to stop processes, start and stop services, analyze process deadlocks, view
thread wait chains, and identify processes locking files.

Open Resource Monitor

LSFtem Summary
\UMGWL4Azure
Memory
% Committed Bytes In Use 22613
Available MBytes 11,975.000
Cache Faults/sec 0.000
Network Interface Microsoft Hyper-V Network Adapter 3
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< >
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Microsoft Windows [Version 10.0.19045.3930]
(c) Microsoft Corporation. All rights reserved.

C:\Users\soac-azure>dir
Volume in drive C is Windows
Volume Serial Number is 82C5-5B59

Directory of C:\Users\soac-azure

01/26/2024 11:02 AM <DIR> B
01/26/2024 11:02 AM <DIR> oo
01/26/2024 11:00 AM <DIR> 3D Objects
01/26/2024 11:00 AM <DIR> Contacts
©3/14/2024 ©3:22 PM <DIR> Desktop
01/26/2024 11:00 AM <DIR> Documents
01/26/2024 11:00 AM <DIR> Downloads
01/26/2024 11:00 AM <DIR> Favorites
01/26/2024 11:00 AM <DIR> Links
01/26/2024 11:00 AM <DIR> Music
01/26/2024 11:02 AM <DIR> OneDrive
01/26/2024 11:02 AM <DIR> Pictures
01/26/2024 11:00 AM <DIR> Saved Games
01/26/2024 11:01 AM <DIR> Searches
01/26/2024 11:00 AM <DIR> Videos

© File(s) © bytes

15 Dir(s) 110,638,026,752 bytes free

C:\Users\soac-azure>_
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C: \Users\soac-azure>cd C:\Users

\Users>cd

C:\Users>dir
Volume in drive C is Windows
Volume Serial Number is 82C5-5B59

Directory of C:\Users

01/26/2024 11:00 AM <DIR> B
01/26/2024 11:00 AM <DIR> oo

01/04/2024 ©8:13 PM <DIR> Public
01/26/2024 11:02 AM <DIR> soac-azure
© File(s) © bytes

4 Dir(s) 110,621,278,208 bytes free
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C:\Users>mkdir newfolder
C:\Users>dir

Volume in drive C is Windows
Volume Serial Number is 82C5-5B59
Directory of C:\Users

03/14/2024 ©7:28 PM <DIR>

03/14/2024 <DIR>

03/14/2024 <DIR>

01/04/2024 <DIR>

01/26/2024 11:02 AM <DIR>
© File(s)

newfolder
Public
soac-azure
@ bytes

5 Dir(s) 110,621,163,520 bytes free

C: \Users>
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Volume Serial Number is 82C5-5B59

Directory of C:\Users

03/14/2024 <DIR> B

03/14/2024 <DIR> oo

03/14/2024 © new.txt

03/14/2024 <DIR> newfolder

01/04/2024 <DIR> Public

01/26/2024 11:02 AM <DIR> soac-azure
1 File(s) © bytes

5 Dir(s) 110,618,255,360 bytes free

C:\Users>del new.txt

C:\Users>dir
Volume in drive C is Windows
Volume Serial Number is 82C5-5B59

Directory of C:\Users

03/14/2024 <DIR> B

03/14/2024 <DIR> oo

03/14/2024 <DIR> newfolder

01/04/2024 <DIR> Public

01/26/2024 <DIR> soac-azure
© File(s) © bytes

5 Dir(s) 110,617,681,920 bytes free
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\Users>copy new.txt newfolder\
1 file(s) copied.

“:\Users>dir newfolder
Volume in drive C is Windows
Volume Serial Number is 82C5-5B59

Directory of C:\Users\newfolder

)3/14/2024 <DIR> B

)3/14/2024 <DIR> oo

)3/14/2024 ©7:35 PM © new.txt
1 File(s) © bytes

2 Dir(s) 110,631,694,336 bytes free

\Users>_
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\Users>ren new.txt old.txt

\Users>dir
Volume in drive C is Windows
Volume Serial Number is 82C5-5B59

Directory of C:\Users

03/14/2024 ©7:41 PM <DIR> B
03/14/2024 ©7:41 PM <DIR> oo

03/14/2024 ©7:38 PM <DIR> newfolder

03/14/2024 ©7:35 PM 2]

)1/04/2024 ©8:13 PM <DIR> Public

01/26/2024 11:02 AM <DIR> soac-azure
1 File(s) © bytes

5 Dir(s) 110,631,563,264 bytes free

\Users>_
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C: \Users>tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process @ Services ) 8 K
System 4 Services 2] 132 K
Secure System 56 Services e 39,124 K
Registry 104 Services 2] 66,588 K
Smss . exe 488 Services 2] 1,144 K
csrss.exe 608 Services e 4,164 K
wininit.exe 692 Services 2] 4,828 K
csrss.exe 704 Console 1 3,308 K
winlogon.exe 788 Console 1 8,412 K
services.exe 836 Services 2] 12,032 K
Lsalso.exe 844 Services e 2,216 K
lsass.exe 864 Services e 18,944 K
svchost.exe 996 Services e 25,236 K
fontdrvhost.exe 1008 Console 1 2,352 K
fontdrvhost.exe 1016 Services ) 2,444 K
svchost.exe 584 Services e 14,864 K
svchost.exe 1028 Services e 9,096 K
LogonUI.exe 1108 Console 1 36,276 K
dwm. exe 1116 Console 1 37,588 K
svchost.exe 1228 Services e 147,712 K
svchost.exe 1256 Services e 4,556 K
svchost.exe 1280 Services e 3,848 K
svchost.exe 1364 Services e 8,476 K
svchost.exe 1376 Services e 10,796 K
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C:\Users>TASKKILL /PID 3484
SUCCESS: Sent termination signal to the process with PID 3484.

C:\Users>_
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C: \Users>IPCONFIG

[Windows IP Configuration

Ethernet adapter Ethernet 4:

Connection-specific DNS
Link-local IPv6 Address

IPv4 Address.
Subnet Mask .

Default Gateway . . . .

Ethernet adapter vEthernet

Connection-specific DNS

Suffix

(WSL):

Suffix

Link-local IPv6 Address . . .

IPv4 Address.
Subnet Mask .

Default Gateway . . . . . . .

C: \Users>

Xxzpuulb4golunpnrn2s33kugsd.zx.internal.cloudapp.net
fe80: :79e2:d9bb:9ec7:9eb8%8

192.168.100.10

255.255.254.0

192.168.100.1

fe80::42ce:c7e:ac93:7933%15
172.19.128.1
255.255.240.0
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:\Users\soac-azure>powercfg /1

Existing Power Schemes (* Active)

Power Scheme GUID: 381b4222-f694-41f0-9685-ff5bb260df2e
Power Scheme GUID: 8c5e7fda-e8bf-4a96-9a85-a6e23a8c635¢c
Power Scheme GUID: al8413@8-3541-4fab-bc81-f71556f206bda

C:\Users\soac-azure>

(Balanced)
(High performance) *
(Power saver)
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Welcome to Cloud Shell! Type "help” to get started.
To set your Cloud Platform project in this session use “gcloud config set project [PROJECT ID]”
cheng6172@cloudshell:~$ sudo groupadd mygroup
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cheng6172@cs-174214675428-default:/$ sudo useradd -m -s /bin/bash usernamel
cheng6172@cs-174214675428-default:
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chengol/Z€cs—-1/421406/04Z0—delfault:/5 Sudo pasSsSwd username
New password:

Retype new password:

password updated successfully
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heng6172@cs-174214675428-default:/$ sudo usermod -aG mygroup usernamel
heng6172@cs-174214675428-default:/$ []
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chengbl/z@cs—-1/4z2146/5428—default:/5 1d usernamel
uid=1002 (usernamel) gid=1003 (usernamel) groups=1003 (usernamel), 1001 (mygroup)
cheng6172@cs-174214675428-default:/$ []
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cheng6172@cs-174214675428-default: /$ getent passwd
root:x:0:0:root:/root: /bin/bash

/usr/sbin: /usr/sbin/nologin
usr/sbin/nologin
usr/sbin/nologin
:65534:sync: /bin: /bin/sync

games :60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man: /var/cache/man: /usr/sbin/nologin
1p: /var/spool/lpd: /usr/sbin/nologin
:8:mail:/var/mail: /usr/sbin/nologin

news:x:9:9:news: /var/spool /news: /usr/sbin/nologin
uucp:x:10:10:uucp: /var/spool /uucp: /usr/sbin/nologin
proxy:x:13:13:proxy: /bin: /usr/sbin/nologin

www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody: x: 65534 : 65534 :nobody: /nonexistent: /usr/sbin/nologin

_apt:x:100:65534: : /nonexistent: /usr/sbin/nologin

systemd-network:x:101:102:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:102:103:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
messagebus:x:103:104: : /nonexistent: /usr/sbin/nologin

systemd-timesync:x:104:105:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
dnsmasq:x:105: 65534:dnsmasq, , , : /var/lib/misc: /usr/sbin/nologin

redis:x:106:111:: /var/lib/redis: /usr/sbin/nologin

sshd:x:107:65534: : /run/sshd: /usr/sbin/nologin

postgres:x:108:113:PostgreSQL administrator,,, :/var/lib/postgresql:/bin/bash
cheng6172:x:1000:1000: : /home/cheng6172: /bin/bash

username:x:1001:1002: : /home/username: /bin/bash

usernamel:x:1002:1003: : /home/usernamel: /bin/bash

cheng6172@cs-174214675428-default: /$ []
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docker:
crontab
input:x:107:

kvm:x:108:
render:x:109:
ssh:x:110:

redis:x:111:
ssl-cert:x:112:postgres

999:chengbl/2

postgres:x:113:
cheng6172:x:1000:
mygroup: x: 1001 :usernamel
username:x:1002:
usernamel:x:1003:

cheng6172@cs-174214675428-default:/$ D
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cheng6172@cs-174214675428-default:/$ getent group

root:x:0:
daemon:x:1:
bin:x:2

sys:x:3:

adm: x:4:cheng6172

tty:x
disk
1p:
mail:
news
uucp:x:10:
man:x:12
proxy:
kmem:
dialout
fax:x:21
voice:x:22:
cdrom:x:24:
floppy:x:25:
tape:x:26:

sudo :cheng6172
audio:x:29:
dip:x:30
www-data:x:33:
backup:x:34:
operator:x:37:
list:x:38:
irc:x:39:

44:
sasl:x:45:

plugdev:x:46:
staff:x:50:
games:x:60:
users
nogroup: x: 65534:
systemd—journal:
systemd-network:x:102:
systemd-resolve:x:103:
messagebus:x:104:
systemd-timesync:x:105:
AdAoclke: Q99+« ~heanabcl172
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cheng6172@cs-174214675428-default:/$ sudo passwd username
New password:

Retype new password:

passwd: password updated successfully
cheng6172@cs-174214675428-default:/$ []
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cheng6172@cs-174214675428-default:/$ sudo userdel -r username
userdel: username mail spool (/var/mail/username) not found
cheng6172@cs-174214675428-default:/$ sudo userdel -r usernamel
userdel: usernamel mail spool (/var/mail/usernamel) not found
cheng6172@cs-174214675428-default:/$ sudo userdel -r username
userdel: user 'username' does not exist
cheng6172@cs-174214675428—-default:/$ sudo userdel —r usernamel
userdel: user 'usernamel' does not exist
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heng6172@cs-174214675428-default:/$ sudo_arouodel mygroup
heng6172@cs-174214675428-default: /$ getent group

oot:x
aemon:x:1:

cheng6172

ail:x:8:

an:

25:
6

7: cheng6172
29:
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New File...

new.bat

Create New File (new.bat) Built-In

Start

EERECENEE Open a new untitled text file, notel




image50.png
>° Welcome &8 newbat X

85 Extension: Batch Runner @ ) ooo
C: > Users > cheng > Downloads > 58 new.bat

1 @echo off -
2 set name=John

3 echo Hello, %name%!
4

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

Batch Runner Terminal -~ [ @

e A X
Hello, John!

(GE \User‘s\cheng\Dwnloads)D
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>° Welcome 5% newbat X B Extension: Batch Runner D~

C: > Users > cheng > Downloads > 58 new.bat
1 @echo off

2 goto start

3

4 :loop

5 echo This is inside the loop.
6 goto end

7

8 istart

9 echo This is before the loop.
10 goto loop

11

12 :end

13 echo This is after the loop.

Batch Runner Terminal 4+~ [ @ -+

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

This is before the loop.
This is inside the loop.
This is after the loop.

(GE \User‘s\cheng\Dwnloads)D
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>° Welcome

C: > Users > cheng > Downloads >

1

NV A WwN

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

new.bat
@echo off
set /p age=Enter your age:
if %age% geq 18 (

echo You are an adult.
) else (

echo You are a minor.

Enter your age: 21
You are an adult.

(GE \User‘s\cheng\Dwnloads)D

S8 newbat X 5 Extension: Batch Runner

PORTS

Batch Runner Terminal + v ([

gz
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>° Welcome

C: > Users > cheng > Downloads >

1

NV A WwN

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

new.bat
@echo off
set /p age=Enter your age:
if %age% geq 18 (

echo You are an adult.
) else (

echo You are a minor.

Enter your age: 1
You are a minor.

(GE \User‘s\cheng\Dwnloads)D

newbat X B85 Extension: Batch Runner

PORTS

Batch Runner Terminal + v ([

k.
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>° Welcome 5% newbat X B Extension: Batch Runner >

C: > Users > cheng > Downloads > 58 new.bat
1 @echo off
2 for /L %%i in (1,1,5) do (
3 echo %%i
4 )
5

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS Batch Runner Terminal + ~ (I W -

[V RN PRI

(GE \User‘s\cheng\Dtmnloads)D
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34 Welcome 5% newbat X B Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat

1

ou s wN

@echo off

set array[@]=First
set array[1]=Second
echo %array[@]%
echo %array[1]%

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

First
Second

(GE \User‘s\cheng\Dtmnloads)D

Batch Runner Terminal + v ([
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34 Welcome 5% newbat X B Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat
1 @echo off

call :myFunction

echo Returned from function.

exit /b

:myFunction
echo Inside function.
exit /b

VWO NOU A WN

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

Inside function.
Returned from function.

(GE \User‘s\cheng\Dwnloads)D

PORTS

Batch Runner Terminal + v ([
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34 Welcome %2 newbat X

85 Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat

1 @echo off

set /p name=Enter your name:

2
3 echo Hello, %name%!
4

PROBLEMS OUTPUT DEBUG CONSOLE

Enter your name: ¢
Hello, c!

(GE \User‘s\cheng\Dwnloads)D

TERMINAL

PORTS

Batch Runner Terminal + v ([
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34 Welcome 5% newbat X B Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat
1 @echo off
2 echo Files in current directory:
3 dir /b
4

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

Files in current directory:
1.txt

Compressed

Documents

Music

new.bat

Programs
tyy5017f3mehorfe.exe

Video

C:\Users\cheng\Downloads)D

PORTS

Batch Runner Terminal + v ([
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>° Welcome 5% newbat X B Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat

1

NV A WwN

@echo off
setlocal enabledelayedexpansion
set "prefix=New_"
for %%F in (*.txt) do (
set "filename=%%~nF"
ren "%%F" "!prefix!%%F"

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

(GE \User‘s\cheng\Dtmnloads)D

Batch Runner Terminal + v ([
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34 Welcome 5= newbat X B Extension: Batch Runner

C: > Users > cheng > Downloads > 58 new.bat
1 @echo off

2 echo Files in current directory:
3 dir /b
4

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

Files in current directory:
Compressed

Documents

Music

new.bat

New_1.txt

“Programs
tyy5017f3mehorfe.exe

Video

(GE \User‘s\cheng\Dmnloads)D

PORTS

[ Batch Runner Terminal + ~ [0 @
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2= newbat X 3 Welcome

C: > Users > User > Downloads > 58 new.bat

1 @echo off

echo Checking disk space..

2
3 fsutil volume diskfree c:
4

PROBLEMS OUTPUT DEBUG CONSOLE

Total free bytes

Total bytes

Total quota free bytes
Unavailable pool bytes

Quota unavailable pool bytes
Used bytes

Total Reserved bytes

Volume storage reserved bytes
Available committed bytes
Pool available bytes

TERMINAL PORTS

87,948,283,904 ( 81.9

: 133,661,978,624 (124.5

87,948,283,904 ( 81.9
o ( e.0

o ( e.0
45,691,146,240 ( 42.6
22,548,480 ( 21.5

o ( e.0

o ( e.0

o ( e.0

GB)
GB)
GB)
KB)
KB)
GB)
MB)
KB)
KB)
KB)

Batch Runner Terminal + ~ () W
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‘ ﬁeled an option to open a Remote Window

Connect to WSL
Tunnel

SSH

Dev Container
GitHub Codespace
Remote Repository

e

= Open Folder...
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root@ChenDeLEGIONi7:~# #!/bin/bash
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® root@ChenDeLEGIONi7:~# #!/bin/bash
greeting="Hello, world!"
echo $greeting
Hello, world!
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® root@ChenDeLEGIONi7:~# #!/bin/bash
echo "What is your name?"
read name
echo "Hello, $name!"
What is your name?
Chen
Hello, Chen!
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® root@ChenDeLEGIONi7:~# #!/bin/bash
age=20
if [ $age -ge 18 ]; then
echo "You are an adult."
else
echo "You are not an adult yet."
fi
You are an adult.
® root@ChenDeLEGIONi7:~# #!/bin/bash
age=16
if [ $age -ge 18 ]; then
echo "You are an adult."
else
echo "You are not an adult yet."
fi
You are not an adult yet.
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® root@ChenDeLEGIONi7:~# #!/bin/bash

for i in {1..5}; do
echo "Number: $i"

done
Number:
Number:
Number:
Number:
Number:

[V RN PRI
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® root@ChenDelLEGIONi7:~# #!/bin/bash
function greet {
echo "Hello, $1!"
}
greet "Alice"
Hello, Alice!
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® root@ChenDeLEGIONi7:~# #!/bin/bash
files=$(1s)
echo "Files in the current directory: $files"
Files in the current directory: Untitled-1.bat
snap
test.bash
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® root@ChenDeLEGIONi7:~# #!/bin/bash
touch file.txt
echo "Hello, world!"™ > file.txt
cat file.txt
Hello, world!
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- ROOT [WSL: UBUNTU]

> .cache

> .config

> .dotnet

> .vscode-server

> snap
.bash_history

$ .bashrc
.motd_shown

$ profile

file.txt

$ testbash
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® root@ChenDeLEGIONi7:~# #!/bin/bash
stri="Hello"
str
echo "$strl $str2”
echo "${str1:0:3}" # Outputs "Hel"
Hello World
Hel
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® root@ChenDeLEGIONi7:~# #!/bin/bash
echo "Your username is $USER"
Your username is root
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N
X

1. Set the region to us-west1 01100 | “=°  (awikiabs-gop-04-308a9b59387b) X+ ~ # Open Editor (O <= e

Welcome to Cloud Shell! Type "help" to get started.
Your Cloud Platform proj in this session is set to qwiklabs-gcp-04-308a9b59387b.
Use “gcloud config set project [PROJECT ID]” to change to a different project.
student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ student—01-d894de325187@qwi
~bash: student-01-d894de325187@qwiklabs.net: command not found

_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud auth list

gcloud config set compute/region us-west1 @

2. To view the project region setting, run the following command:
ACTIVE: *

OUNT: student-01-d894de325187@qw:

@ To set the active account, run:

gcloud config get-value compute/region $ gcloud config set account “ACCOUNT ™

student 01 d894de325187@cloudshell:~ (qgwiklabs-gcp-04-308a9b59387b)$ gcloud config list project

re]
3. Set the zone to us-west1-c: project = qw. J S
Your active configuration i [cloudshell-12579]
student 01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config s mpute/region us-
westl
gcloud config set compute/zone us-westl-c @ Updated property [compute/region].

student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config get-value compute/regi
on
Your active configuration is: [cloudshell-12579]
us-westl
udent_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config set compute/zone us-we
stl
Updated property [compute/zone] .
student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config get-value compute/zone
gcloud config get-value compute/zone @ Your active configuration is: [cloudshell-12579]
us-westl-c
student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config set compute/zone eurcp
e-westl b
Updated property [compute/zone] .
student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$

4. To view the project zone setting, run the following command:

Finding project information
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4. To view the project zone setting, run the following command:

gcloud config get-value compute/zone @

Finding project information

1. Copy your project ID to your clipboard or text editor. The project ID is listed in 2
places:

« In the Cloud Console, on the Dashboard, under Project info. (Click
Navigation menu (=), and then click Cloud overview > Dashboard.)

« On the lab tab near your username and password.

2. In Cloud Shell, run the following gcloud command, to view the project id for
your project:

value: us-westl
- key: ssh-keys
value: student-01-d894de325187:ssh-rsa AAAAB3NzaClyc2EAAAADAQABAARBAQDBAZzn3kM6321P1qzuP4+ObKYMuFLy2
1kCi/NOiSoLwhuzuf04WSQ/bIAL6CLSzhpGLa/SQDMEP2GZCBY1TFYIGQ671V/OmBEEITQ1 / rxNALSuB3y9HE 3Ns12L0T2rrkhq82y:
TNQFPQegexNncek+arcNRYL3CHzcMegXVAY £ziFV5Fucbv9TEjOYnTkaYegO6grCQIHFHO3vaGNvex f2keNNUbekhLu2CxI5jbhgdnxQ
OpM8txapHxQOB6kcKmuQgSwLAe8SXnD08uMg fOyTavyb0y5kcazaGy20/aky £Cu6£PMULYOrCz6/ £GddrvIENGZtXIzaxeW/Oe Tz
student-01-d894de325187@qwiklabs.net
- key: enable-oslogin
value: 'true'
kind: compute#metadata
creationTimestamp: '2024-03-01T11:28:18.406-08:00"
defaultNetworkTier: PREMIUM
defaultServiceAccount: 814323831761-compute@developer.gserviceaccount.com
id: '2575845323965436605"
kind: compute#project
name: qwiklabs-gcp-04-308a9b59387

1000.0
SNAPSHOTS

0.0

5.0
NETWORKS

1.0

100.0
FIREWALLS

4.0

100.0
IMAGES

0.0

8.0
STATIC_ADDRESSES

0.0

200.0
ROUTES
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“nvironment variables define your environment and help save time when you write
scripts that contain APIs or executables.

1. Create an environment variable to store your Project ID:

export PROJECT_ID=$(gcloud config get-value project) @

2. Create an environment variable to store your Zone:

export ZONE=$(gcloud config get-value compute/zone) @

3. To verify that your variables were set properly, run the following commands:

JECT ID: SPROJECT ID\nZONE: SZONE M

echo -e

0/100

# Open Editor &8 @ 0 - ¢

N
X

T (qwiklabs-gcp-04-308a9b59387b) X + ~

0.0
50.0
GLOBAL_EXTERNAL MANAGED BACKEND SERVICES
0.0
50.0
GLOBAL_EXTERNAL PROXY LB BACKEND SERVICES
0.0
100.0
GLOBAL_INTERNAL TRAFFIC_ DIRECTOR BACKEND SERVICES
0.0
selfLink: https://www.googleapis.com/compute/vl/projects/qwiklabs-gcp-04-308a9b5938
vmDnsSetting: ZONAL ONLY
xpnProjectStatus: UNSPECIFIED XPN PROJECT STATUS
student_01_d894de325187@€cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ export PROJECT ID=$(gcloud config ge
t-value project)
Your active configuration is: [cloudshell-12579]
student_01_d894de325187@€cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ export ZONE=$(gcloud config get-valu
e compute/zone)
Your active configuration is: [cloudshell-12579]
student_01_d894de325187@€cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ echo —e "PROJECT ID: $PROJECT ID\nZO
NE: $ZONE!
PROJECT ID: qwiklabs-gcp-04-308a9b59387b
ZONE: europe-westl-b
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J_ Lpen caitor & =2 = O

<

) T (qwiklabs-gcp-04-308a9b59387b) X + ~
1. Run the following command: 0/100
message: The zone 'projects/qwiklabs-gcp-04-308a9b59387b/zones/europe-westl-b' does
not have enough resources available to fulfill the request. Try a different zone,
or try again later.
gcloud -h @ student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud compute instances create —h
1p
student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud —h
Usage: gcloud [optional flags] <group | command>

You can access more verbose help by appending the --help flag onto a command group may be access-approval | access-context-manager |
. active-directory | ai | ai-platform | alloydb | alpha |
or running the gcloud help command. anthos | api-gateway | apigee | app | artifacts |

asset | assured | auth | backup-dr | batch | beta |
bigtable | billing | bms | builds |
2. Run the following command: certificate-manager | cloud-shell | components |
composer | compute | config | container |
data-catalog | database-migration | dataflow |
dataplex | dataproc | datastore | datastream | deploy |
deployment-manager | dns | domains | edge-cache |
@ edge-cloud | emulators | endpoints |
essential-contacts | eventarc | filestore | firebase |
firestore | functions | healthcare | iam | iap |
X X identity | ids | immersive-stream | infra-manager |
To exit type Q and hit Enter. iot | kms | logging | looker | memcache | metastore |
ml | ml-engine | monitoring | netapp |
network-connectivity | network-management |
3. Run the following command: network-security | network-services | notebooks |
org-policies | organizations | policy-intelligence |
policy-troubleshoot | privateca | projects | publicca |
pubsub | recaptcha | recommender | redis |
resource-manager | resource-settings | run | scc |
@ scheduler | secrets | service-directory |
service-extensions | services | source | spanner |
sql | storage | tasks | telco-automation | topic |
transcoder | transfer | vmware | workbench |
The results of the gcloud config --help and gcloud help config workflows | workspace-add-ons | workstations
command may be cheat-sheet | docker | feedback | help | info | init |
survey | version

gcloud config --help

gcloud help config

commands are equivalent. Both return long, detailed help.

For detailed information on this command and its flags, run:

There are global flags in gcloud that govern the behavior of commands on a gcloud ——help
. L . . . student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud config ——help
per-invocation level. Flags override any values set in SDK properties. student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud help config

student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$
4. View the list of configurations in your environment: student 01 d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)s [|
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. View the list of configurations in your environment: Your active configuration is: [cloudshell-12579]
student 01 d894de325187@cloudshell:~ (qgwiklabs-gcp-04-308a9b59387b)$ gcloud components list

Your current Google Cloud CLI version is: 467.0.0

gcloud config list @ The latest available version is: 468.0.0

Components

Status: Update Available

. To see all properties and their settings: Lz Cllowdl Fuls/Sul Hnwlleiier
ID: pubsub-emulator
: 63.3 MiB
i . Status: Update Available
gcloud config list --all @ Name: Google Cloud CLI Core Libraries

D: core
23.1 MiB

Status: Update Available
Name: gcloud Alpha Commands
ID: alpha

ze: < 1 MiB

. List your components:

gcloud components list @ Status: Update Available
Name: gcloud Beta Commands
ID: beta
;< 1MiB
This command displays the gcloud components that are ready for you to use in
. Status: Update Available
this lab. : gcloud app Java Extensions
app-engine—java
126.1 MiB

Status: Update Available
Name: gcloud app Python Extensions
D: app-engine-python

5.0 MiB

Status: Update Available
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student 01 d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ gcloud compute instances create gcel
ab2 ——machine-type e2-medium ——zone $ZONE

Created [https://www.googleapis.com/compute/vl/projects/qwiklabs-gep-04-308a9b59387b/zones/europe-westl-b
/instances/gcelab2] .

NAME: gcelab2

ZONE: europe-westl-b

MACHINE TYPE: e2-medium

PREEMPTIBLE:

INTERNAL IP: 10.132.0.2

EXTERNAL_IP: 35.205.199.70

STATUS: RUNNING

Tt e ra eAne At EasamL s~ M
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In the above command, you asked gcloud to only show the information matching

the criteria i.e. a virtual instance name matching the criteria.

3. List the firewall rules in the project:

gcloud compute firewall-rules 1i

Output:

NAME

default-allow-icmp
default-allow-internal
default-allow-rdp
default-allow-ssh
dev-net-allow-ssh
serverless-to-vpc-connector
vpc-connector-egress
vpc-connector-health-check
vpc-connector-to-serverless

NETWORK
default
default
default
default
dev-network
dev-network
dev-network
dev-network
dev-network

4. List the firewall rules for the default network:

gcloud compute firewall-rules 1i

filter="network="default"'"

DIRECTION
INGRESS
INGRESS
INGRESS
INGRESS
INGRESS
INGRESS
INGRESS
INGRESS
EGRESS

PRIORITY
65534
65534
65534
65534
1000
1000
1000
1000
1000

ALLOW

tcp:3389
tcp:22

tcp:22

icmp, udp
icmp, udp
tcp:667
icmp, udp

To update your SDK installation to the latest version [468.0.0], run:
$ gcloud components update

student_01_d894de325187@cloudshell:~
Listed 0 items.
student_01_d894de325187@cloudshell:~

ab2 ——machine-type e2-medium ——zone $ZONE
Created [https://www.googleapis.com/compute/vl/projects/qwiklabs-gep-04-308a9b59387b/zones/europe-westl-b
/instances/gcelab2] .

NAME: gcelab2

ZONE: europe-westl-b

MACHINE TYPE: e2-medium
PREEMPTIBLE:

INTERNAL IP: 10.132.0.2
EXTERNAL_IP: 35.205.199.70

STATUS: RUNNING
student_01_d894de325187@cloudshell:~
NAME: gcelab2

ZONE: europe-westl-b

MACHINE TYPE: e2-medium
PREEMPTIBLE:

INTERNAL IP: 10.132.0.2
EXTERNAL_IP: 35.205.199.70

STATUS: RUNNING
student_01_d894de325187@cloudshell:~
er="name=("gcelab2') "

NAME: gcelab2

ZONE: europe-westl-b

MACHINE TYPE: e2-medium
PREEMPTIBLE:

INTERNAL IP: 10.132.0.2
EXTERNAL_IP: 35.205.199.70

STATUS: RUNNING
student_01_d894de325187@cloudshell:~
NAME: default-allow-icmp

NETWORK: default

DIRECTION: INGRESS

PRIORITY: 65534

ALLOW: icmp

DENY:

DISABLED: False

$ gcloud compute instances list

$ gcloud compute instances create gcel

$ gcloud compute instances list

$ gcloud compute instances list ——filt

$ gcloud compute firewall-rules list

NAME: default-allow-internal
NETWORK: default
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NAME NETWORK DIRECTION PRIORITY ALLOW
default-allow-icmp default INGRESS 65534
default-allow-internal default INGRESS 65534
default-allow-rdp default INGRESS 65534 tcp:3389
default-allow-ssh default INGRESS 65534 tep:22

. List the firewall rules for the default network where the allow rule matches an
ICMP rule:

gcloud compute firewall-rules list --filter="NETWORK:'default'
AND ALLOW:'icmp'"

Output:

NAME NETWORK DIRECTION PRIORITY ALLOW
default-allow-icmp default INGRESS 65534 icmp

default-allow-internal default INGRESS 65534 tcp:0-659

~filter="network="default'"
NAME: default-allow-icmp
NETWORK: default
DIRECTION: INGRESS
PRIORITY: 65534

ALLOW: icmp

DENY:

DISABLED: False

NAME: default-allow-internal
NETWORK: default

DIRECTION: INGRESS

PRIORITY: 65534

ALLOW: tcp:0-65535,udp:0-65535, icmp
DENY:

DISABLED: False

NAME: default-allow-rdp
NETWORK: default
DIRECTION: INGRESS
PRIORITY: 65534

ALLOW: tcp:3389

DENY:

DISABLED: False

NAME: default-allow-ssh
NETWORK: default
DIRECTION: INGRESS
PRIORITY: 65534

ALLOW: tcp:22

DENY:

DISABLED: False

@
@
O
=

To show all fields of the firewall, please show in JSON format: ——format=json
To show all fields in table format, please see the examples in ——help.

student_01_d894de325187@€cloudshell:~
~filter="NETWORK: 'default' AND ALLOW:'icmp'"
NAME: default-allow-icmp

NETWORK: default

DIRECTION: INGRESS

PRIORITY: 65534

ALLOW: icmp

DENY:

T T e

$ gcloud compute firewall-rules list
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Note: You have connected to the virtual machine created earlier in the lab. Did
you notice how the command prompt changed?

The prompt now says something similar to
sa_107021519685252337470@gcelab2.

« The reference before the @ indicates the account being used.

 After the @ sign indicates the host machine being accessed.

. Install nginx web server on to virtual machine:

sudo apt install -y nginx LD

. You don't need to do anything here. To disconnect from SSH and exit the
remote shell, run the following command:

exit LD

You should be back at your project's command prompt.

100/100

- AMWIRIAUS =GP

WVOATUVTIOIV) o~ T - S o o

student_01_d894de325187@cloudshell:~ (qwiklabs-gcp-04-308a9b59387b)$ sudo apt install -y nginx
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following package was automatically installed and is no longer required:
libpcre2-posix2
Use 'sudo apt autoremove' to remove it.
The following additional packages will be installed:
geoip-database libgeoipl libnginx-mod-http-geoip libnginx-mod-http-image—filter
libnginx-mod-http-xslt-filter libnginx-mod-mail libnginx-mod-stream 1ibnginx-mod-stream-geoip
nginx-common nginx-core
Suggested packages:
geoip-bin fcgiwrap nginx-doc
The following NEW packages will be installed:
geoip-database libgeoipl libnginx-mod-http-geoip libnginx-mod-http-image—filter
libnginx-mod-http-xslt-filter libnginx-mod-mail libnginx-mod-stream libnginx-mod-stream-geoip ngi
nginx-common nginx-core
0 upgraded, 11 newly installed, 0 to remove and 13 not upgraded.
Need to get 4,541 kB of archives.
After this operation, 13.4 MB of additional disk space will be used.
Get:1 http://deb.debian.org/debian bullseye/main amd64 geoip-database all 20191224-3 [3,032 kB]
Get:2 http://deb.debian.org/debian bullseye/main amd64 libgeoipl amd64 1.6.12-7 [92.5 kB]
Get:3 http://deb.debian.org/debian bullseye/main amd64 nginx-common all 1.18.0-6.l+debllu3 [126 kB]
Get:4 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-http-geoip amd64 1.18.0-6.1+debl
98.4 kB]
Get:5 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-http-image—filter amd64 1.18.0-6
bllu3 [102 kB]
Get:6 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-http-xslt-filter amd64 1.18.0-6.
11u3 [100 kB]
Get:7 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-mail amd64 1.18.0-6.1+debllu3 [1
]
Get:8 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-stream amd64 1.18.0-6.l+debllu3
kB]
Get:9 http://deb.debian.org/debian bullseye/main amd64 libnginx-mod-stream-geoip amd64 1.18.0-6.1+dek
[97.7 kB]
Get:10 http://deb.debian.org/debian bullseye/main amd64 nginx-core amdé4 1.18.0-6.1tdebllu3 [515 kB]
Get:11 http://deb.debian.org/debian bullseye/main amd64 nginx all 1.18.0-6.1l+debllu3 [92.9 kB]
Fetched 4,541 kB in 0s (43.9 MB/s)
debconf: delaying package configuration, since apt-utils is not installed
Selecting previously unselected package geoip-database.
(Reading database ... 155170 files and directories currently installed.)
Preparing to unpack .../00-geoip-database_20191224-3 all.deb ...
Unpacking geoip-database (20191224-3) ...
Selecting previously unselected package libgeoipl:amd64.
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1. List the firewall rules for the project:

gcloud compute firewall-rules list

Setting up libnginx-mod-stream-geoip (1.18.0-6.1+debllu3)

Setting up libnginx-mod-http-geoip (1.18.0-6.1+debllu3)

Setting up nginx-core (1.18.0-6.1+debl1u3)

Output: invoke-rc.d: could not determine current runlevel
invoke-rc.d: policy-rc.d denied execution of start.

Setting up nginx (1.18.0-6.1+debllu3)

Processing triggers for man-db (2.9.4-2)

Processing triggers for libc-bin (2.31-13+debl1u8)

student 01 d894de325187@cloudshell:~ $ gcloud compute firewall-rules list

NAME: default-allow—icmp

NETWORK: default

NAME
default-allow-icmp

NETWORK DIRECTION PRIORITY ALLOW
default INGRESS 65534 icmp

default-allow-internal default INGRESS 65534 DIRECTION: INGRESS
default-allow-rdp default INGRESS 65534 tcp:3389 PRIORITY: 65534

ALLOW: icmp
default-allow-ssh default INGRESS 65534 tep:22 DENY :
dev-net-allow-ssh dev-network INGRESS 1000 tep:22 DISABLED: False
serverless-to-vpc-connector dev-network INGRESS 1000 icmp, udp NAME: default-allow-internal
vpc-connector-egress dev-network INGRESS 1000 icmp, udp NETWORK: default
vpc-connector-health-check dev-network INGRESS 1000 tcp:667 DIEERIOYE IR

PRIORITY: 65534

ALLOW: tcp:0-65535,udp:0-65535, icmp
DENY:

DISABLED: False

vpc-connector-to-serverless dev-network EGRESS 1000 icmp, udp

NAME: default-allow-rdp
From the above you can see there are two networks available. The default NETWORK: default

. . . . DIRECTION: INGRESS
network is where the virtual machine gcelab2 is located. PRIORITY: 65534

ALLOW: tcp:3389

DENY:

2. Try to access the nginx service running on the gcelab2 virtual machine. DUSRBLOD: Fzlse

NAME: default-allow-ssh
NETWORK: default

. . . . . . . . DIRECTION: INGRESS
Note: Communication with the virtual machine will fail as it does not have PRIORITY: 65534

ALLOW: tcp:22

DENY:

DISABLED: False

an appropriate firewall rule. The nginx web server is expecting to
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gcloud compute firewall-rules create default-allow-http --direct

List the firewall rules for the project:

gcloud compute firewall-rules list --filter=ALLOW:'80'

Output:

NAME NETWORK DIRECTION PRIORITY ALLOW DENY
DISABLED
default-allow-http default INGRESS 1000 tcp:80

Verify communication is possible for http to the virtual machine:

curl http://$(gcloud compute instances list --
filter=name:gcelab2 --format='value(EXTERNAL_IP)")

will see the default nginx output.

DIRECTION: INGRESS
PRIORITY: 65534
ALLOW: tcp:22
DENY:

DISABLED: False

To show all fields of the firewall, please show in JSON format: ——format=json
To show all fields in table format, please see the examples in ——help.

student_01_d894de325187@cloudshell:~ $ gcloud compute instances
elab2 ——tags http-server, https-server

(gcloud. compute.. instances.add-tags) Could not fetch resource:
~ The resource 'projects/qwiklabs-gcp-04-308a9b59387b/zones/us-westl-c/instances/gcelab2’ wa:

student_01_d894de325187@cloudshell:~ $ gcloud compute firewall-:
default-allow-http ——direction=INGRESS —priority=1000 —network=default ——action=ALLOW —ru:
—source-ranges=0.0.0.0/0 —-target-tags=http-server

Creating firewall...working..Created [https://www.googleapis.com/compute/vl/projects/quiklabs-
9b59387b/global/firewalls/default-allow-http] -

Creating firewall...done.

NAME: default-allow-http

NETWORK: default

DIRECTION: INGRESS

PRIORITY: 1000

ALLOW: tcp:80

DENY:
DISABLED: False
student 01 d894de325187@cloudshell:~ $ gcloud compute firewall-:

~filter=ALLOW: "80"
NAME: default-allow-http
NETWORK: default
DIRECTION: INGRESS
PRIORITY: 1000

ALLOW: tcp:80

DENY:

DISABLED: False

To show all fields of the firewall, please show in JSON format: ——format=json
To show all fields in table format, please see the examples in ——help.
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To show all fields of the firewall, please show in JSON format: --format=json

2. View the logs that relate to compute resources: To show all fields in table format, please see the examples in —-help.
student 01 d894de325187@cloudshell:~ $ curl http://$(gcloud compute instar
es list ——filter-name:gcelab2 —format="'value (EXTERNAL IP)')

gcloud logging logs list --filter="compute" gcloud logging logs list
curl: (28) Failed to connect to 35.205.199.70 port 80: Connection timed out
student 01 d894de325187@cloudshel. S
student_01_d894de325187@cloudshell:~ $ gcloud logging logs list

utput: NAME: projects/qwiklabs-gcp-04-308a9b59387b/logs/GCEGuestAgent
NAME: projects/qwiklabs-gcp-04-308a9b59387b/1logs/OSConfigAgent

NAME: projects/quiklabs-gcp-81-4b75989db382/10gs/compute . googleapis . co NAME: projects/qwiklabs-gcp-04-308a9b59387b/logs/cloudaudit.googleapis.com$2Factivity

NAME: projects/qwiklabs-gcp-01-4b75909db302/logs/compute.googleapis.com NAME: projects/qwiklabs-gcp-04-308a9b59387b/logs/cloudaudit.googleapis.com%2Fdata_access

NAME: projects/qwiklabs-gcp-81-4b75969db362/1ogs/compute.googleapis. com NAME: projects/qwiklabs-gcp-04-308a9b59387b/logs/compute.googleapis.com$2Fshielded vm_integrity

NAME: projects/qwiklabs-gcp-04-308a9b59387b/logs/diagnostic—log

student_01_d894de325187@cloudshell:~ $ gcloud logging logs list —filter="
ompute”

3. Read the logs related to the resource type of gce_instance: NAME: projects/qwiklabs-gcp-04-308a9b59387b/1logs/compute.googleapis.com$2Fshielded vm_integrity
student_01_d894de325187@cloudshell:~ $ gcloud logging read "resource.type-
ce_instance” —limit 5

insertId: 1e8f95bf2bellt
gcloud logging r "resource.type=gce_instance" --limit 5 jsonPayload:
localTimestamp: '2024-03-15T16:21:53.8147Z"
message: Created google sudoers file
omitempty: null
labels:
instance name: gcelab2
logName: projects/qwiklabs-gcp—04-308a9b59387b/logs/GCEGuestAgent
receiveTimestamp: '2024-03-15T16:21:54.609393800Z"

4. Read the logs for a specific virtual machine:

resource:
gcloud logging r "resource.type=gce_instance AND labels:
labels.instance_name='gcelab2'" --limit 5 instance_id: '4497908068702079842

project_id: qwiklabs-gcp-04-308a9b59387b
zone: europe-westl-b
type: gce instance
severity: INFO
sourceLocation:
file: non windows_accounts.go
function: main.createSudoersGroup
line: '407'
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