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[bookmark: _Toc165638629]Abstract 
This report will examine various aspects of cybersecurity such as guidance from the National Institute of Standards and Technology on managing cyberthreats, types of malware specifically trojans and worms, the report will also cover social engineering attacks such as phishing and its subsidiaries whaling and pharming, and discuss methods to defend against them, towards the end of the report we will examine a network illustration that I have created and look at different software and hardware technologies to improve its security.
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A: The NIST Framework
The NIST cybersecurity framework is a framework provided by the National Institute of Standards and Technology (NIST) which gives advice for organisations relating to the management of cybersecurity risks and attacks. The framework has 6 essential functions; Govern, Identify, Protect, Detect, Respond and Recover. [1]
The govern function is about an organization establishing their risk management strategies and policies and how they are communicated. [1]
The identify function looks at the understanding the risks to an organization and their resources such as the type of data they store, customer information etc. this function gives direction to where an organization should reinforce when it comes to their resources. [1]
The protect function evaluates the features and strategies that an organization can implement to protect their resources which may include implementing perimeter-based security measures, an access control model, authentication etc. [1]
The detect function cites the discovery and analysis of possible cybersecurity threats by looking at signatures of other threats, effects on the systems within a company and more. [1]
The respond function looks at the actions taken in response to a cybersecurity incident, this is where the risk management strategies in the govern function are put into effect alongside the actions mentioned in the detect function. [1]
Finally, the recover function sees the initiation of a contingency plan to help recover the affected systems of the incident to return a company to normal levels of operation.[1]   



B: The use of Nmap and Wireshark in the Reconnaissance stage
A popular tool used to collect information within the reconnaissance stage of the cyberattack lifecycle is the ‘Nmap’ command in Linux, ‘Nmap’ (Short for ‘Network Mapper’) is primarily a port scanning tool used to find information relating to the ports on a specific system via it’s IP address, Nmap is useful for gathering information as it gives the user the number of ports running, number of open and closed ports, the services that the ports offer etc. Nmap can also retrieve information on operating systems, applications and current version a system is running, and has the capability to run scripts using the Nmap Scripting Engine (NSE). [2] [3]
In the reconnaissance stage, a hacker will typically use Nmap to find open ports, after that they will look at the software version that is running on that port to see if the software version has a vulnerability that can be exploited, they will also examine the operating system version to if it can be exploited and hackers will want to know how many devices they are in their target network. If the target network meets all of their requirements, they will run a malicious script to initiate a cyberattack. [3]
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[bookmark: _Toc165633966]Figure 1 - Using 'Nmap' in Ubuntu
In figure 1, I used ‘Nmap’ to port scan my virtual machine as you can see the CLI says that I have 2 open ports running Secure Shell (SSH) and Telnet
Another tool used for reconnaissance is Wireshark, Wireshark is a network protocol analysis tool that is also popular among network administrators which allows users to examine data packets to travel to and from a system and provide summaries on the network activity. Hackers will usually use Wireshark for interception of traffic to decrypt once they have gotten access to a network, they may be able to find personal information using packet capture logs provided by Wireshark. [4] [5] [6]
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[bookmark: _Toc165633967]Figure 2 - Wireshark Packet Capture
In figure 2 we get an idea of what the Wireshark application looks like, in the screenshot we see that Wireshark is able to provide the source and destination IP address of a packet, the protocol that it was running and is sometimes able to provide some detail on the information that the packet contains. You can get even more information regarding a specific packet, for example in figure 2 it shows that I was searching for YouTube. 



C: Attacks and Mitigations Strategies
i. 
WannaCry was a ransomware-worm hybrid malware that affected around 200,000 systems in various countries across the world in 2017 including the National Health Service (NHS) in the UK. WannaCry exploited a vulnerability in a particular version of Windows 7 which consisted of using the Windows communication protocol known as Server Message Block (SMB) to gain access to a computer, then it would install a software called TOR (The Onion Router) so that it can communicate with other computers anonymously and then use asymmetric encryption to encrypt the victim computer’s data illegally while asking for a ransom. [7] [8] [9] [10]
Another smaller scale malware attack known as TeleRAT also happened in 2017 to specifically target Iranian android users on Telegram. TeleRAT is a Remote Access Trojan (RAT) which was based on the IRRAT method that was disguised as an application, but in reality it created files on the device’s SD card which would contain data that would be sent to an upload server via a Telegram bot, the information TeleRAT collected included; Contact information, Pictures taken with the front and rear camera of the device, Registered Google accounts on the device etc. The Telegram bot also acted as a beacon and would broadcast commands to the trojan to collect different types of data at regular intervals. [11]
[bookmark: _Int_5zfYIaaU]Certain malware such as worms can be protected against through various methods such as Host Hardening which would assist in containing the worm so that it affects the least amount of victims possible, Additionally, you release a patch to remove the exploit which is what Microsoft did to prevent further damage from WannaCry after it was taken down.  [12]
For malware such as TeleRAT or other trojans, a recommended method of identifying them is by implementing a Host Based Intrusion Prevention System so that it can prevent the trojan from entering a device in the first place, another method would be having stricter controls on applications in relation to their permission to access the device’s resources, this would be perfect against TeleRAT as I have previously mentioned it has the ability to make files and give them contents, having stricter access controls would allow the user to manually determine which application have access to certain resources on the device and could for example prevent TeleRAT from having access to the users file and camera. [12]



ii.
Another more common type of attack in the field of cybersecurity is Phishing, Phishing is generally defined as a hacker illegally accessing information by contacting a target while pretending to be an employee at a legitimate company, Phishing can also be considered as an umbrella term for other attacks with the same goal, for example, Whaling is a form of phishing specifically targeted at people of high status or are in senior roles within a company, Whaling is an attack that is usually carried out by a highly skilled hacker or a group of hackers. [13]
Another form of Phishing is Pharming, Pharming is act of redirecting a target to a counterfeit website where they would enter their login details or other personal information which would then be read by the hacker, Pharming is mainly used to indirectly attain personal information from someone or to install malicious software onto a user’s computer without permission by using an exploit with DNS servers known as DNS poisoning which refers to writing fake/spoofed data to the DNS cache. [14] [15]
A way a user could protect themselves from phishing is by using a Virtual Private Network (VPN), this is to encrypt the DNS server and therefore will prevent a hacker from seeing the data that the server has, A method against pharming is regularly flushing the DNS cache which will get rid of the fake DNS information and will stop the user from going to the wrong website, [15]  To be protected against whaling, ensure that you pay closer attention to the content of the email especially if there are links and examine the sender’s email address to see if it comes from a trusted source. 
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A: High availability network topology
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[bookmark: _Toc165633968]Figure 3 - Network Diagram
Figure 3 showcases a network illustration that I created, the diagram uses the hierarchical network topology which is good for asset management and classification  [12] [16], this due to the fact that this model categorises resources into layers which as; Core, Distribution and Access  [16], the core layer is essential in the network and provides the network with connection to the internet, the distribution layer consists of switches that are used to filter and distribute traffic data to and from the access layer, in my network diagram I intend to have this allow communication from the PCs to the storage servers and printers, Lastly the access layer consists of end devices where users have access to the data and services that the network provides  [17]. In figure 3 you can see that I multiple storage servers which emulate RAID 5 storage, implementing RAID 5 would be essential for availability and will allow for reliable crossover, I also included multiple routers and switches to remove single points of failure. [18] [19] [20]	Comment by Jonathan Lesmond (2300728): Expand Upon

B: Software and hardware technologies to enhance network security
Installing antimalware software on all end devices can prevent attacks that are initiated internally or contain the effects of other types of malware such as worms, botnets etc. Another software that can help with network security is having a network traffic analysis software such as the previously mentioned Wireshark, in the event of a cyberattack a network administrator would be able to examine the traffic logs. Implementing disk cloning and/or data backup services would improve the integrity of data as backups update data automatically, it is also important for disaster recovery. Another network security measures I would include is levels of access as it would prevent rogue users on the network from accessing sensitive information and it will also limit the amount of users that have access to sensitive information. [12] [21]

ii.
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