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[bookmark: _Toc1508315722]Introduction To Document
The following is documentation of the completed group work, followed by a report written for the observational task, the report is written in line with referencing standards and has its own introduction, the group work is as the group collectivly completed it.

[bookmark: _Toc1436225170]TASK 1 - 1.1 (VM Creation and Operating System Installation)
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This is the creation of the Client 2 virtual machine that the user made out of the 4 that were/are going to be created. In the above photos the only difference that would be made would be the name of them as the memory size between all four of the virtual machines is the same. 
As a side note, the storage for both servers would be different compared to the storage of the client virtual machines (25gb for server and 20gb for client). Also the operating systems installed on them are different as shown in the first photo. For client two we have selected the Windows 10 operating system but for the servers it would be Windows Server 2019.
[image: ][image: ]
Here are the installations of the ISOs to the selected servers and clients, as you can see between both photos one has the Windows 10 ISO and the other has a Windows Server 2019 ISO, this allows the user to properly install the required operating systems and run the software. 
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Here in the above three photos would be the installation for the Windows 10 operating system that appears on client two. Client two is the only one included here as the procedure to install the operating system on the servers is exactly the same process as the clients, the only difference in selecting the right operating system (Windows Server 2019 & Windows 10 (Client) Enterprise).
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For task 1.2 (Virtual Network Configuration), the internal network for all VM’s were updated. Client 1 and Server 1 were on the same network, and Client 2 and Sever 2 were on the same network. Both servers belong to the same network called PublicNet, they both also have their own network, Server 1 has one called PrivateNet1 and Server 2 has one called PrivateNet2. Client 1 and Client 2 are each connected to one PrivateNet respectively.
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The IP addresses have been configured for Client 1 and Server 2 according to the specifications stated in the worksheet - Client 1 (172.16.1.2) - Server 1 (172.16.1.1) and Client 2 (172.16.2.2) - Server 2 (172.16.2.1). The PublicNet for the servers were also configured as shown on the diagrams above. Server 1’s PublicNet network was configured to 10.10.10.1 and Server 2 was configured to 10.10.10.2.
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Due to the OOBE for the VMs rejecting ICMP requests, the firewalls had to be disabled on both clients and both servers. Then in order to test that the networks were set up correctly, a ping request between the different networks was done. In which a successful attempt can be seen above.
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2.2 - Deploying Active Directory
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2.3 - Creating user account objects using Active Directory Users and Computers snap-in console.
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2.4 - Object attributes of interest.
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2.5 -Adjoining the domain and testing user logins.
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Observational Task:
[bookmark: _Toc455963396]Introduction
This report discusses topics related to the building, deploying, and managing of a type 2 hypervisor based virtual network. It demonstrates the positives and negatives of type 1 and type 2 hypervisors. Explains concepts such as DCHP and Active Directory and discusses terminologies that are used in virtual networks, it also seeks to provide justification for the use of a type two hypervisor in this task.
[bookmark: _Toc1977288847]Main Body
Hypervisors
In the deployment of a virtual network; Since the number of servers is small, a type two hypervisor would typically be used for the task. Since a type two hypervisor is a hosted hypervisor, it can function as a console for the management of the virtual machines that make up the network, because of this, it is not necessary to have an extra machine set up with a management console, meaning the management of a virtual network deployed using a type two hypervisor is far less intensive than that of a type one hypervisor. Using a type two hypervisor for the deployment of this virtual network is also much less expensive, since the entire server can run from the host pc, and no additional machine is needed, cost is saved both on acquiring the additional machine, as well as the software that would be needed to have the original machine serve as the management console, since a type two hypervisor was used, the first machine can function both to run the virtual machines that make up the virtual server, and to manage them as the virtual machine software has built in management tools, made possible by the type two hypervisor. [1]
Whilst in this situation a type two hypervisor is called for, in many situations, a type one hypervisor would be preferable, for instance in enterprise applications, as well as cloud computing, native hypervisors, so type one hypervisors, are almost always preferred. [2] For instance, if a company wanted to centralise their management of end-user IT resources, a type one hypervisor could be used to virtualise desktop operating systems. [3] Another more common use of a type one hypervisor could be in a high-end datacentre.
Some benefits of type one hypervisors are that they’re faster and higher performance, because they are not constrained by having an extra layer for the OS, like a hosted hypervisor is, they are more secure, as a potential attacker has less of an opportunity to breach them, they do not have the vulnerability of having an extra OS layer that can be attacked by bad actors. A type one hypervisor also allows resource over-allocation, the virtual machines will only use the resources they need, so the VMs can be set up to have more resources allocated than the machine has in total, since the VMs will only use what they need the machine will not run out of resources. On the other hand, some downsides of a type one hypervisor are that they have comparatively limited functionality when compared to type two hypervisors, they are also more complicated to setup and manage, and pricier than type two hypervisors. [2]
Some benefits of type two hypervisors are that they’re easy to manage, as was mentioned previously, they’re also useful for testing purposes, since it’s possible to run many different operating systems on the same device. Aside from these, type two hypervisors are also useful for personal use, for example allowing Linux users to still use the tools that are available on other operating systems, like Microsoft office or other windows tools, or vice versa. Some downsides of type two hypervisors are that they are less secure, due to the extra OS layer, or that they don’t perform as well as native hypervisors, since the OS layer puts extra strain on the machine, that can cause latency or other performance issues. [2]






DHCP
Dynamic Host Configuration Protocol, or DCHP is a computer networking protocol that automatically assigns IP addresses to devices on a network. DHCP also configures other network settings for these devices. In a network that uses DHCP, a server manages IP addresses and their assignment, it makes the management of a network easier as IPs do not need to be assigned manually. [4]
The process of assigning an IP using DHCP is as follows; The device that is connecting to the network sends a message to the DCHP server, the DHCP server then prepares and IP and configuration settings for the device and sends a message back to the device indicating that it is offering an IP, this message contains the settings and the IP. The device then sends a message to the server indicating that it is accepting the offer and in turn the DHCP server sends the device a message signalling that the device is allowed to use the IP it was sent. [5]

[image: ]
Figure A: DHCP server interacting with a network [5]
[image: ]
Figure B: DHCP server communicating with a device that is connecting to the network [6]



DHCP assigned IPs are temporary; DHCP functions using leased IPs, when the lease expires, the IP is no longer assigned to that machine, and the DHCP server is free to assign that IP to another device connecting to the network.  A lease must be renewed occasionally, for that reason the DCHP server attempts to renew the lease after half of the lease time as passed. [5]
Leasing IPs ensure that there are always IPs available for devices connecting to the network, and that devices that are no longer used on the network are not talking up IP addresses, it is part of what makes DCHP a dynamic IP allocation protocol. It is for this reason that DCHP helps to reduce the risk of IP address conflicts and is in general massively useful as a part of a network.

Active Directory
Active Directory is a distributed database, it is a directory service that manages objects on the network, it allows the users of the network to have a single sign-in experience, as well as allowing administrators to have a simplified management experience. Active directory organises and stores objects on the network, and allows the network to function more effectively, security is integrated into Active Directory, so it also functions to help the network be more secure, because of features like encryption and access control. [8]
AD organises resources hierarchically, with each level of the structure representing a different category of resources, at the top level is the forest, which contains one or more domains. Within these domains there are OUs, these OUs represent smaller groups, these can contain other OUs, computers, users, and other objects.
[image: ]
Figure C: structure of Active Directory [9]
AD comes with many services, for instance, user authentication, resource management, group policy management, and security management. It allows for administrative tasks to be delegated to specific users, or specific groups. It provides a more granular level of control over the network’s resources, which helps with network management.
Overall, AD is a useful tool, that provides a structured, centralised way of managing a network’s resources, simplifying authentication, and enabling more efficient administration of network resources, it provides tools for security and task delegation, and helps a network function more effectively, it is a valuable service to install on a network.




Network Terminologies
OOBE, out of box experience, or OOBE is the user’s initial experience upon setting up a new computer or device, the OOBE typically involves a series of steps that the user is guided through to set up and configure the device.  The out of box experience for windows server 2019 achieves this, as it is very understandable, and guides the user through the necessary steps to set up the device. The Mac OOBE is very similar to the windows one in this way, likely because both OS are marketed for general consumers, conversely, the Linux OS does not have such a user friendly OOBE, likely because linux OS flavours are more suited to programmers and others who have the knowledge to perform setup already, meaning a OOBE is less necessary.
Firewall, a firewall is a tool for protecting networks by controlling the traffic that is transferred on the network, it can block specific packets and ensure that only data that is wanted is allowed on the network. Similarly, the firewall that is packaged with Linux server allows the management of the flow of data in the network.
Ping, a ping command is a useful tool for testing networks, it sends a ping to a specific IP and waits to see how long it took for it to send that message out and get a reply, this can be used to test if a network is working, as well as how quickly it is working, similar commands exist for Linux and mac servers

[bookmark: _Toc1864522671]Reflection
The tasks completed in the worksheet help to create an understanding of networks, and solidify practical skills, by following the instructions and understanding the process of building and deploying the virtual network. The worksheet develops and solidifies knowledge of Networks and operating systems. 
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