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1.1 Introduction
IPV6 is similar in many cases with the IPV4 addressing. Basically every device has its unique IP address and the IPV6 has commonly known as dynamic addressing, routing, static addressing, etc. IPV6 has developed in few things that have gain advantage over IPV4 which make the IPV6 able to enhance its performance level. There are various reasons that make the IPV6 get able to achieve its efficiency over IPV4. 
2.1 Features of IPV6 over IPV4
IP Address:  all devices have an IP address and instead of IPV4 address it contains the IPV6 address. The IP address in IPV6 is longer than the IPV4 and it slightly different.
Subnet Mask: in IPV4 the subnet mask performed like 255.255.255.0 and in IPV6 also needs to perform the subnet mask. The subnet mask in IPV6 is slightly different than the IPV4 and is developed with slash and numbers combination like, IPV6/ADDRESS/64 and this address will converted to hexadecimal numbers when it will use and is quite a long numbers. It includes network address: subnet: device IP (Pyles and Carrell, 2016).
Gate way address: the concept of gateway is similar with the concept of IPV6 and IPV4. The gateway design basically designed in a way that how the traffic would rout. All the concept of IPV^ and IPV4 are pretty similar with the network address, unique device and subnet mask (Lobiyal and Mansotra and Singh, 2016).
IPV6 heavily rely on protocol name Neighbor Discovery Protocol (NDP) as it do not rely on broadcast, so every things is dome by multi cast by communicating 



3.1 IPV6 Addressing
IPV6 has introduced in the years of 2015 and it now approaching the 7% of web trafficking of Google and it is ramping up in a very fast pace. IPV4 has 93% of web trafficking but the rising spend of IPV6 web trafficking is higher than IPV4.
IPV4 addresses are 32 bits which has 4 block of 8 bits and separated through a period, so it expressed by 4 decimal numbers. So IPV4 only use the decimal numbers with 3 digits each so up to 12 digits IPV4 address. Each of the 3 decimal numbers ranges from 0 – 225. 
Again IPV6 addresses are 128 bits which has 8 block of 16 bits and separated through a colon instead of period of IPV4, so it expressed by hexadecimal address with 8 groups and 4 hexadecimal digits. Each hexadecimal group of four could range from 0 to FFFF.
Table 01: Binary to Hexadecimal Conversion
	Hex
	Binary
	Decimal

	0
	0000
	0

	1
	0001
	1

	2
	0011
	2

	3
	0100
	3

	4
	0101
	4

	5
	0110
	5

	6
	0111
	6

	7
	1000
	7

	8
	1001
	8

	9
	1010
	9

	A
	1011
	10

	B
	1100
	11

	C
	1110
	12

	D
	1111
	13

	E
	0000
	14

	F
	0000
	15


For example, 
The conversion of 0001 1010 0000 0110 is 1A06
The IPV6 address is quite a bit longer and bit challenging and is not case sensitive. The leading zeros needs to be trimmed off to develop IPV6. Again zero blocks also needs to be compressed as 0 and it need to be hide for on once in the block
The IPV6 address further needs to be divided in Network portion and Host portion. In IPV6 the host portion is automatically 64 bits. At the same time the network portion also needs to be 64 bits.
Subnet: The Subnet is reveal from the last 16 bits of the Network portion address.
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                                          Source: (Oppitz and Tomsu, 2017)





4.1 IPV6 Address Types:
There are mainly three types of IPV6 addresses these are: 

	Source: (Pyles and Carrell, 2016)

Unicast address
The unicast address is the type of address that assigned to the single interface only. In IPV6 there are three classes of unicast addresses these are global unicast which is equivalent with the IPV4 public address. So in IPV6 the global unicast address is a global public address. It come from same range like 2000:: /30, so whenever it starts with 001 is same for all global address. The prefix is same for all global unicast address and is 001. 
Next types of address is totally opposite of the global unicast and is known as Link-Local and these are non-routed IPs and used to send packages on the different devices on the same link only. In this process the router need to have link local IP address and same as PCs which make the data transfer from tow of these each other only. The router would never make forwards packet to the link local in the IP headers. This process is only used for the communication in the same link. It come from same range like FE80: : /10, so whenever it starts with FE80 it needs to consider as link local IP address. It is basically the equivalent of 169.254.0.0/16 in IPV4. It basically found when a computer does not have any link it revealed this address (Oppitz and Tomsu, 2016).
Unique Local address comes from the same range of FD00::/8, so whenever it starts with FD00 it needs to consider as unique local IP address. It is basically the equivalent of 10.0.0.0/8 in IPV4. These are purely used for private network segment.
Multicast Address
This address comes from the range of FF00::/8, so it starts with FF. It is basically the groups of interfaces located in different devices. So the data send to IP multicast addresses would received by all devices and it just like as the IPV4the devices could join a group any time and also could leave. Ff02::1 represents all nodes of the particular segment and is similar with the IPV4 broadcast to reach everybody on a lan segment. IPV6 does not support broadcast and accomplishing the same thing like a multicast group.
Next one is Ff02::2 which represents all routers on a network segment and need to communicate with all routers in particular segment. It is just source of package in a multi cast group of address.

Anycast Address
In anycast address one address represents with many different interfaces on different devices, so it is pretty similar with multicast address. However there is a key difference between the multicast and any cast addresses these is packet is delivered to only one host only. This is the most efficient process to reach to the closest IP address quickly as the multicast send to all IP addresses (Lobiyal, Mansotra and Singh, 2017).
The gateway in IPV6 works like IPV4 and the IPV6 address will routed all around the subnet. As like as IPV4 the IPV6 also needs an IP address to mask subnet and allow the traffics hit the gateway and then the design will rerouted with outside devices. The configuration of IPV6 could be design with dynamically or it could be statically configured. From the ISP the first 4 grouping numbers been addressed and the other end at the side of the receiver end the last four grouping numbers get designed. It will make the design the gateway subnet and other end subnet.
5.1 IPV6 security vulnerability
The security features of the IPV6 have designed in Security Architecture of Internet Protocol and there are various ways to derive the real security related issues with IPV6. Traditional interface the network adapters would use 48 bit addresses of the company. In this process the company ID and the board ID uniquely designed to assemble the product with 48 bit address. 
IPV4 use point to pint (PPP) system and Internet Protocol Control Protocol (IPCP) to get connected with the Internet Service Provider (ISP). In IPV4 different IP address obtained for every single connection and it cause the internet unknown always, so it make difficult to find out the dial up users from the traffic. This process makes the attackers get able to gain access to attack the target knowing much information being unknown. The Network Address Translator (NAT) often misunderstands the security measures and makes the full end of communication. The IPV6 dialup connection make 64 bit stateless auto configuration. The interface is based on EUI-64 address which makes the traffic with prefix and the users could easily get identified in network (Pyles and Carrell, 2016).
IPV6 also use the MAC address and the different users have different MAC address and it sometime change by software or manually which cause a security risks, so it create vulnerability and chance of hacking increased. The hackers community are trying to bypass the firewall that has developed by IPV6 and some tools already been identified to hack like Scapy6, Hacker’s Choice IPV6, etc that needs to be consider to remain safe. IPV6 use multiple addresses which challenge to keep the firewall safe and it enhances the chances of vulnerability and hackers might get easy to hack.






6.1 Conclusion
IPV6 has developed in few things that have gain advantage over IPV4 which make the IPV6 able to enhance its performance level. Although there is some security problem with IPV6 it would be able to minimize its vulnerability and the numbers of users would increase with IPV6.
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Part:2


Whole Sub-netting
	Subnet
	Host
	Network ID
	Broadcast ID
	First Usable
	Last Usable
	Subnet mask

	0
	School of Applied Computing
	172.16.16.0/20
	172.16.31.255
	172.16.16.1
	172.16.31.254
	255.255.255.240

	1
	School of Automotive Engineering
	172.16.32.0/20
	172.16.47.255
	172.16.32.1
	172.16.31.254
	255.255.255.240

	2
	School of Engineering
	172.16.0.0/20
	172.16.15.255
	172.16.0.1
	172.16.15.254
	255.255.255.240





School of Applied Computing 
	Subnet
	Host
	Network ID
	Broadcast ID
	First usable
	Last usable
	Subnet mask

	0
	Lab 308
(142)
	172.16.16.0/22
	172.16.19.255
	172.16.16.1
	172.16.19.254
	255.255.252.0

	1
	Lab 301
(62)
	172.16.20.0/23
	172.16.21.255
	172.16.20.1
	172.16.21.254
	255.255.254.0

	2
	Lab 309
(52)
	172.16.22.0/23
	172.16.23.255
	172.16.22.1
	172.16.23.254
	255.255.254.0

	3
	Lab 304 (47)
	172.16.24.0/24

	172.16.24.255
	172.16.24.1
	172.16.24.254
	255.255.255.0

	4
	Lab 306
(42)
	172.16.25.0/24
	172.16.25.255
	172.16.25.1
	172.16.25.254
	255.255.255.0

	5
	Lab 303
(38)
	172.16.26.0/24
	172.16.26.255
	172.16.26.1
	172.16.26.254
	255.255.255.0

	6
	Lab 302
(32)
	172.16.27.0/24
	172.16.27.255
	172.16.27.1

	172.16.27.254
	255.255.255.0

	7
	Staff
(22)
	172.16.28.0
	172.16.28.127
	172.16.28.1
	172.16.28.126
	255.255.255.128

	8
	Lab 310
(20)
	172.16.28.128/25
	172.16.28.255
	172.16.28.129
	172.16.28.254
	255.255.255.128





School of Automotive Engineering 
	Subnet
	Host

	Network ID
	Broadcast Id
	First Usable
	Last Usable
	Subnet Mask

	0
	Lab 301
(52)
	172.16.32.0/22
	172.16.35.255
	172.16.32.1
	172.16.35.254
	255.255.252.0

	1
	Lab 206
(50)
	172.16.36.0/23
	172.16.35.255
	172.16.36.1
	172.16.37.254
	255.255.254.0

	2
	Lab 205
(42)
	172.16.38.0/23
	172.16.39.255
	172.16.38.1
	172.16.39.254
	255.255.254.0

	3
	Lab 101
(42)
	172.16.40.0/23
	172.16.41.255
	172.16.40.1
	172.16.41.254
	255.255.254.0

	4
	Lab 103
(37)
	172.16.42.0./24
	172.16.42.255
	172.16.42.1
	172.16.42.254
	255.255.255.0

	5
	Lab 102
(27)
	172.16.43.0/25
	172.16.43.127

	172.16.43.1
	172.16.43.126

	255.255.255.128

	6
	Staff
(22)
	172.16.43.128/25
	172.16.43.255
	172.16.43.129
	172.16.43.254
	255.255.255.128

	7

	Cad Lab
(22)
	172.16.44.0/25
	172.16.44.127
	172.16.44.1
	172.16.44.126
	255.255.255.128














School of Engineering
	Subnet
	Host
	Network ID
	Broadcast ID
	First Usable
	Last Usable
	Subnet Mask

	0
	An Open Access Lab (250)
	172.16.0.0/23
	172.16.1.255
	172.16.0.1
	172.16.1.254
	255.255.254.0

	1
	Lab 202 (82)

	172.16.2.0/23
	172.16.3.255
	172.16.2.1
	172.16.3.254
	255.255.254.0

	2
	Lab 409 (82)

	172.16.4.0/23
	172.16.5.255
	172.16.4.1
	172.16.5.254
	255.255.254.0

	3
	Lab 203 (67)

	172.16.6.0/23
	172.16.7.255
	172.16.6.1
	172.16.7.254
	255.255.254.0

	4
	Lab 404 (47)

	172.16.8.0/24
	172.16.8.255
	172.16.8.1
	172.16.8.254
	255.255.255.0

	5
	Lab 410 (47)

	172.16.9.0/24
	172.16.9.255
	172.16.9.1
	172.16.9.254
	255.255.255.0

	6
	Lab 408 (30)

	172.16.10.0/24
	172.16.10.255
	172.16.10.1
	172.16.10.254
	255.255.255.0

	7
	Lab 205 (27)

	172.16.11.0/24
	172.16.11.255
	172.16.11.1
	172.16.11.254
	255.255.255.0

	8
	A Test Centre (24)

	172.16.12.0/25
	172.16.12.127
	172.16.12.1
	172.16.12.126
	255.255.255.128

	9
	Lab 201 (22)

	172.16.12.128/25
	172.16.12.255
	172.16.12.129
	172.16.12.255
	255.255.255.128

	10
	Staff (20)

	172.16.13.0/25
	172.16.13.127
	172.16.13.1
	172.16.13.126
	255.255.255.128





IPv6 Address for Six Servers

	DNS
	2001:0DB8:ACAD:0001:/64

	Email
	2001:0DB8:ACAD:0002:/64

	Finance
	2001:0DB8:ACAD:0003:/64

	Registry
	2001:DB8:3C4D:15::/64

	File server
	2001:DB8:ACAD:1::10/64

	Print server
	2001:DB8:ACAD:1::20/64

	Mp
	FD52:D779:84DA:B244::/64



[bookmark: _GoBack]
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