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1.1. [bookmark: _Toc197005398]Context and Background

This project proposal focuses on Intrusion Detection Systems (IDS) within the field of Cybersecurity.
An IDS passively monitors network traffic and sends an alert if suspicious traffic is detected. 
An IDS can be deployed as an Intrusion Prevention System (IPS) by installing it inline, so all network traffic flows through it, actively blocking suspicious traffic.  
Figure 1 (Fig.1) illustrates IDS and IPS deployments:
[image: A diagram of a network
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[bookmark: _Toc197005527]Figure 1: IDS/IPS Deployment






Table 1 shows IDS/IPS deployment methods [1][2][3].

[bookmark: _Toc197005576]Table 1: IDS deployment methods
[image: A yellow and white box with black text
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Cyber-attacks begin at the reconnaissance phase, allowing attackers to [4][5]:
· Familiarise themselves with the target network
· Identify potential weaknesses/vulnerabilities
· Discover Usernames/Passwords
· Begin the enumeration phase, identifying user accounts and resources.

Two cyber-attack frameworks used by hackers are the MITRE Adversarial Tactics, Techniques and Common Knowledge (ATT&CK) and the Lockheed Martin Cyber Kill Chain (CKC) frameworks [6], see Table 2.
[bookmark: _Toc197005577]Table 2: ATT&CK and CKC comparison [6]
[image: A table with text on it
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This project will explore network security monitoring utilising Network Intrusion Detection Systems (NIDS).  A NIDS is a dedicated server deployed to passively monitor network traffic generating an alert if suspicious activity is detected [7][8].
This project will utilise NIDS, namely Snort and Suricata, in the detection of reconnaissance activity on a network and a comparison will be drawn on their effectiveness in detection capabilities [7][8][9]. 

The prevalence of Artificial Intelligence (AI), e.g. ChatGPT, CoPilot and Genesis has expedited the advancements in the field of NIDS.  The integration of NIDS with AI and Machine Learning (ML) has formed a Hybrid IDS (H-IDS). 
The reasons for developing H-IDS are:
· Improved NIDS performance [10]
· Enhance understanding of attack characteristics [11]
· Better classification of network attacks [12]
Cui et al [10] developed a lightweight H-IDS (LH-IDS) that can be applied to Automated Vehicles (AV) which utilise a Vehicular ad hoc Network (VANET) providing network communication and is vulnerable to cyber-attack. The LH-IDS system can detect anomalous network traffic with a high degree of accuracy whilst utilising minimal resource usage such as processor and memory. 
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1.2. [bookmark: _Toc197005401]Research Problem

Hackers use cyber-attack frameworks to conduct attacks. The first step is the reconnaissance phase whereby the attacker gathers information on their target using evasion techniques to avoid detection [5][6][13][14][15].  Data gathered during this phase can be used at later stages of the cyber-attack framework, ultimately leading to financial loss by means of Data Disclosure, Alteration, or Denial of Service/Data [5].
The challenge for cybersecurity professionals is to comprehend the tools, techniques, and methods used by hackers and the motivations for the attack, to gain a better understanding of the overall attack process [16][17].
NIDS have limitations that hackers exploit to evade detection [5][13][18][19][20]. However, the detection of the reconnaissance phase of an attack and understanding the limitations of NIDS are crucial in network defence.  


1.3. [bookmark: _Toc197005402]Research Aim and Objectives

Aim: To develop a testbed to research the tools and techniques used by hackers during the reconnaissance phase and the effectiveness of NIDS to monitor and detect activity on a network alerting cybersecurity staff to cyber-attacks.
Obj1: To design and build a Virtual Environment (VE) testbed based on an enterprise University campus network incorporating two existing NIDS, namely Snort and Suricata to detect reconnaissance activity.
Obj2: To devise a test-plan based on attack-frameworks utilising tools/techniques employed by hackers, to evaluate the effectiveness of NIDS, in detecting reconnaissance activity.
Obj3: To analyse the dataset generated from Obj2, first using qualitative analysis identifying which tools and techniques can and cannot be detected by NIDS, and then quantitative analysis comparing Snort and Suricata determining their effectiveness in detecting reconnaissance activity.  

Working Hypothesis:
It is hypothesised that NIDS will not be able to detect all reconnaissance activities.  It is anticipated that a Defence in Depth (DiD) approach will be crucial in detecting reconnaissance activity, utilising NIDS as part of a DiD solution.
H1 = NIDS will not be able to detect all reconnaissance activity.
Null Hypothesis
H0 = NIDS will be able to detect all reconnaissance activity.

Research Questions: 
· RQ1: Can any reconnaissance activity avoid detection by NIDS?
· RQ2: If reconnaissance activity can avoid detection by NIDS, is it possible to create manual rules to detect traffic based on packet analysis? 
· RQ3: Which NIDS is most effective at detecting reconnaissance activity?

1.4. [bookmark: _Toc197005403]Significance of Research

The detection of the reconnaissance phase is an important aspect in network defence.  If reconnaissance activity is detected, mitigations can be implemented before a potential cyber-attack.  If a hacker can successfully conduct reconnaissance they can glean details of the infrastructure, associated vulnerabilities, usernames/passwords, all of which can be used in later stages of the attack-framework.  As the attack progresses through the attack-framework, each progressive phase poses additional risk to the organisation.  
Investigating which tools and techniques can evade NIDS detection is crucial to better understand the operation of NIDS, their capabilities and limitations.
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2.1. [bookmark: _Toc197005407]Literature Review Introduction
A narrative literature review was conducted of peer reviewed journals from credible sources (e.g. Institute of Electrical and Electronic Engineers (IEEE) Xplore and Science Direct).  These papers were organised thematically into groups.
To gain knowledge of current trends and identify a literature gap, a review of the literature was undertaken in the subject areas of:
· IDS
· Security Information and Event Management (SIEM)
· Attack-frameworks 
· Penetration (pen) testing 
Relevant technologies were also reviewed to gain an in-depth understanding of detection methods of NIDS and pen-testing techniques including reconnaissance activity.
See Appendix 1 for analysis of peer reviewed papers, Appendix 2 for Frameworks, Tools and Reconnaissance Methods.
2.2. [bookmark: _Toc197005408]NIDS and SIEM Integration

Muhammad et al [21] developed a system that integrated Zeek IDS with a SIEM based on the Elasticsearch, Logstash and Kibana (ELK) stack. This system leveraged ML to analyse network traffic from Zeek IDS before forwarding it onto the ELK stack SIEM for live analysis.  The VE comprised of the IDS, SIEM and an unspecified traffic generator.  A DoS attack was simulated, with traffic entering the IDS first, then the ML process.  Traffic was sent to the SIEM ELK stack so live analysis could be conducted.  Research showed the system successfully detected DoS traffic, with alerts sent by email and telegram, see Fig.2.
[image: A diagram of a network traffic flow
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[bookmark: _Toc197005528]Figure 2: IDS/ML/SIEM flowchart [21]

Zeek is fully customisable, leading to enhanced detection rates and network flow analysis. During testing resource usage of some VMs was raised, requiring configuration optimisation.
If the testbed consisted of additional NIDS (e.g. Snort/Suricata) a larger dataset would have been collected giving more detailed and accurate results.






2.3. [bookmark: _Toc197005409]NIDS System Comparison

Waleed et al [7] used three open-source NIDS: Snort2/Snort3, Suricata and Zeek, to evaluate NIDS performance using a VE testbed with packet loss as a metric to determine which NIDS solution suffered the least packet loss. The Systems Under Test (SUT) comprised of a VM for each device including NIDS, a traffic generator (Ostinato) and target VM (Ubuntu) see Fig.3.  
[image: A diagram of a computer network
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[bookmark: _Toc197005529]Figure 3: Waleed et al NIDS testbed [7]

Only one NIDS was active during each test improving accuracy but lengthened the time of testing.   Network traffic load from the Ostinato generator was increased from 100mbps to 1000mbps to evaluate packet loss. Window and packet sizes were also adjusted.  
Suricata outperformed both Snort2/Snort3 and Zeek in every facet.  Snort3 and Suricata have multi-threading technology, however, Suricata's was superior.  Suricata was able to load balance across multiple cores more evenly, resulting in zero packet loss up to 600 Mbps.
This paper gave, in-depth analysis comparing the system performance of Snort2/Snort3, Suricata and Zeek, presenting the results clearly and concisely. This research also outlined the detection process in a flowchart, see Fig.4.
 [image: A diagram of a process
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[bookmark: _Toc197005530]Figure 4: Flowchart of NIDS Operation [7]

As only one NIDS was active during testing it was not exposed to the identical traffic. 
As testing was conducted in a VE the underlying hardware may have impacted each of the VM NIDS.  Re-conducting the research utilising a physical network and hardware NIDS, may yield more accurate results.
Snort3 was not considered a stable release at the time of testing, this may have had an impact on results.

2.4. [bookmark: _Toc197005410]NIDS Rules

Coscia et al [22] developed a new Anomaly2Sign algorithm to generate Suricata rules automatically to alert or block traffic.  Anomaly2Sign was compared with an existing algorithm, Sirius, a state-of-the-art rule generation algorithm for Suricata.  NIDS systems perform well with known attacks and recognised signatures, however, finds unknown attacks or the continual variation of DoS/Distributed DoS (DDoS) attacks very challenging.  The system utilised a decision-tree algorithm on network traffic for detecting anomalies, see Fig.5:
[image: A diagram of a diagram
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[bookmark: _Toc197005531]Figure 5: A decision tree [22]

The algorithm was trained on normal and anomalous traffic.  During the testing phase the “BOUN-DoS” and BUET-DDoS datasets were used as variable anomalous traffic.  Research showed Anomaly2Sign outperformed the Syrius algorithm in both accuracy and speed.  Detection rates of Anomaly2Sign were between 99.7-99.9% outperforming ML equivalents.
Anomaly2Sign utilised attack decision trees but does not consider any mitigations deployed, potentially providing inaccurate results.
The research focused on HTTP anomalies, see Fig.6. This does not provide a real-world view as HTTP is not considered a secure protocol as data transmitted in plain text.  Other secure protocols were not considered.

[image: A screen shot of a computer code
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[bookmark: _Toc197005532]Figure 6: Suricata rule to detect a HTTP flood attack[22]


2.5. [bookmark: _Toc197005411]NIDS Implementation & Deployment

Rakas et al [23] conducted a Systematic Literature Review (SLR) of 26 research papers on IDS relating to network connected control equipment to identify current issues and potential future research areas.  
The IDS detection methods e.g. signature-based and anomaly-based were researched. The Signature-based detection techniques were insufficient and not suitable for securing SCADA (Supervisory Control and Data Acquisition) systems.  Hybrid-based detection techniques and test environments tailored to SCADA systems was recommended to evaluate effectiveness, see Fig 7:
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[bookmark: _Toc197005533]Figure 7: SCADA Deployment [23]
This research focused on identifying IDS solutions for SCADA systems, highlighting the challenges and proposing solutions unique to SCADA.
It identified signature-based techniques cannot handle new, or unknown threats and requires dedicated profiles for each protocol.
This was an excellent paper with no flaws in the research or methodology.


Zohourian et al [24] developed a new profiling method in relation to the Internet of Things (IoT) devices and Packet Representation Intrusion Detection System (PRIDS) to detect network anomalies.  IoT devices are prevalent throughout society introducing new cybersecurity risks as they are the weakest link in a network's defence.  Traditional and hybrid IDS, outlined in Fig.8-9, are crucial in detecting threats but require labelled data and have associated high computing costs.
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[bookmark: _Toc197005534]Figure 8: IDS deployment and detection methods[24]
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[bookmark: _Toc197005535]Figure 9: Hybrid IDS deployment [24]

The IoT-PRIDS framework, is a lightweight, host-based IDS which detects anomalous network traffic.    




Packet analysis captured the critical attributes header fields creating a baseline of normal traffic using 3 main criteria to determine whether the packet was malicious: 
· Communication
· Service
· Header Files
See Table 3 and Fig.10:  
[bookmark: _Toc197005578]Table 3:Packet Analysis
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[bookmark: _Toc197005536]Figure 10:Packet Analysis [24]


The CICIoT2022 and CICIoT2023 datasets were used during the analysis phase.  Several attack types were contained within the two datasets that were analysed using the following metrics: 
· Accuracy
· Precision 
· Recall 
· F1-score (provides an average precision score)
29 different attack types spread over 5 categories were analysed:
· Web (e.g. Command Injection)
· Reconnaissance (e.g. Scanning attacks)
· Dictionary Brute Force (e.g. Password attacks)
· DoS Attacks/DDoS (e.g. TCP Flood)
Statistical analysis was conducted on the results.   Research Question 1 related to the accuracy and precision of detecting intrusion and anomalies.  Results of the IoT-PRIDS showed network anomalies were detectable, and comparative to other studies by other academic researchers. 
Being lightweight the IoT-PRIDS, required less time for profiling and monitoring compared to other studies using ML approaches.  The IoT-PRIDS outperformed other studies on the recall metric whilst minimising false positives and achieving near real-time speeds.
The host-based method requires prior knowledge of the IoT device and correct profiling to prevent false positives.
This report provides a good overview of IDS, detection methods, and packet analysis.  However, during testing of the reconnaissance phase, ping and Address Resolution Protocol (ARP) scans were not conducted despite these scans normally being part of pen-testing/reconnaissance phase attacks.





	
Qin et al [25] researched Industrial Control Systems (ICS), accessible online making them a target for hackers.  This research focused on adaptive defence frameworks utilising cyber deception in the form of Honeynets/Honeypots as a mitigation, see Fig.11.  
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[bookmark: _Toc197005537]Figure 11: Adaptive defence framework [25]

The hacker’s aim is to disrupt availability of the control system and normal business functions. The research aimed to develop a system that maximised the amount of time hackers spent on a decoy honeynet/honeypot.   The system consisted of a Software Defined Networking (SDN) platform.  Two honey networks (Honeynets) were developed as a decoy distracting an attacker from the live ICS.  The adaptive defence strategy is based on proactive and reactive defence modes.  The Network Monitoring System (NMS) used the appropriate mode depending on the inputted data.  If an attack is detected the proactive method is utilised maximising the time the hacker spends in the reconnaissance phase within the honeynet.  The honeynet dynamically changes its network topology, making reconnaissance scanning more difficult.  If an anomaly, or an intrusion alert is detected, the reactive mode is triggered.  This isolates the critical node, thereby mitigating the impact of an attack.  The benefits are two-fold, the attacker is distracted by the honeynet/honeypot and an alert is sent by the IDS.
The adaptive defence framework implements honeynets/honeypots cyber defence deception techniques to improve ICS system availability.
This framework currently has limited real-world testing within an industrial environment and not encountered live cyber-attacks.  
More details on the NMS would be useful, as it performs detection, but no specific details of the IDS were included.

2.6. [bookmark: _Toc197005412]Penetration-Testing

Badarneh et al [26] reviewed pen-tests to assess the effectiveness of security controls and identify vulnerabilities.  A SLR was conducted of pen-testing methods and tools.  
The reconnaissance phase of an attack was researched, detailing methods e.g:
· Banner grabbing 
· Domain Name Service (DNS) queries
· Scanning  
Research on the scanning phase was conducted detailing the different types of ping scans, as well as vulnerability scanning.  Tools such as Network Mapper (Nmap) and Nessus were researched providing an understanding of methods to identify weaknesses of a network. 
This paper provided a good understanding of the pen-testing tools and techniques, and highlights the importance of vulnerability assessment, to proactively seek weaknesses.
This research is theoretical and does not enhance the study with practical application of the techniques discussed.  By incorporating a lab simulation screenshot of the tools, would give the reader a better understanding of the techniques.
2.7. [bookmark: _Toc197005413]Cybersecurity Frameworks

Zhang et al [27] researched the impact of Advanced Persistent Threats (APT), in relation to ATT&CK, CKC, and the Cybersecurity Framework (CSF) frameworks.  The study correlates these frameworks against the impact of APTs to develop a prediction model.  The prevalence of APTs has led to more frequent and complex attacks which impacts the stability of governments and organisations. To counter these attacks, zero trust network architecture is becoming more commonplace.  The research focused on 5 cybersecurity entities: 
· External Services
· Enterprise Services 
· Enterprise Users 
· User Devices
· User Credentials  

20 individual tests of varying tactics and techniques were used to test the efficiency of the prediction system, see Fig.12.
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[bookmark: _Toc197005538]Figure 12: MITRE ATT&CK probability [27]
Statistical analysis was conducted to determine the probability of attack.  A Markov chain was generated to predict attack propagation, describing a sequence of possible events culminating in a relationship map of cyber-attacks.  
This research enhances the efficiency of the access control decision making process and the performance of zero trust networks against sophisticated APT threats.  
However, only 20 individual tests were conducted. Increasing the number of tests, and the sample size may yield more accurate results.
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2.8. [bookmark: _Toc197005431]Literature Contribution and Gap

Waleed et al [7] outlined the performance and highlighted the limitations of Snort2/3 and Suricata. Suricata was extolled thus the superior performing NIDS tested.  
Coscia et al [22] developed Anomaly2Sign algorithm to generate Suricata rules automatically for anomalous network traffic detected outperforming a current algorithm, Syrius.  Anomaly2Sign enabled anomalies to be detected and blocked more efficiently.  
Zohourian et al [24] developed a lightweight IoT-PRIDS profiling algorithm to detect and block anomalous traffic more efficiently than current ML systems.
The literature review showed a substantial amount of research into the performance of NIDS e.g. Snort and Suricata, advancement in NIDS rules, implementation of NIDS and particularly implementation within a SCADA system and pen-testing.  
However, none of these papers specifically researched the area of detecting reconnaissance activity using NIDS determining their limitations which forms the research gap.  This proposed research on reconnaissance detection will give a wider and more in-depth insight into detection of reconnaissance activity using NIDS.  
A wide range of reconnaissance tools will be tested giving a better understanding of the tools used, their detectability by NIDS, how they appear at packet level and NIDS evasion techniques commonly used by hackers.  In addition, whether manual rules can be generated to detect this reconnaissance activity.
A better understanding of methods used by hackers and improving the knowledge of which mitigation techniques and NIDS rules required to improve cybersecurity will be gained.  
Finally, this research will provide insight into the detection capabilities of Snort and Suricata, and whether one is more effective at detecting reconnaissance activity over the other.
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Table 4 show a literature overview: 
[bookmark: _Toc197005579]Table 4: Literature Overview
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See Appendix 1.4 for additional research. 


The literature review showed several of the studies centred on VE testbeds, focusing on the performance of NIDS with respect to resource usage.  These were of benefit as they provided an insight into the methodologies used by research academics and the resulting statistical analysis.  It is anticipated that Suricata will be more efficient, producing less packet drop, while Snort will require less resource.
A better understanding of NIDS rules, specifically for Suricata, has been gained, giving insight into how they are generated and function.
The pen-testing research paper outlined the methods used in reconnaissance phase of an attack and will help formulate an appropriate test-plan for the project. 
The attack frameworks researched, commencing with the reconnaissance phase, identified appropriate techniques and tactics crucial for developing an effective test-plan. 
The literature gap identified was that none of the papers reviewed specifically addressed detection of the reconnaissance phase using NIDS.
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3.1. [bookmark: _Toc197005445]Research Design

The research approach will be based upon the modified research onion incorporating Design Science Research (DSR).  
It will consist of a testbed to determine how NIDS respond to cyber-attack.  The data gathered will be both text and numeric which will be qualitatively and quantitatively analysed.  
All strategies of the research onion were considered, but the experiment was the only strategy to meet the requirements of this research proposal.  Other strategies focused on previous documented events, required human interaction or focused on social/pedagogy and were discounted.
The experimental research into the detection using NIDS of reconnaissance phase of an attack has not been conducted previously. The induction approach will be adopted as there is no previous data to base this project upon. 
See Tables 5-6 for further justification.











Fig.13 original Research Onion:
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[bookmark: _Toc197005539]Figure 13: Research Onion[28]
Fig.14 Modified research onion for proposed project.
[image: ]
[bookmark: _Toc197005540]Figure 14: Modified Research Onion


Table 5 Justification for methodologies. 
[bookmark: _Toc197005580]Table 5: Research Methodology based on Research Onion
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Fig.15 Shows DSR process:
[image: ]
[bookmark: _Toc197005541]Figure 15: DSR Process
Table 6 maps each DSR phase to the project:
[bookmark: _Toc197005581]Table 6: DSR Phases
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Fig.16 Show DSR process mapped to project.
[image: ]
[bookmark: _Toc197005542]Figure 16: Mapping the DSR to project
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3.2. [bookmark: _Toc197005450]Research Methods and Materials

3.2.1. [bookmark: _Toc197005451]Research Methods

The research strategy will be experiment utilising the DSR to provide a structured process for developing the testbed, test-plan and for carrying out the analysis.  The strategy will provide a VE testbed modelling a university campus enterprise network, where tests will be conducted evaluating the performance of NIDS in detecting reconnaissance activity.
Mixed methods will be used to analyse the dataset and conducted over two phases: 
Phase I Qualitative: 
Identifies which tools and techniques can and cannot be detected by NIDS. This data will be text in the form of alert messages and network traffic packet captures generated by NIDS.
Phase II Quantitative: 
Statistically evaluating the detection capabilities of Snort and Suricata providing a side-by-side comparison. The data will be numeric considering the number of alert messages triggered by the reconnaissance activity.
See Table 7 Project test methods:
[bookmark: _Toc197005582]Table 7: Proposed test methods
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3.1. 
3.2. 
3.2.1. 
3.2.1.1. Justification of research methods

Phase I:  The ATT&CK and CKC frameworks will be used, in-line with other academic studies and considered standard practice when conducting pen-testing [5][6][15][26][27][29]. 
Kali Linux has over 70 hacking tools and used to conduct simulated attacks in other academic research and are considered a standard pen-testing tool [5][15][30][31][32][33][34][35][36][37][38][39][40][41][42][43][44][45][46][47].
Phase II: Snort and Suricata will be used and are considered industry standard tools in-line with academic research [7][8].






3.2.1.2. System Design 

A VE will host the testbed to conduct experiments.
Fig.17 Proposed testbed and Table 8 provides further information. 
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[bookmark: _Toc197005543]Figure 17: Proposed VE testbed
[bookmark: _Toc197005583]Table 8: Proposed VMs deployed
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1. 
2. 
3. 
3.1. 
3.2. 
3.2.1. 
3.2.1.1. 
3.2.1.2. 
3.2.1.3. Data Analysis and Evaluation

The analysis process will be two-fold.  Phase I will comprise of qualitative analysis and Phase II quantitative analysis.

3.2.1.3.1. Phase I: Qualitative Analysis 

Qualitative thematic analysis will be conducted outlining categories and subcategories consisting of 23 hacking tools.  These are commonly used during the reconnaissance phase of an attack, see Table 9: 
[bookmark: _Toc197005584]Table 9: Categories of testing tools
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Table 10 Metrics for Phase I:
[bookmark: _Toc197005585]Table 10: Phase I Metric
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The result of Phase I will be displayed as a word-cloud, highlighting patterns of which tools can and cannot be detected by NIDS. Fig.18 shows an Nvivo word-cloud generated using fictitious data.
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[bookmark: _Toc197005544]Figure 18:Nvivo Word-cloud
Packet analysis will also be conducted to determine the attack pattern at packet level[48]. Packet capture will be carried out on both the attack and target machine and saved as a pcap file.  If NIDS cannot successfully detect the reconnaissance activity, further analysis can be conducted.
Fig.19 illustrates Nmap used on attack PC and packet capture analysis from Target PC. During testing, the NIDS alert generated will be incorporated [49].
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[bookmark: _Toc197005545]Figure 19: Packet Analysis

The qualitative data will highlight patterns between the attack-tool and whether NIDS can successfully detect the attack.  
3.2.1.3.2. Phase II: Quantitative Analysis 

Quantitative analysis will be conducted by developing a second test-plan.  Of the 21 tools tested in Phase I, a selection of 9 tools will be used for Phase II.  These have been selected as the interval scan time must be adjustable see Table 11.  
[bookmark: _Toc197005586]Table 11: Quantitative test-plan1
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Time will be considered the Independent Variable (IV).  The time interval between packets being sent from the attack machine will be altered during testing to determine whether NIDS can detect the reconnaissance activity at each interval time.  The number of alerts generated during testing will be considered the Dependent Variable (DV) [18][19][20].
These tools are widely used in industry by pen-testers and hackers to conduct reconnaissance attacks [13][30][40].  
Nmap is a commonly used tool during pen-tests but has a limited number of scan interval times.  This limits the sample size.  However, as an industry standard tool, it is crucial for Nmap to be included in the test-plan [40][50].
As Nmap is limited to 5 time intervals, all 9 tools will be tested for 5 intervals producing 45 results.
To increase the sample size, the test will be conducted again but omitting Nmap so that the remaining 8 tools can be retested with additional interval times thereby increasing the sample size to 120 see Table 12.
[bookmark: _Toc197005587]Table 12: Quantitative test-plan2
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Table 13 Metrics for Phase II:
[bookmark: _Toc197005588]Table 13: Phase II Metric
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Quantitative analysis will be conducted to determine any correlation between time interval and detection for both NIDS.  This data will be used to compare the detection capabilities of these systems using statistical analysis.
See Appendix 3 for examples of statistical analysis used on datasets generated during Phase II.




1. [bookmark: _Toc193784322][bookmark: _Toc193980928][bookmark: _Toc193998320][bookmark: _Toc194079571][bookmark: _Toc194173203][bookmark: _Toc194346151][bookmark: _Toc194560341][bookmark: _Toc194567267][bookmark: _Toc195034279][bookmark: _Toc195278231][bookmark: _Toc195424806][bookmark: _Toc195457873][bookmark: _Toc195458075][bookmark: _Toc195458277][bookmark: _Toc195640567][bookmark: _Toc195781083][bookmark: _Toc195802677][bookmark: _Toc195802795][bookmark: _Toc195886185][bookmark: _Toc195892551][bookmark: _Toc195893698][bookmark: _Toc195943585][bookmark: _Toc195943701][bookmark: _Toc195980089][bookmark: _Toc195980202][bookmark: _Toc195981965][bookmark: _Toc196070233][bookmark: _Toc196072712][bookmark: _Toc196490173][bookmark: _Toc196554460][bookmark: _Toc196572994][bookmark: _Toc196573414][bookmark: _Toc196575936][bookmark: _Toc196577470][bookmark: _Toc196577694][bookmark: _Toc196577828][bookmark: _Toc196577966][bookmark: _Toc196578484][bookmark: _Toc196633532][bookmark: _Toc196640843][bookmark: _Toc197005452]
2. [bookmark: _Toc193784323][bookmark: _Toc193980929][bookmark: _Toc193998321][bookmark: _Toc194079572][bookmark: _Toc194173204][bookmark: _Toc194346152][bookmark: _Toc194560342][bookmark: _Toc194567268][bookmark: _Toc195034280][bookmark: _Toc195278232][bookmark: _Toc195424807][bookmark: _Toc195457874][bookmark: _Toc195458076][bookmark: _Toc195458278][bookmark: _Toc195640568][bookmark: _Toc195781084][bookmark: _Toc195802678][bookmark: _Toc195802796][bookmark: _Toc195886186][bookmark: _Toc195892552][bookmark: _Toc195893699][bookmark: _Toc195943586][bookmark: _Toc195943702][bookmark: _Toc195980090][bookmark: _Toc195980203][bookmark: _Toc195981966][bookmark: _Toc196070234][bookmark: _Toc196072713][bookmark: _Toc196490174][bookmark: _Toc196554461][bookmark: _Toc196572995][bookmark: _Toc196573415][bookmark: _Toc196575937][bookmark: _Toc196577471][bookmark: _Toc196577695][bookmark: _Toc196577829][bookmark: _Toc196577967][bookmark: _Toc196578485][bookmark: _Toc196633533][bookmark: _Toc196640844][bookmark: _Toc197005453]
3. [bookmark: _Toc193784324][bookmark: _Toc193980930][bookmark: _Toc193998322][bookmark: _Toc194079573][bookmark: _Toc194173205][bookmark: _Toc194346153][bookmark: _Toc194560343][bookmark: _Toc194567269][bookmark: _Toc195034281][bookmark: _Toc195278233][bookmark: _Toc195424808][bookmark: _Toc195457875][bookmark: _Toc195458077][bookmark: _Toc195458279][bookmark: _Toc195640569][bookmark: _Toc195781085][bookmark: _Toc195802679][bookmark: _Toc195802797][bookmark: _Toc195886187][bookmark: _Toc195892553][bookmark: _Toc195893700][bookmark: _Toc195943587][bookmark: _Toc195943703][bookmark: _Toc195980091][bookmark: _Toc195980204][bookmark: _Toc195981967][bookmark: _Toc196070235][bookmark: _Toc196072714][bookmark: _Toc196490175][bookmark: _Toc196554462][bookmark: _Toc196572996][bookmark: _Toc196573416][bookmark: _Toc196575938][bookmark: _Toc196577472][bookmark: _Toc196577696][bookmark: _Toc196577830][bookmark: _Toc196577968][bookmark: _Toc196578486][bookmark: _Toc196633534][bookmark: _Toc196640845][bookmark: _Toc197005454]
4. [bookmark: _Toc193784325][bookmark: _Toc193980931][bookmark: _Toc193998323][bookmark: _Toc194079574][bookmark: _Toc194173206][bookmark: _Toc194346154][bookmark: _Toc194560344][bookmark: _Toc194567270][bookmark: _Toc195034282][bookmark: _Toc195278234][bookmark: _Toc195424809][bookmark: _Toc195457876][bookmark: _Toc195458078][bookmark: _Toc195458280][bookmark: _Toc195640570][bookmark: _Toc195781086][bookmark: _Toc195802680][bookmark: _Toc195802798][bookmark: _Toc195886188][bookmark: _Toc195892554][bookmark: _Toc195893701][bookmark: _Toc195943588][bookmark: _Toc195943704][bookmark: _Toc195980092][bookmark: _Toc195980205][bookmark: _Toc195981968][bookmark: _Toc196070236][bookmark: _Toc196072715][bookmark: _Toc196490176][bookmark: _Toc196554463][bookmark: _Toc196572997][bookmark: _Toc196573417][bookmark: _Toc196575939][bookmark: _Toc196577473][bookmark: _Toc196577697][bookmark: _Toc196577831][bookmark: _Toc196577969][bookmark: _Toc196578487][bookmark: _Toc196633535][bookmark: _Toc196640846][bookmark: _Toc197005455]
5. [bookmark: _Toc193784326][bookmark: _Toc193980932][bookmark: _Toc193998324][bookmark: _Toc194079575][bookmark: _Toc194173207][bookmark: _Toc194346155][bookmark: _Toc194560345][bookmark: _Toc194567271][bookmark: _Toc195034283][bookmark: _Toc195278235][bookmark: _Toc195424810][bookmark: _Toc195457877][bookmark: _Toc195458079][bookmark: _Toc195458281][bookmark: _Toc195640571][bookmark: _Toc195781087][bookmark: _Toc195802681][bookmark: _Toc195802799][bookmark: _Toc195886189][bookmark: _Toc195892555][bookmark: _Toc195893702][bookmark: _Toc195943589][bookmark: _Toc195943705][bookmark: _Toc195980093][bookmark: _Toc195980206][bookmark: _Toc195981969][bookmark: _Toc196070237][bookmark: _Toc196072716][bookmark: _Toc196490177][bookmark: _Toc196554464][bookmark: _Toc196572998][bookmark: _Toc196573418][bookmark: _Toc196575940][bookmark: _Toc196577474][bookmark: _Toc196577698][bookmark: _Toc196577832][bookmark: _Toc196577970][bookmark: _Toc196578488][bookmark: _Toc196633536][bookmark: _Toc196640847][bookmark: _Toc197005456]
5.3 [bookmark: _Toc193784327][bookmark: _Toc193980933][bookmark: _Toc193998325][bookmark: _Toc194079576][bookmark: _Toc194173208][bookmark: _Toc194346156][bookmark: _Toc194560346][bookmark: _Toc194567272][bookmark: _Toc195034284][bookmark: _Toc195278236][bookmark: _Toc195424811][bookmark: _Toc195457878][bookmark: _Toc195458080][bookmark: _Toc195458282][bookmark: _Toc195640572][bookmark: _Toc195781088][bookmark: _Toc195802682][bookmark: _Toc195802800][bookmark: _Toc195886190][bookmark: _Toc195892556][bookmark: _Toc195893703][bookmark: _Toc195943590][bookmark: _Toc195943706][bookmark: _Toc195980094][bookmark: _Toc195980207][bookmark: _Toc195981970][bookmark: _Toc196070238][bookmark: _Toc196072717][bookmark: _Toc196490178][bookmark: _Toc196554465][bookmark: _Toc196572999][bookmark: _Toc196573419][bookmark: _Toc196575941][bookmark: _Toc196577475][bookmark: _Toc196577699][bookmark: _Toc196577833][bookmark: _Toc196577971][bookmark: _Toc196578489][bookmark: _Toc196633537][bookmark: _Toc196640848][bookmark: _Toc197005457]
5.3.1 [bookmark: _Toc193784328][bookmark: _Toc193980934][bookmark: _Toc193998326][bookmark: _Toc194079577][bookmark: _Toc194173209][bookmark: _Toc194346157][bookmark: _Toc194560347][bookmark: _Toc194567273][bookmark: _Toc195034285][bookmark: _Toc195278237][bookmark: _Toc195424812][bookmark: _Toc195457879][bookmark: _Toc195458081][bookmark: _Toc195458283][bookmark: _Toc195640573][bookmark: _Toc195781089][bookmark: _Toc195802683][bookmark: _Toc195802801][bookmark: _Toc195886191][bookmark: _Toc195892557][bookmark: _Toc195893704][bookmark: _Toc195943591][bookmark: _Toc195943707][bookmark: _Toc195980095][bookmark: _Toc195980208][bookmark: _Toc195981971][bookmark: _Toc196070239][bookmark: _Toc196072718][bookmark: _Toc196490179][bookmark: _Toc196554466][bookmark: _Toc196573000][bookmark: _Toc196573420][bookmark: _Toc196575942][bookmark: _Toc196577476][bookmark: _Toc196577700][bookmark: _Toc196577834][bookmark: _Toc196577972][bookmark: _Toc196578490][bookmark: _Toc196633538][bookmark: _Toc196640849][bookmark: _Toc197005458]
1. [bookmark: _Toc194567244][bookmark: _Toc195034257][bookmark: _Toc195278238][bookmark: _Toc195424813][bookmark: _Toc195457880][bookmark: _Toc195458082][bookmark: _Toc195458284][bookmark: _Toc195640574][bookmark: _Toc195781090][bookmark: _Toc195802684][bookmark: _Toc195802802][bookmark: _Toc195886192][bookmark: _Toc195892558][bookmark: _Toc195893705][bookmark: _Toc195943592][bookmark: _Toc195943708][bookmark: _Toc195980096][bookmark: _Toc195980209][bookmark: _Toc195981972][bookmark: _Toc196070240][bookmark: _Toc196072719][bookmark: _Toc196490180][bookmark: _Toc196554467][bookmark: _Toc196573001][bookmark: _Toc196573421][bookmark: _Toc196575943][bookmark: _Toc196577477][bookmark: _Toc196577701][bookmark: _Toc196577835][bookmark: _Toc196577973][bookmark: _Toc196578491][bookmark: _Toc196633539][bookmark: _Toc196640850][bookmark: _Toc197005459]
2. [bookmark: _Toc194567245][bookmark: _Toc195034258][bookmark: _Toc195278239][bookmark: _Toc195424814][bookmark: _Toc195457881][bookmark: _Toc195458083][bookmark: _Toc195458285][bookmark: _Toc195640575][bookmark: _Toc195781091][bookmark: _Toc195802685][bookmark: _Toc195802803][bookmark: _Toc195886193][bookmark: _Toc195892559][bookmark: _Toc195893706][bookmark: _Toc195943593][bookmark: _Toc195943709][bookmark: _Toc195980097][bookmark: _Toc195980210][bookmark: _Toc195981973][bookmark: _Toc196070241][bookmark: _Toc196072720][bookmark: _Toc196490181][bookmark: _Toc196554468][bookmark: _Toc196573002][bookmark: _Toc196573422][bookmark: _Toc196575944][bookmark: _Toc196577478][bookmark: _Toc196577702][bookmark: _Toc196577836][bookmark: _Toc196577974][bookmark: _Toc196578492][bookmark: _Toc196633540][bookmark: _Toc196640851][bookmark: _Toc197005460]
3. [bookmark: _Toc194567246][bookmark: _Toc195034259][bookmark: _Toc195278240][bookmark: _Toc195424815][bookmark: _Toc195457882][bookmark: _Toc195458084][bookmark: _Toc195458286][bookmark: _Toc195640576][bookmark: _Toc195781092][bookmark: _Toc195802686][bookmark: _Toc195802804][bookmark: _Toc195886194][bookmark: _Toc195892560][bookmark: _Toc195893707][bookmark: _Toc195943594][bookmark: _Toc195943710][bookmark: _Toc195980098][bookmark: _Toc195980211][bookmark: _Toc195981974][bookmark: _Toc196070242][bookmark: _Toc196072721][bookmark: _Toc196490182][bookmark: _Toc196554469][bookmark: _Toc196573003][bookmark: _Toc196573423][bookmark: _Toc196575945][bookmark: _Toc196577479][bookmark: _Toc196577703][bookmark: _Toc196577837][bookmark: _Toc196577975][bookmark: _Toc196578493][bookmark: _Toc196633541][bookmark: _Toc196640852][bookmark: _Toc197005461]
3.1. [bookmark: _Toc194567247][bookmark: _Toc195034260][bookmark: _Toc195278241][bookmark: _Toc195424816][bookmark: _Toc195457883][bookmark: _Toc195458085][bookmark: _Toc195458287][bookmark: _Toc195640577][bookmark: _Toc195781093][bookmark: _Toc195802687][bookmark: _Toc195802805][bookmark: _Toc195886195][bookmark: _Toc195892561][bookmark: _Toc195893708][bookmark: _Toc195943595][bookmark: _Toc195943711][bookmark: _Toc195980099][bookmark: _Toc195980212][bookmark: _Toc195981975][bookmark: _Toc196070243][bookmark: _Toc196072722][bookmark: _Toc196490183][bookmark: _Toc196554470][bookmark: _Toc196573004][bookmark: _Toc196573424][bookmark: _Toc196575946][bookmark: _Toc196577480][bookmark: _Toc196577704][bookmark: _Toc196577838][bookmark: _Toc196577976][bookmark: _Toc196578494][bookmark: _Toc196633542][bookmark: _Toc196640853][bookmark: _Toc197005462]
3.2. [bookmark: _Toc194567248][bookmark: _Toc195034261][bookmark: _Toc195278242][bookmark: _Toc195424817][bookmark: _Toc195457884][bookmark: _Toc195458086][bookmark: _Toc195458288][bookmark: _Toc195640578][bookmark: _Toc195781094][bookmark: _Toc195802688][bookmark: _Toc195802806][bookmark: _Toc195886196][bookmark: _Toc195892562][bookmark: _Toc195893709][bookmark: _Toc195943596][bookmark: _Toc195943712][bookmark: _Toc195980100][bookmark: _Toc195980213][bookmark: _Toc195981976][bookmark: _Toc196070244][bookmark: _Toc196072723][bookmark: _Toc196490184][bookmark: _Toc196554471][bookmark: _Toc196573005][bookmark: _Toc196573425][bookmark: _Toc196575947][bookmark: _Toc196577481][bookmark: _Toc196577705][bookmark: _Toc196577839][bookmark: _Toc196577977][bookmark: _Toc196578495][bookmark: _Toc196633543][bookmark: _Toc196640854][bookmark: _Toc197005463]
3.2.1. [bookmark: _Toc194567249][bookmark: _Toc195034262][bookmark: _Toc195278243][bookmark: _Toc195424818][bookmark: _Toc195457885][bookmark: _Toc195458087][bookmark: _Toc195458289][bookmark: _Toc195640579][bookmark: _Toc195781095][bookmark: _Toc195802689][bookmark: _Toc195802807][bookmark: _Toc195886197][bookmark: _Toc195892563][bookmark: _Toc195893710][bookmark: _Toc195943597][bookmark: _Toc195943713][bookmark: _Toc195980101][bookmark: _Toc195980214][bookmark: _Toc195981977][bookmark: _Toc196070245][bookmark: _Toc196072724][bookmark: _Toc196490185][bookmark: _Toc196554472][bookmark: _Toc196573006][bookmark: _Toc196573426][bookmark: _Toc196575948][bookmark: _Toc196577482][bookmark: _Toc196577706][bookmark: _Toc196577840][bookmark: _Toc196577978][bookmark: _Toc196578496][bookmark: _Toc196633544][bookmark: _Toc196640855][bookmark: _Toc197005464]
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All data will be sourced from the VE, no actual data (real login credentials) will be gathered during this project ensuring privacy is maintained, reducing risk. The data collection method will be test-plans, requiring no ethical consideration. 

1. [bookmark: _Toc192933901][bookmark: _Toc193545226][bookmark: _Toc193545275][bookmark: _Toc193784306][bookmark: _Toc193980912][bookmark: _Toc193998304][bookmark: _Toc194079555][bookmark: _Toc194173187][bookmark: _Toc194346135][bookmark: _Toc194560325][bookmark: _Toc194567251][bookmark: _Toc195034264][bookmark: _Toc192857116][bookmark: _Toc195278245][bookmark: _Toc195424820][bookmark: _Toc195457887][bookmark: _Toc195458089][bookmark: _Toc195458291][bookmark: _Toc195640581][bookmark: _Toc195781097][bookmark: _Toc195802691][bookmark: _Toc195802809][bookmark: _Toc195886199][bookmark: _Toc195892565][bookmark: _Toc195893712][bookmark: _Toc195943599][bookmark: _Toc195943715][bookmark: _Toc195980103][bookmark: _Toc195980216][bookmark: _Toc195981979][bookmark: _Toc196070247][bookmark: _Toc196072726][bookmark: _Toc196490187][bookmark: _Toc196554474][bookmark: _Toc196573008][bookmark: _Toc196573428][bookmark: _Toc196575950][bookmark: _Toc196577484][bookmark: _Toc196577708][bookmark: _Toc196577842][bookmark: _Toc196577980][bookmark: _Toc196578498][bookmark: _Toc196633546][bookmark: _Toc196640857][bookmark: _Toc197005466]
2. [bookmark: _Toc195278246][bookmark: _Toc195424821][bookmark: _Toc195457888][bookmark: _Toc195458090][bookmark: _Toc195458292][bookmark: _Toc195640582][bookmark: _Toc195781098][bookmark: _Toc195802692][bookmark: _Toc195802810][bookmark: _Toc195886200][bookmark: _Toc195892566][bookmark: _Toc195893713][bookmark: _Toc195943600][bookmark: _Toc195943716][bookmark: _Toc195980104][bookmark: _Toc195980217][bookmark: _Toc195981980][bookmark: _Toc196070248][bookmark: _Toc196072727][bookmark: _Toc196490188][bookmark: _Toc196554475][bookmark: _Toc196573009][bookmark: _Toc196573429][bookmark: _Toc196575951][bookmark: _Toc196577485][bookmark: _Toc196577709][bookmark: _Toc196577843][bookmark: _Toc196577981][bookmark: _Toc196578499][bookmark: _Toc196633547][bookmark: _Toc196640858][bookmark: _Toc197005467]
3. [bookmark: _Toc195278247][bookmark: _Toc195424822][bookmark: _Toc195457889][bookmark: _Toc195458091][bookmark: _Toc195458293][bookmark: _Toc195640583][bookmark: _Toc195781099][bookmark: _Toc195802693][bookmark: _Toc195802811][bookmark: _Toc195886201][bookmark: _Toc195892567][bookmark: _Toc195893714][bookmark: _Toc195943601][bookmark: _Toc195943717][bookmark: _Toc195980105][bookmark: _Toc195980218][bookmark: _Toc195981981][bookmark: _Toc196070249][bookmark: _Toc196072728][bookmark: _Toc196490189][bookmark: _Toc196554476][bookmark: _Toc196573010][bookmark: _Toc196573430][bookmark: _Toc196575952][bookmark: _Toc196577486][bookmark: _Toc196577710][bookmark: _Toc196577844][bookmark: _Toc196577982][bookmark: _Toc196578500][bookmark: _Toc196633548][bookmark: _Toc196640859][bookmark: _Toc197005468]
3.1. [bookmark: _Toc195278248][bookmark: _Toc195424823][bookmark: _Toc195457890][bookmark: _Toc195458092][bookmark: _Toc195458294][bookmark: _Toc195640584][bookmark: _Toc195781100][bookmark: _Toc195802694][bookmark: _Toc195802812][bookmark: _Toc195886202][bookmark: _Toc195892568][bookmark: _Toc195893715][bookmark: _Toc195943602][bookmark: _Toc195943718][bookmark: _Toc195980106][bookmark: _Toc195980219][bookmark: _Toc195981982][bookmark: _Toc196070250][bookmark: _Toc196072729][bookmark: _Toc196490190][bookmark: _Toc196554477][bookmark: _Toc196573011][bookmark: _Toc196573431][bookmark: _Toc196575953][bookmark: _Toc196577487][bookmark: _Toc196577711][bookmark: _Toc196577845][bookmark: _Toc196577983][bookmark: _Toc196578501][bookmark: _Toc196633549][bookmark: _Toc196640860][bookmark: _Toc197005469]
3.2. [bookmark: _Toc195278249][bookmark: _Toc195424824][bookmark: _Toc195457891][bookmark: _Toc195458093][bookmark: _Toc195458295][bookmark: _Toc195640585][bookmark: _Toc195781101][bookmark: _Toc195802695][bookmark: _Toc195802813][bookmark: _Toc195886203][bookmark: _Toc195892569][bookmark: _Toc195893716][bookmark: _Toc195943603][bookmark: _Toc195943719][bookmark: _Toc195980107][bookmark: _Toc195980220][bookmark: _Toc195981983][bookmark: _Toc196070251][bookmark: _Toc196072730][bookmark: _Toc196490191][bookmark: _Toc196554478][bookmark: _Toc196573012][bookmark: _Toc196573432][bookmark: _Toc196575954][bookmark: _Toc196577488][bookmark: _Toc196577712][bookmark: _Toc196577846][bookmark: _Toc196577984][bookmark: _Toc196578502][bookmark: _Toc196633550][bookmark: _Toc196640861][bookmark: _Toc197005470]
3.2.1. [bookmark: _Toc195278250][bookmark: _Toc195424825][bookmark: _Toc195457892][bookmark: _Toc195458094][bookmark: _Toc195458296][bookmark: _Toc195640586][bookmark: _Toc195781102][bookmark: _Toc195802696][bookmark: _Toc195802814][bookmark: _Toc195886204][bookmark: _Toc195892570][bookmark: _Toc195893717][bookmark: _Toc195943604][bookmark: _Toc195943720][bookmark: _Toc195980108][bookmark: _Toc195980221][bookmark: _Toc195981984][bookmark: _Toc196070252][bookmark: _Toc196072731][bookmark: _Toc196490192][bookmark: _Toc196554479][bookmark: _Toc196573013][bookmark: _Toc196573433][bookmark: _Toc196575955][bookmark: _Toc196577489][bookmark: _Toc196577713][bookmark: _Toc196577847][bookmark: _Toc196577985][bookmark: _Toc196578503][bookmark: _Toc196633551][bookmark: _Toc196640862][bookmark: _Toc197005471]
3.2.2. [bookmark: _Toc195278251][bookmark: _Toc195424826][bookmark: _Toc195457893][bookmark: _Toc195458095][bookmark: _Toc195458297][bookmark: _Toc195640587][bookmark: _Toc195781103][bookmark: _Toc195802697][bookmark: _Toc195802815][bookmark: _Toc195886205][bookmark: _Toc195892571][bookmark: _Toc195893718][bookmark: _Toc195943605][bookmark: _Toc195943721][bookmark: _Toc195980109][bookmark: _Toc195980222][bookmark: _Toc195981985][bookmark: _Toc196070253][bookmark: _Toc196072732][bookmark: _Toc196490193][bookmark: _Toc196554480][bookmark: _Toc196573014][bookmark: _Toc196573434][bookmark: _Toc196575956][bookmark: _Toc196577490][bookmark: _Toc196577714][bookmark: _Toc196577848][bookmark: _Toc196577986][bookmark: _Toc196578504][bookmark: _Toc196633552][bookmark: _Toc196640863][bookmark: _Toc197005472]
3.2.2.1. Data Collection methods

A test-plan will be developed ensuring a systematic and structured method for conducting tests and recording data to ensure a consistent and identical approach across all tools tested following standard practice.

Table 14 illustrates the proposed test-plan that will record test results at Phase I; this will be developed fully as part of Obj:2:
[bookmark: _Toc197005589]Table 14: Sample test-plan
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See Table 15 for Phase I data collection procedure:

[bookmark: _Toc197005590]Table 15:Phase I data collection procedure
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The test-plans for Phase II can be found in Tables 11-12, see Table 16 for Phase II data collection procedure:

[bookmark: _Toc197005591]Table 16: Phase II Data Collection Procedure
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Table 17 outlines the tools deployed in the VE, in-line with academic research [31][32][51][52][34] :
[bookmark: _Toc197005592]Table 17: VM Tools used for project
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Table 18 provides a list of software that will be used during the project, these are justified in section 3.2.1.1.  


[bookmark: _Toc197005593]Table 18:List of software for proposed project
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A physical server to host the VE has been acquired and authorisation granted to conduct testing within the University Communications room, see Appendix 5. 
A physical firewall will be utilised to provide an air-gapped network ensuring traffic does not escape the testbed.
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4. [bookmark: _Toc197005480]Expected Outcome
It is anticipated the NIDS system will detect most reconnaissance activity, however, some activity may go undetected.  It is crucial to determine, through testing, the limitations of NIDS identifying shortfalls and solutions to enhance the detection of malicious activity improving network security.
By gaining a better understanding of NIDS, their rulesets, deployment and identifying which hacking tools can avoid detection will assist cybersecurity teams to secure a network. Comparative analysis of NIDS will clearly indicate which performs best at detecting reconnaissance activity. Packet analysis will allow the identification of the type of attack and potentially second guess the intentions of the hacker aiding the implementation of mitigations averting a cyberattack. 
See Table 19 for limitations and challenges: 

[bookmark: _Toc197005594]Table 19:Limitations and Challenges
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5. [bookmark: _Toc197005485]Timeline
A Gantt chart has been developed, see Fig.20.  The major tasks and projected milestones have been indicated to provide structure to the project and aid time management.  
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[bookmark: _Toc197005546]Figure 20: Proposed Gantt Chart of project
See Appendix 4 for further details of project management.
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[bookmark: _Toc197005489]Appendix 1: Analysis of Peer Reviewed Papers
[bookmark: _Toc197005490]A1.1 Overview Peer Reviewed Papers within Literature Review
Table 20 provides an overview of peer reviewed papers researched during the literature review.
[bookmark: _Toc197005595]Table 20: Literature Review Overview Table
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[bookmark: _Toc197005491]A1.2 Peer Reviewed Paper Methodology Analysis.
Table 21 shows the analysis of the peer reviewed papers used during the literature review.
[bookmark: _Toc197005596]Table 21: Peer Reviewed Paper Methodology Analysis
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Table 21 continued
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Table 21 continued
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[bookmark: _Toc197005492]A1.3 Peer Reviewed Papers Record Using PRISMA Methodology
The Peer Reviewed Papers were logged in a spreadsheet, based on the Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) method, which facilitated the research and to locate the correct paper for referencing. This spreadsheet was also used for screening the peer reviewed papers prior to citation, see Table 22.
[bookmark: _Toc197005597]Table 22: Peer Reviewed Paper Screening using PRISMA principles
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[bookmark: _Toc197005493]A1.4 Additional research
[bookmark: _Toc197005494]A.1.4.1 NIDS and SIEM integration
Younus and Alanezi [9] used NIDS and SIEM (Wazuh) to detect Denial of Service (DoS) and file alteration, to evaluate the effectiveness of NIDS and SIEM systems in detecting both DoS and file alteration attacks. A virtual network was created as a testbed consisting of two NIDS, namely Snort and Suricata, see Fig.21.  The intrusion detection architecture of both systems were researched to give a better understanding of their operation, see Fig.22-23.  These NIDS were used to detect simulated DoS and file alteration attacks.  Research showed the IDS and SIEM systems implemented were effective in detecting cyberattacks, in particular the SIEM enhanced detection of DoS attacks.
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[bookmark: _Toc197005547]Figure 21: VE testbed [9]
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[bookmark: _Toc197005548]Figure 22: Snort NIDS Architecture [9]
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[bookmark: _Toc197005549]Figure 23: Suricata NIDS Architecture [9]

The integration of Snort, Suricata and Wazuh provides a centralised monitoring solution that effectively detects and alerts cyber-attacks. This solution proactively detects network intrusion attempts enhancing incident response times.

The Wazuh system requires high specification of hardware, considerable CPU, memory, and a substantial amount of hard disk space to be deployed effectively.
This paper was well written focusing solely on DoS and file alteration. Expanding the number of attacks to incorporate other tactics and techniques as described in the attack-frameworks would have been beneficial.















[bookmark: _Toc197005495]A.1.4.1 NIDS System Comparison

Boukebous et al [8] performed a review of three of the leading NIDS in the field: Snort2, Snort3 and Suricata.  The purpose of this study was to evaluate system performance and whether it would impact detection rates. A virtual network was created, using a VM for each NIDS, see Fig.24. 
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[bookmark: _Toc195893762][bookmark: _Toc197005550]Figure 24: Boukebous et al testbed [8]
16 packet capture (pcap) files containing malicious network traffic was collected from several sources, including the “NETRESEC” repository to evaluate the performance of each NIDS. The metrics used were CPU and memory usage, and packet drop.  It was found that Suricata outperformed both Snort2 and Snort3, and that packet loss increased linearly with network traffic volume.
The research showed that Snort3 outperformed Snort2.  This was due to the multi-threading capability; it was found that Suricata is also capable of conducting Deep Packet Inspection (DPI) allowing it to better detect packets at the application layer.

Snort2 is limited to only detecting packets via three protocols Transmissions Control Protocol (TCP), User Datagram Protocol (UDP), and Internet Control Management Protocol (ICMP), this is due to its lack of DPI analysis.  Only three NIDS were tested.  Each NIDS VM was limited to 20 Gig diskspace, this would not have provided a lot of room to capture log files for in-depth analysis.
There is a discrepancy in section 3 of the text which states that Suricata is capable of Deep Packet Inspection (DPI), where Snort is not.  This is an oversight as Snort2 cannot perform DPI, however Snort3 can.

[bookmark: _Toc197005496]Appendix 2: Frameworks, Tools and Reconnaissance/Attack Methods 
[bookmark: _Toc197005497]A2.1   Cyber-attack and defence frameworks
Table 23 provides details of three of the most common attack and defence frameworks discussed in this report.
[bookmark: _Toc197005598]Table 23 Attack and Defence Frameworks
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[bookmark: _Toc197005498]A2.1.1 MITRE ATT&CK Framework
The Mitre ATT&CK framework is a collection of Tactics and Techniques providing a knowledgebase commonly used by hackers [53].  The framework comprises of three matrices, Enterprise, Mobile and Industrial Control Systems (ICS) Fig.25 illustrates the Enterprise matrix [54].
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[bookmark: _Toc197005551]Figure 25: MITRE ATT&CK Framework
The headings of each column are the tactics and follow the flow of the attack sequence from left to right with Reconnaissance Tactic on the leftmost column.  Each column contains the techniques, and sub-techniques.  For the reconnaissance tactic, the first technique listed is Active Scanning, which includes sub-techniques such as Scanning IP blocks and Vulnerability scanning.  This framework is an invaluable tool for Pen testers, Cybersecurity professionals and unfortunately hackers

[bookmark: _Toc197005499]A2.1.2 Cyber Kill Chain Framework

The CKC outlines the process which hackers use to carry out their attack, the CKC was developed as a defence framework to assist cybersecurity professionals to identify which stage of the attack is currently underway and to help predict the next stage so that mitigations can be put in place[55].
Fig.26 illustrates the CKC, the first phase being reconnaissance is the start of the attack process [56]. [image: A diagram of a virus
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[bookmark: _Toc197005552]Figure 26: Cyber Kill Chain [56]




[bookmark: _Toc197005500]A2.1.3 Cyber Security Framework

The Cybersecurity Framework (CSF) is an industry standard framework developed by the National Institute of Standards and Technology (NIST), provides guidance to organisations to improve the cybersecurity posture, by proactively identifying the organisation’s information assets and systems and implementing mitigations to protect them from potential cyber-attack[57]. The next phase is to place measures which can detect potential attacks this is the implementation of IDS/IPS/SIEM DiD approach all of which prepares the organisation for a potential cyber-attack.  The latter stages of the framework focus on responding to and recovering from a cyber-attack ensuring that procedures are in place for Incident Response and Disaster Recovery. Fig.27 illustrates the CSF [58]:
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[bookmark: _Toc197005553]Figure 27: The CSF [58]









[bookmark: _Toc197005501]A2.2   Penetration Testing Tools
Additional research was conducted into the pen-testing tools discussed by Badarneh et al [26] in their paper. Table 24 lists and describes these penetration testing tools providing further in-depth knowledge to give a more complete picture of their research.  
[bookmark: _Toc197005599]Table 24: Penetration Testing Tools [5][15]
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[bookmark: _Toc197005502]A2.3   Pen-Testing/Reconnaissance/Attack Methods
Table 25 provides a list of a selection of methods used during the reconnaissance phase of an attack and cyber-attacks [5][17][26][34][59][47].
[bookmark: _Toc197005600]Table 25: Reconnaissance and Attack Methods
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[bookmark: _Toc197005503]Appendix 3: Example Quantitative Statistical Analysis
To provide an example of the quantitative statistical analysis that will be conducted on the dataset generated while testing, the following examples were created during class exercises.
Two software packages were used to generate the outputs below, namely Statistical Package for Social Sciences (SPSS), and Excel with the Analysis ToolPak add-in feature enabled.  SPSS is a dedicated software package specifically designed for statistical analysis and can provide detailed quantitative statistical results.  Excel is a general-purpose spreadsheet software, by utilising the Analysis ToolPak add-in provides some basic statistical analysis.
[bookmark: _Toc197005504]A3.1 Frequency Distribution
Fig.28 Illustration of a histogram of Frequency Distribution.
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[bookmark: _Toc197005554]Figure 28: Example of a Histogram of Frequency Distribution (Excel)




[bookmark: _Toc197005505]A3.2 Mean, Median, Mode, Range, Standard Deviation, Variance
[bookmark: _Toc197005506]A3.2.1 Mean, Median, Mode, Standard Deviation calculated using Excel
Statistical analysis will be conducted on the dataset generated from the test results using the fundamental statistical principles of Mean, Median, Mode and Standard Deviation [60].
Table 26 shows the results calculated using Excel of an example dataset during lectures with a sample size of 80.
[bookmark: _Toc197005601]Table 26: Example of Statistical analysis Mean, Median, Mode, Range, Standard Deviation, Variance and their relevance to the project.
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Further to the statistical values generated above, the Mean and SD values will then be applied to the dataset generated from testing to provide the Normal Distribution values, see Fig.29
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[bookmark: _Toc197005555]Figure 29: Normal Distribution Example (Excel)
[bookmark: _Toc197005507]A3.2.2 Mean, Median, Mode, Standard Deviation calculated using SPSS
Using the same dataset, the Mean, Median, Mode, SD were recalculated using SPSS see Fig.30-31[60].
[image: ]
[bookmark: _Toc197005556]Figure 30:Calculating Mean, Median, Mode, SD and Variance (SPSS)
[image: ]
[bookmark: _Toc197005557]Figure 31: Resultant Mean, Median, Mode, SD (SPSS)




[bookmark: _Toc197005508]A3.3 The Normal Distribution Curve
[bookmark: _Toc197005509]A3.3.1 Normal Distribution Curve (Excel)
If the dataset generated from testing is Unimodal, meaning that the dataset only has a single peak, then a normal curve can be produced from the Normal Distribution values generated see Fig.32:
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[bookmark: _Toc197005558]Figure 32: Normal distribution curve (Excel)

Fig.32 shows the relationship between two variables:
X = The values within the dataset
Y = The Normal Distribution 
Fig.32 depicts a graph with the Mean (notation of either µ or ) average value being 37.7357 is the centre point of the graph.  The points either side of the mean value are then plotted giving the Normal Curve with most of the sample sitting either side of the Mean value known as 1 Standard Deviation (notation σ) [60]. 
Therefore, the values within one Standard Deviation are: 
µ - σ		37.7375 - 8.2596		29.4779
µ + σ		37.7375 + 8.2596		45.9971




[bookmark: _Toc197005510]A3.3.2 Normal Distribution Curve (SPSS)
This exercise was repeated in SPSS using the same dataset, Fig.33 shows a histogram was generated with a normal curve superimposed.
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[bookmark: _Toc197005559]Figure 33: Normal distribution curve (SPSS)

[bookmark: _Toc197005511]A3.4 Pearson Correlation Coefficient
The three subsequent statistical theories, Pearson Correlation, Spearman’s Correlation and Linear regression are all linked.  They all provide statistical information of the relationship between two variables and how they affect each other.
X = The Independent Variable (IV) (Or Input)
Y = The Dependent Variable (DV) (Or Output/Result)
The Pearson Correlation Coefficient (PCC) determines how closely these two variables are linked. For example, the amount of growth of a plan in relation to its exposure to sunlight.
Further statistical analysis of the test results will be conducted to determine the strength of relationship between the time interval of scanning and the detection rate of the NIDS. The Pearson Correlation Coefficient (PCC) will be used. 
Once again to give an example of the statistical results that are expected to be generated from this analysis a small dataset has be used.  
Equation 1 shows how the PCC is calculated, Table 27 showing the notation used [60][61]:
[bookmark: _Toc197005612]Equation 1: Pearson Correlation Coefficient

[bookmark: _Toc197005602]Table 27: Explanation of PCC notation
[image: A table with text and words
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Equation 2 shows how the PCC is calculated using Standard Deviation, Table 28 showing the notation used [60][61]:
[bookmark: _Toc197005613]Equation 2: Pearson Correlation Coefficient using Standard Deviation

[bookmark: _Toc197005603]Table 28: Explanation of PCC notation using SD
[image: A table with text on it
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[bookmark: _Toc197005512]A4.3.1 Pearson Correlation Coefficient Calculation (Excel ToolPak)

Using the Analysis ToolPak add-in feature of Excel, selecting the correlation tool will automatically calculate the Pearson Coefficient by highlighting the dataset sample and selecting Correlation see Fig.34.
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[bookmark: _Toc197005560]Figure 34: Calculating the Pearson Coefficient using the Excel Analysis ToolPak add-in
The result can be seen in Fig.35
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[bookmark: _Toc197005561]Figure 35:Resultant Pearson Correlation Coefficient Example (Excel ToolPak)








[bookmark: _Toc197005513]A4.3.2 Pearson Correlation Coefficient Calculation (SPSS)
This exercise was repeated using SPSS, Figs.36-37 show the calculation of the Pearson Coefficient, and results.
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[bookmark: _Toc197005562]Figure 36: Calculating the Pearson Coefficient (SPSS)
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[bookmark: _Toc197005563]Figure 37: Resultant Pearson Correlation Coefficient Example (SPSS)

[bookmark: _Toc197005514]A4.3.2 Pearson Correlation Coefficient Interpretation of Results

The resultant value gives the strength of correlation between the two variables X and Y with:
+1 Showing a perfect positive linear correlation
-1 Showing a perfect negative linear correlation
Table 29 provides the interpretation of strength of Pearson correlation: 
[bookmark: _Toc197005604]Table 29: PCC Strength Interpretation
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The resultant Pearson coefficient is 0.703, this is deemed to show a moderate positive linear correlation between the two given variables X and Y.
This means that as the independent variable (X) Increases, then the dependent variable (Y) will also increase. This can also be termed as a positive monotonic relationship. However, as the Pearson correlation is 0.73, it is not as strong as a strong positive correlation.
IF this value had been a negative correlation, then as the value of X increases the value of Y would decrease. This can also be termed as a negative monotonic relationship.

[bookmark: _Toc197005515]A3.5 Spearman’s Ranked Correlation Coefficient
Spearman’s ranked correlation coefficient provides both strength and the direction of two variables and this can be used during the quantitative analysis.  The difference between Pearson and Spearman’s correlation is that while PCC focuses on the linear relationship between two variables, Spearman’s correlation considers the rank of the variables.

[bookmark: _Toc197005516]A3.5.1 Spearman Correlation Coefficient Manual Calculation (Excel)

As an example of what analysis will be conducted, Table 30 illustrates a sample dataset used during the lecture was ranked, using the calculation on the right-hand column for X, the same was done for Y this is has been omitted for brevity.
[bookmark: _Toc197005605]Table 30: Spearman’s Ranked Coefficient – First step ranking dataset
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Table 31 shows the Spearman’s correlation calculation conducted using Excel, and shows the notation used:
[bookmark: _Toc197005606]Table 31: Spearman’s Ranked Coefficient Example Calculation
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[bookmark: _Toc197005517]A3.5.2 Spearman Correlation Coefficient Calculation (SPSS)
Figs.38-39 show the calculation of the Spearman Coefficient and results using SPSS.
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[bookmark: _Toc197005564]Figure 38:Calculating the Spearman Coefficient (SPSS)
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[bookmark: _Toc197005565]Figure 39: Resultant Spearman Correlation Coefficient (SPSS)



[bookmark: _Toc197005518]A3.5.3 Spearman Correlation Coefficient Interpretation of Results

Table 32 provides the interpretation of strength and direction of Spearman’s correlation: 
[bookmark: _Toc197005607]Table 32: Spearman Ranked Coefficient Strength Interpretation
[image: ]
The resultant Spearman’s coefficient is 0.95, this is deemed to show a very strong positive correlation between the two given variables X and Y.
This means that as the independent variable (X) rank Increases, then the dependent variable (Y) rank will also increase. This is the very strongest relationship where the variables are very consistent.
IF this value had been a negative correlation, then as the rank of X increases then the rank of Y would decrease.
This calculation can then be used to provide a 1 Tail or 2 Tail normal curve of the dataset.
[bookmark: _Toc197005519]A3.6 Comparison of Pearson and Spearman Correlation
The Pearson correlation provides a method of measuring the linear relationship between two given variables.  If one variable increases in relation to another then the relationship is seen as a positive correlation.  Conversely, if one variable decreases as the other increases this is said to be a negative correlation.
The Spearman correlation shows the increasing or decreasing relationship, irrespective of its linearity. 
This means that Spearman correlation focuses on the strength and direction (positive or negative) of the monotonic relationship between two variables.
Spearman correlation can be very useful when the dataset is non-linear or is ranked using ordinal numbers (first, second, third etc).
[bookmark: _Toc197005520]A3.7 Linear Regression
Linear regression will be used on the dataset to provide a graph as visual representation of the relationship between the independent and dependent variables.  Furthermore, linear regression can be used to predict trends and indicate causation.  

Equation 3 shows linear regression calculation 1[62].
[bookmark: _Toc197005614]Equation 3: Linear Regression Calculation 1


[bookmark: _Toc197005521]A3.7.1 Linear Regression Manual Calculation using Excel

An example was conducted during class to become more familiar with the equation, this result can be found in Table 33:
[bookmark: _Toc197005608]Table 33: Linear Equation Example 
[image: A table with text and numbers
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Fig.40 shows the resultant graph from the linear regression calculation using Equation 3.

[image: A graph with blue dots and red line

AI-generated content may be incorrect.]
[bookmark: _Toc197005566]Figure 40: Graph of Linear Regression (Excel ToolPak)

Using equation 3, the value for X, the Independent Variable (IV) and Y, the Dependent Variable (DV) can be predicted, which is an extremely useful tool during data analysis.  
Fig.41 shows the usage of equation 3 to solve for variable Y given variable X.
[image: A screenshot of a white grid with black text

AI-generated content may be incorrect.]
[bookmark: _Toc197005567]Figure 41: Using Linear Regression to solve for Y

It is possible to also calculate the value of X, given the value of Y by transposing equation 3 to solve for X, see Equation 4:
[bookmark: _Toc197005615]Equation 4: Linear Regression calculation transposed to solve for X

Fig.42 shows the calculation to solve variable X given variable Y.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197005568]Figure 42:Using Linear Regression to solve for X

This is extremely useful as it is possible to predict the value of the IV, variable X for a given value of the DV variable Y. 
A similar linear regression equation can be used with different notation and introduces the concept of standard error, this considers that the predicted and actual figures may differ, see Equation 5 and explanation of notation in Table 34. 
[bookmark: _Toc197005616]Equation 5: Linear Regression Equation 2, considering Standard Error

[bookmark: _Toc197005609]Table 34: Explanation of linear regression equation
[image: A table with text on it

AI-generated content may be incorrect.]
[bookmark: _Toc197005522]A3.7.2 Linear Regression Calculation (Excel ToolPak)

Using Analysis ToolPak, the dataset was analysed using the regression function to automatically calculate the linear regression of the dataset, including the Standard Error, see Fig.43-44.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197005569]Figure 43: Analysis calculating Linear Regression including Standard Error (Excel ToolPak)
[image: A white grid with black text

AI-generated content may be incorrect.]
[bookmark: _Toc197005570]Figure 44: Result of Analysis linear regression (Excel ToolPak)

[bookmark: _Toc197005523]A3.7.3 Linear Regression Calculation (SPSS)

Figs.45-46 show the Linear regression calculation and results using SPSS.
[image: ]
[bookmark: _Toc197005571]Figure 45:Calculating Linear Regression (SPSS)

[image: ]
[bookmark: _Toc197005572]Figure 46: Resultant Linear Regression (SPSS)
Fig.47 shows the resultant graph using SPSS.
[image: ]
[bookmark: _Toc197005573]Figure 47: Graph of Linear Regression (SPSS)




[bookmark: _Toc197005524]A3.8 Comparison between Correlation and Regression

Correlation and regression are both useful statistical methods of analysing the relationship between two variables but serve different purposes, see Table 35.

[bookmark: _Toc197005610]Table 35: Comparison between Correlation and Regression
[image: ]





[bookmark: _Toc197005525][bookmark: _Toc153020457]Appendix 4: Project Management
A major project logbook will be used to record all work carried out on the project and the amount of time dedicated to completing the project, see Table 36.
[bookmark: _Toc197005611]Table 36: Example of Logbook
[image: A yellow and black box with black text

AI-generated content may be incorrect.]
Kanban/Agile methodological approach will be used to organise the project utilising Trello to create a task-board.  Task-cards will be created for all tasks will initially be placed in the backlog and put into the “In Progress” area of the task-board. The task can then be moved to either “On Hold”, or “Completed” areas of the task-board. If there is a fault that needs to be addressed, this task will be moved to the ISSUE column.
Fig.48 Illustrates the task-board:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197005574]Figure 48: Trello/Agile Task-board




[bookmark: _Toc197005526]Appendix 5: Written Authorisation from IT Management

Fig.49 lustrates a copy of the authorisation email from IT Management relating to the reconnaissance project.  The email has been redacted to maintain the privacy of all involved.  A full copy of the underacted email trail is available upon request.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc197005575]Figure 49: Authorisation email from IT Management
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Variable

Phase Il Metrics

IV [input | Input from a sub selection of hacking tools.
During phase Il the interval time between the scans will be altered to

DV [Output |Whether the NIDS generates an alert in response to reconnaissance activity, and
number of alerts are generated during testing.
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1[Reconnaissance of IP[To determine IP hpinga  |Ping Scan RHPL
|Address range |Address Range

2[Reconnaissance of |To determine Open hpinga  [SYN Scan RHP2
|devices ports

3[Reconnaissance of  |To determine Open Nmap | Null Scan RNMIL
|devices ports

4[Reconnaissance of _|To determine Open Nmap  |[XMAS Tree Scan |RNM2
|devices ports

5[Attack of deviceon | Denial of Service hpinga |SYN Flood (Dos) [AHPL
network (Dos) attack

6[Attack of Windows | Kerberos Mimikatz |Pass the Hash | AKST
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1|NIDS Enabled snort [setup
2|NIDS Enabled Suricata [setup

3]Enable Packet Capture on Attack PC (Wireshark) Saving as a PCAP file with appropriate naming convention. [setup

4[Enable Packet Capture on Target Systems (Wireshark if Windows) (TCPdump in Linux) [setup

5[Test conducted using hacking tool - each test lasting 5 minutes. [Test

6|NIDS Disabled Snort Disable services|
7|NIDS Disabled Suricata Disable services|
&|Disable Packet Capture on Attack PC (Wireshark) and save the pcap file using the appropriate naming convention. _|Disable Services
5|Disable Packet Capture on Target Systems (Wireshark if Windows) (TCPdump in Linux) and save the pcap file using _|Disable Services

[the appropriate naming convention.

10[Log into the DAS and open up the appropriate file for the particular test. Data Retrival
11[Using WinSCP, log into the Attack PC and Retrieve the peap file. Data Retrival
12Using WinSCP, log into the Target system and Retrieve the pcap file. Data Retrival
13[Using WinSCP, log into the Snort NIDS and Retrieve the Alert Log and pcap file. Data Retrival

14[Using WinSCP, log into the Suricata NIDS and Retrieve the Alert Log and pcap file. Data Retrival
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1|NIDS Enabled snort [setup
2|NIDS Enabled Suricata [setup
3]Enable Packet Capture on Attack PC (Wireshark) Saving as a PCAP file with appropriate naming convention. [setup
4[Enable Packet Capture on Target Systems (Wireshark if Windows) (TCPdump in Linux) [setup
5[Test conducted using hacking tool Using Time interval 1- Allow for 5 Cycles 300,000 __[25Min [Test
6|NIDS Disabled Snort Disable services|
7|NIDS Disabled Suricata Disable services|
&|Disable Packet Capture on Attack PC (Wireshark) and save the pcap file using the appropriate naming convention. Disable services|
5|Disable Packet Capture on Target Systems (Wireshark if Windows) (TCPdump in Linux) and save the pcap file using Disable Services|
[the appropriate naming convention.
10[Log into the DAS and open up the appropriate file for the particular test. Data Retrival
11[Using WinSCP, log into the Attack PC and Retrieve the peap file. Data Retrival
12Using WinSCP, log into the Target system and Retrieve the pcap file. Data Retrival
13[Using WinSCP, log into the Snort NIDS and Retrieve the Alert Log and pcap file. Data Retrival
14Using WinSCP, log into the Suricata NIDS and Retrieve the Alert Log and pcap file. Data Retrival
15[Repeat test conducted using hacking tool Using Time interval 2 - Allow for 5 Cycles 15000  [755econdsor  [Test
1Min 15 Seconds
16[Repeat test conducted using hacking tool Using Time interval 3 - Allow for 5 Cycles 1,000 /5 Seconds [Test
17[Repeat test conducted using hacking tool Using Time interval 4- Allow for 5 Cycles 100 [0.15econd [Test
In reality 5
|seconds
18[Repeat test conducted using hacking tool Using Time interval 5 - Allow for 5 Cycles B [25 milliseconds | Test

inreality 5
|seconds
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Kali Linux|AttackPC  |Kali Linux is a distribution which is pre-loaded with over 70
Ihacking tools which is regularly used by pen testers and
|academic researchers to conduct cybersecurity testing.
Metasploitable2 |Linux|Target Server |Metasploitable2 is an intentionally vulnerable Linux server
that hosts services such as a website, file shares, File

[Transfer Protocol (FTP) which can be used as the target
BeeBox Linux|TargetPC | The BeeBox, Buggy Web Application (bWAAPP) is an
intentionally vulnerable Ubuntu distribution of Linux. This PC
Ihas vulnerabilities that allow for command injection,
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1]dnsenum__[This is a DNS Enumeration tool, that can recover details of DNS servers and records.
2[dnsrecon _|This is a DNS scanning and Enumeration tool, that can provide details of DNS records of a Domain Controller (DC).
3|netdiscover |netdiscover is a reconnaissance tool that will detect in both active or passive mode using the Address Resolution Protocol (ARP).
4farping [arping uses ARP and/or ICMP so that a device can be pinged by either its hostname, IP or MAC Address
slarp-scan__[Uses the Address Resolution Protocol (ARP) to scan the local network, maps IP Address to MAC address.
6[fping [Foing uses echo request to send a packet to list of targets to determine if they are online and respond to Internet Control Message Protocol
7[ftester [Frester was developed test firewall and IDS capabilities, it s also capable of generating IDS evasion techniques.
&|hpings lhping3 is a packet crafting tool to generate a packets specifying the protocol, ports and IP address, including the source IP Address.
s|masscan |masscan is a network mapping tool that can search a network for devices providing device details such as open ports. Masscan usies asynchronous|
|scanning, where transmit and receive packets use different threads, this increases the speed of the scan.
10[nmap [Nmap is a versatile tool used to can scan devices, website URLS, or network ranges providing port status, the suspected OS and system
|vulnerabilities. Nmap is a synchronous scanner which scans each device in turn and must receive a reply before proceeding to the next device.
11[enumalinux_|enumdlinux is able to enumerate, or gather detailed information, about target systems.
12[nbtscan __|nbtscan searches the network for NetBIOS information such as the NetBIOS hostname and logged in user name.
13[smbmap __|smbmap searches for file shares on a network. If a username and password is provided, it can display the accessible files.
14[sslscan [sslscan is able to determine protocol versions e.g. Transport Layer Security (TLS) 1.0-1.3, cypher suites, certificates and key exchanges highlighting
|weak encryption algorithms in use.
15[amass |amass is used to detect systems that can be used to gather information on a system and domain.
16 dmitry [dmitry can be used to conduct a port scan, and read in a banner, the text displayed when initially connecting to a device by Command Line.
17|legion Legion is pen testing tool that uses other tools like Nmap and is able to retrieve details from devices such as system vulnerabilities, hostnames,
lusernames and passwords.
18[Nessus. Nessus is a commercial vulnerability scanner, which provides a list of Common Vulnerabilities and Exposures (CVE) for each device scanned. Each

|vulnerability is scored using the Common Vulerablilties Scoring System (CVSS) giving a rating from 0-10. With 0 equalling None, 0.1-3.9 (Low) 4-6.9
(Medium) 7-8.9 (High) and 3-10 (Critical). Each vulnerability is linked to an open port or service running on the target system.

19[nikto Nikto is a vulnerability scanner that specifically tests web servers for outdated web server software, and web server mis-configurations.
20[sQimap |The SQLmap tool can detect and exploit Subject Query Language injection (SQLI) configuration flaws. Once exploited this can give the hacker
laccess to databases and allowing them to view and modify data. This tool can be used in the reconnaissance phase to retrieve usernames and
passwords stored within a database.

21[above [Network Protocol Analyser - highlights insecure network protocols in use on a network.

23[snor2 [Network Intrusion Detection System (NIDS): This is an industry standard tool which monitors and detects suspicious activity on the network and
|generates an alert based on the ruleset configured. Snort2 is now considered as the Legacy version of snort, but is widely used in industry
[therefore it has been included in testing.

24fsnort3 NIDS: Snort3 is the latest version of this tool and has introduced many improvements which will be investigated in the project, uses a slightly
|different rule structure.
25[5uricata___|NIDS: Suricata has the same functionality as Snort, with a different rule structure and architecture, this will be investigated during the project.

26|Wirkeshark |Network Protocol Analyser: A Graphical User Interface (GUI) tool that can collect network traffic from a device and store the data in a Packet
|capture (PCAP) file, which is the standard file format for capturing network traffic.

27[Tshark [Network Protocol Analyser: Tshark is the Command Line (CLI) version of Wireshark, and can carry out the same functions, using the same filtering
|commands, network traffic will be stored as a PCAP file.

28[TCPDump__|Network Protacol Analyser: A CLI tool that can collect network traffic and store it as a standard PCAP file that can be accessed by Wireshark.

25|WinSCP___GUI of the Secure Copy (SCP) Linux tool, enables Windows systems to access and retrieve files on Linux devices.

30[Nvivo [Quantitative Analysis tool: Able to generate word clouds.

31[5PSS |Qualitative Analysis tool: Dedicated Statistical Analysis tool

32[Excel [General purpose spreadsheet, can also be used for qualitative statistical analysis by using the Analyse ToolPak.
|Analysis

[ToolPak
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Hard Disk space [NIDS require substantial diskspace to store logs of activity
(This can be dependent on network activity, length of time the
INIDS is live, and the detection method used)

2[cost [Suricata rules are free (Additional rules are available at a cost]
[Snort Community rules are free

(subscriber and Snort+ rules between $500-5000 per annum)
3[Time [Due to work and other commitments
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Detect and Mitigate Integrates snortand  |Experiment: Deductive |Qualitative: No Data Sets used. [Test Plan |Qualitative Analysis: [This research gives a | Does not investigate how to | This paper was well written, and focused

(Cyberattacks Using SIEM | uricata with Wazuh  |A VE Testbed was created that included two attack PCs, [ Wazuh Alerts were presentedin |good insight into the | detect reconnaissance solely on Dos and File alteration. 1t may have
SIEM. The research | Windows and Kali Linux, and two NIDS Snort and [Text and Images were [ Data collected by table and a screenshot of the  |integration of NIDS [ techniques. been beneficial to expand the number of
conducted teststhe  |Suricata. Both NIDS were integrated with a SIEM lgathered by Experimentation. | Wazuh dashboard were |and SIEM to provide |attacks to incorporate other tactics and
effectiveness of (Wazuh) by installing a Wazuh agent on both. Simulated lexperimentation. |analysed. real-time monitoring |Identifies Dos and File [techniques as described in the attack-
detecting Dos and File [attacks where then conducted to evaluate the land detection |Alteration only. frameworks.

Alertation attacks. | performance of Wazuh SIEM. lenhancing
lcybersecurity. Does not identify
2[A Comparative Analysis of | Conducts comparative |Experiment: Deductive [Quantitative: 16 Packet Capture _[Test Plan [Quantitative Analysis: [This study provided | Does not investigate how to | There s a sight discrepancy in section 3 of the |
lsnort 3 and suricata /analysis for Snort283  |VE testbed network was developed, including Two NIDS (pcap) files were. levidence that Suricatal detect reconnaissance [text which states that Suricata is capable of
and suricata to lsystems, (snort2, Snort3, and Suricata). The malicious Numeric dataused |collected from public Percentages given of CPUand  |is currently the most |techniques. Deep Packet Inspection (DPI), where snort is
determine the impact _traffic from 16 pcap files were then introduced to lgathered from |sources including Mermory usage. leffective NIDS, and not. This s a sight oversight as Snort2 cannot
on the VM. levaluate the performance of the VMs whilst the NIDS lexperimentation. INETRESEC. that snort3isavast | Does not identify perform DPI, however Snort3 can.
|were monitoring the network. improvementon  [authentication issues
|cpu, Memory usage and jsnort2. Kerberos.
packet drop.
3[The power of Network | A review of penetration [Archival Research: Deductive [N/A No Data sets used. [SLR. N/A [The research paper | Does not investigate how to | This is @ well written paper detailing the
Penetration Testing testing (pen testing) provides agood  |detect reconnaissance penetration testing technologies and
methods used totest  |A Systematic Literature Review (SLR) was conducted on |Analysis was not Data collected by | There was no analysis conducted |overview of the pen  [techniques. [techniques. The research could have been
cybersecurity. the topic of pen testing, from a wide range of sources |conducted as part of this [SLR. |as part of this research. Itwas |testing process and improved by incorporating a lab simulation
including peer reviewed papers, books and online research. lan SLR to provide a good the tools used Does not identify [which could have then enabled screenshots of
resources. loverview of pen testing tools and [therefore improving ~|authentication ssues [the outputs generated from the tools
methods. lcybersecurity. Kerberos. discussed, giving the reader a better
understanding and familiarity of the
[techniques.

‘4| Modelling Attack, Defence |Conducted research | Experiment (Theoretical): Deductive |Qualitative: No Data was Mathematical _|Qualitative analysis: [This research Does not investigate how to |t was noted that some of the citations of this
|and Threat Trees and the | into variety of |collected during this [ Modelling dentifies the initial | detect reconnaissance paper were a tle dated. This may not have
(Cyber Kill Chain, ATT&CK | cyberattack |A theoretical model based on the (Blackboard Textand Imagesof |research as it was Flow charts were used to show |stages of automating [techniques using NIDS. /2 baring on the content discussed in the paper|
land STRIDE frameworks, namely | Architecture Cyber Command Entity attack Route) flowcharts were usedin  [purely theoretical. the tree-structure decision Jattack and defence las it was theoretical, but some more recent
Frameworks as Blackboard |MITRE ATT&CK, Cyber  [BACCER system was devised to model an attack and his research. making process of the theoretical|decision making using [Does not identify methods/techniques may have been
|Architecture Networks | Kill Chain and STRIDE, | defence automated system. |Any future data model. BACCER. |authentication issues loverlooked.

aswell as attack, [would be generated Kerberos.
defence and threat tree by mathematical Flowcharts were also usedto [Future work will
structures, were modelling. |combine the theoretical model  [implement this model
evaluated using lwith attack frameworks. in a real-world
Blackboard scenario thereby
Architecture (BA). lenhancing

lcybersecurity.
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5|A_Review_of_Research_W |Performed an SLR of 26 |Archival Research: Deductive [Mixed Methods: No Data sets used. SR |Qualitative: [This research Does not investigate how to | This paper was a well written piece of work
lork_on_Network- research papers Data in the form of text was  [identifes the |detect reconnaissance |compiling data from several sources.
Based_SCADA_Intrusion_D |published between [ Systematic Literature Review (SLR) was conducted on |Qualitative: Data collected by lextracted from each paper giving[strengths and [techniques.
letection_Systems 2015201900105 |securing SCADA systems using IDS to detection methods. [Text contained within ~ [SLR. |a summary of findings from SLR |weaknesses of current|
relating to SCADA [Tables. |were contained within tables. (IS technologies in
network connected Providing details such as, relation to SCADA
control equipment. |Qualitative: |application type, number of  |systems. It also takes
Numeric data extracted citations for each paper, into account the
from SLR and presented |detection methodology, Future Internet (FIN)
a5 pie charts. protocols protected, and tools  |technologies such as
used. |cloud and fog
|computing and how
|Quantitative: these technologies
Numeric Data was extracted |will port across.
from the peer reviewed papers
[to provide values n the form of
pie charts for detection
methodology, and technologies
used and types of testheds used.
6[Integrated Security Integrates IDS (Zeek] |Experiment: Deductive [Quantitative: No Data Sets used. |Test Plan [Quantitative Analysis: Builds a SIEM for live | Does not investigate how to_|A wider range of results would have been
Informationand event |witha SIEM system  |Virtual Network was created. Numeric data used |analysis based on ML. |detect reconnaissance lcollected if the VE consisted of more test VMs
Management (SIEM) with |using the ELK stack, lgathered from Data collected by percentages given of CPU and [techniques. land incorporated other NIDS devices such as
Intrusion Detection System [then utiisesMLto  [NIDS (Zeek) and SIEM (ELK Stack) systems were lexperimentation. Experimentation. Mermory usage. |system performance |snort and Suricata. This would give more.
(1D5) for Live Analysis based |analyse traffic. implemented. land resource Identifies Dos attack only. | detailed and accurate results.
lon Machine Learning. Metrics: CPU and |consumption is
|An unspecified system was used to generate the network Mermory usage. researched. Does not identify
traffic to simulate a Dos attack and then passed to the |authentication issues
[Zeek 1D. Which in turn passed the data onto the ML Kerberos.
process. A Middleware (Data Parser) was then used
before the data was forwarded onto the Live Analysis
part of the system where the data is forwarded onto the
ELK Stack SIEM.
7[Which open-source 1D5? | Conducted an Experiment: Deductive [Quantitative: No Data Sets used. |Test Plan [Quantitative Analysis: [Addresses gapsin | Does not investigate how to _[Snort3 was not considered a stable release of
lsnort, suricata or zeek  |evaluation of three | A Virtual Environment (VE) testbed was used to support prior research of NIDS |detect reconnaissance the software at the time of testing, this may,
lopen-source NIDS:  [the evaluation process. The Systems Under Test (SUT) Numeric dataused [Data collected by |statistical Analysis based on  |system performance. [techniques. lor may not have an impact on results.
snort2/snort3, Suricata |comprised of a Virtual Machine (VM) for each NIDS, in lgathered from Experimentation. Packed loss against throughput
and zeek. |addition to this a traffic generator (Ostinato) VM and lexperimentation. for each NIDS based on packet Does not identify
[target VM (Ubuntu) were created. Only one NIDS was size. Alsolatency is also |authentication issues
|active at the time of each test, this improved accuracy, Metrics: CPU, Memory |analysed. Kerberos.
but lengthened the time of testing. Network traffic load| usage and Packet drop.
lof the Ostinato generator was increased between
100mbps to 1000 mbps to evaluate packet loss. Window
|and packet sizes were also adjusted during testing.
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8|Automatic decision tree- | Developed a new Experiment: The BOUN-DoS and BUET-DDOS datasets | Deductive |Quantitative: BOUN-D0S and Mathematical ~ |Quantitative Analysis: Provides a new Prior to this research NIDS | The research focuses on HTTP anomalies, this
based NIDPS ruleset algorithm to generate |along with benign network traffic were used to train the BUET-DDOS datasets |Modelling lalgorithm that can  {found detecting evolving and [may not provide a real world view as HTTP is
|generation for Dos/DDos | NIDS rules using |Anomaly2sign algorithm using Decision Trees. Numeric data used statistical Analysis based on rule |generate Suricata  |varying Dos/DDoS anomalies [nolonger a widely used protocol as it passed
attacks Decision Trees, this was lgathered from lgeneration in relation to rules automaticallyin [over time challenging. |data in plain text, other protocols have not

then compared to an lexperimentation. Dos/DDos dataset. response to Dos/DDos| been taken into account.
existing state of the art Jattacks more.
rule generation Metrics: Precision, True leffciently than
algorithm. Positive Rate, F1 Score of| lcurrent siius
the previous metrics, to lalgorithm.
measure the model's
Jaccuracy.

S[ATT&CK-based Advanced | Conducts Experiment: 20 attack techniques were selected from | Deductive | Quantitative: No Data Sets used. |Test Plan [Quantitative Analysis: Provides a new [The Existing research lacks |1t would have been helpful for the author to
Persistent Threat attacks |experimentationto  [the MITRE ATT&CK framework to devise a test plan. method of predicting [ability of dynamic evaluation |place the variables used in equations into a
risk propagation determine if APT Numeric dataused [Data collected by statistical Analysis based on  [Cyber-attacks by APTS |of APT attacks. [table for the reader to easiy identify them
|assessment model for zero |attacks can be lgathered from Experimentation. lexperimental testing in order to  [to detect the [with clearer explanations.

[trust networks predicted. lexperimentation. predict attacks using Markov |probabilty of the
chains. [techniques used.
Metrics: Probability of
Jattack.

10[A hybrid cyber defence |Byutilsingan 1D |Experiment: An open source SDN testbed was utlied to | Deductive | Quantitative: No Data Sets used. |Test Plan [Quantitative Analysis: Proposed Honeynet _[Previous studies have focused [At the time of writing, this framework was
ramework for integrated with Ihost two decoy honeynets. Reconnaissance attacks [framework improves |on system integrity, whereby [newly developed with limited real-world
reconnaissance attackin | Honeynets and |were then conducted on the honeynet, initially without Numeric dataused [Data collected by statistical Analysis based on  [ICS system avalabiliy |ICS systems differ from other  testing within an industrial environment.
industrial control systems |adaptive defence |any defence which was used as a baseline. Then lgathered from Experimentation. |experimental testing in order to.[by using decoy IT systems as they prioritise

strategy on a Software |deceptive defence strategies were put n place using lexperimentation. |determine which algorithms was [honeynets to protect |system Availabilty. it would have been beneficial to provide more
Defined Network. |different algorithms to evaluate their performance in [the most effective at preventing [the live ICS network. |detail on the Network Monitoring System
lengthening the time the attacker was kept within the Metrics: Mean Time to lan attack. (NWMs), as this system carries out the intrusion
reconnaissance phase of the attack. |compromise, Mean Time |detection element of the system but does not
[to security Failure, and provide any specific details of the IDS.
|Attack Success
probabilty.

T1[1OT-PRIDS: Leveraging _|Propose a new profiling [Experiment: Packet analysis was carried out using the | Deductive | Quantitative: [CiCloT2022and |Experimentation. | Quantitative Analysis: [The proposed 10T- | This research did not focus on |t was disappointing that during the
packet representation for |method in relation to  [Layers 2-5 and three main criteria: Communication, lCIC10T2023 datasets |29 Tests were PRIDS system is  light{the reconnaissance phase of |reconnaissance phase of testing ping and
industrial detection in 10T |the Internet of Things ~ [service, and Header Fles to determine whether a packet| Numeric data used included within  [statistical Analysis basedon  [weight IDS system  |the attack, using abroad [Address Resolution Protocol (ARP) scans were
networks (10T) devices Packet  |was malicious. The datasets containing 29 various attack| lgathered from the datasets. |experimental testing in order to. [that does not require|spectrum of tests from the  |not included within the scope for testing as

Representation traffic was then used to test the IOT-PRIDS system to lexperimentation. |determine the efficiency of the ML Itis suitable for | datasets. [these types of scans are regularly conducted
Intrusion Detection  |determine whether it was able to detect the malicious 10T-PRIDS framework in 10T devices as it |as part of the reconnaissance phase of an
System (PRIDS)t0 |network traffic. Metrics: Accuracy, |detecting anomalous activity.  |doesn't require alot Jattack.

detect network precision, Recall and the lof resource.

‘anomalies.

Fi-score.
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1 Detect and Witigate Cyberattacks Using SIEM |zevad sataa Y{Using Network Intrusion Detections System (NIDS) / Network Intrusion Pre|Cybersecy 10110{NIDS/SIEM iE€E
2 [ Comparative Analysis of Snort 3 and Suricata | 2024|Akram Abd EldReviews the performance of two different NIDS: Snort2, Snort and Suricatd The threaf 10 110{NIDS Com[IEEE

3| [The power of Netuwork Penetration Testing 2024]Hazem Jihad BlProvides a review of penetration testing (Pen testing), testing methods useqIn this paj 10 110{Pen Testir IEEE

4 [Modelling Aftack, Defence and Threat Trees and thed 2020]Jeremy Straub|Cybersecurity Attack/ Defence Frameworks are examined as well as Threat|Multiple t{10 110{Cyber Fraf IEEE

5 [A_Review_of Research Work_on_Network-Based_Sq 2020[Slavica V. Boz|A review of IDS relating to network connected control equipment. [Specic int[10 110{N1DS Impd €€

6] Integrated security Information Event Management (| 2022[abadi Raihan |Utilises a NIDS (Zeek] 2nd a SIEM configured from the Elasticsearch, LogstalThis resed|10.101{NIDS/SIEN Science Direct
7| [Which open-source IDS? Snort, Suricata of Zeek [Abdul Waleed|Conducted an evaluation of three open-source NIDS: Snort2 & Snorts, suridDriven by | 10-101(NIDS Com{Science Direct
8| [Automatic decision tree-based NIDPS ruleset genera] [Coscia etal_|The study proposed a new Anomaly2Sign algorithm to generate Suricata r{A the ocd| 10101[NIDS Rule]Science Direct
9| [ATT&.C-based Advanced Persistent Threat attacks r [zhang et al_|Conducted research into the impact of Advanced Persistent Threats (APT), {In recent | 10101 (Cyber FrafScience Direct
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[ATT&CK  |Adversarial Tactics, | MITRE [Attack Framework: [The ATT&CK framework comprises of a collection of Tactics each are used as
Techniques and la cyber attack progresses. Beginning with Reconnaissance, and Initial Access,
|common knowledge Used by Pen Testersto carry [and before concluding with Data Exfiltration and Impact.

lout tests, also used by [Techniques are also listed under the Tactic, these provide the methods of
hackers. |achieving the tactic.

lexe [CyberKill Chain Lockheed Martin Defence Framework: [The CKC framework provides Cybersecurity professionals with a model that

|can be used to identify each stage of an attack. This is extremely useful if an
Used by IT Departments  |organisation s currently under a cyber-attack. It itemises what is required at
|during an active attack. each stage for the attack to progress onto the next phase. This allows for

mitigations to be put in place to attempt to stop or at hinder a cyber-attack.

3 [Cybersecurity National Institute of Defence Framework: [The CSF is a defence framework developed to assist cybersecurity
Framework |standards and Technology  |Used to prepare fora professionals to put measures in place to either avoid an attack from taking
(NisT) possible attack and to place, or if an attack does take place how the cybersecurity team should
recover servicesafteran  |respond and how to recover services.

Jattack.
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1Kali Linux [Operating System (05) [This is an Operating system specifically for Penetration Testers, but i also commonly used by hackers. This
distribution of linux has over 70 hacking tools pre-installed, some of which are described below.

2snort NIDS [snort s an industry standard IDS/IPS and can detect anomalous network activity and either send a passive alert in 1D3|
mode or block the suspicious network activity in IPS mode.

3[suricata NIDS [Suricata is also an industry standard IDS/IPS, with similar functionality to Snort.

4|Nmap Network Mapper (Nmap) |Nmap s a versatile tool used at the reconnaissance phase of an attack. Nmap can scan devices, website URLS, or

Iscanner network ranges to provide details of the target such as port status, the suspected 05 and system vulnerabilties.

5[Angry IP Scanner |1P Address Scanner 1P Scanners can be used to conduct a ping sweep of a network range and provide a st of devices that respond to
ping. This does not always give a full lst of live devices on a network as some devices may block ping traffic.

6| Wireshark Network Protocol Analyser | Wireshark is used to analyse network traffc, it can also capture network traffic and save it for later analysisin &

Packet Capture (pcap) file. This s an extremely useful tool for network engineers to determine faults, but can also be
used by hackers to better understand their target network, and also capture live data which may contain
unencrypted traffic such as usernames and passwords if using protocols such as telnet and HyperText Transfer
Protocol (HTTP) that sends al traffic n clear, unencrypted text.

7[Nessus [Vulnerability Scanner Nessus s a commercial vulnerability scanner, which provides a st of Common Vulnerabilities and Exposures (CVE) for
|each device scanned. Each vulnerability is scored using the Common Vulerablitties Scoring System (CVSS) giving a
rating from 0-10. With 0 equalling None, 0.1-3.9 (Low) 4-6.9 (Medium) 7-8.9 (High) and 9-10 (Critical). Each
[vulnerability s linked to an open port or service running on the target system.

&[Nkt [Vulnerability Scanner Nikto is 2 vulnerability scanner that specifically tests web servers for outdated web server software, and web server
|specifically for Web Servers _|mis-configurations.
5[Burp Suite [Application Security Testing_|Commonly used by pen testers and hackers Burp Suite s a collection of tools that can test web applications and

|websites for vulnerabilities. The toolis configured to act as a proxy server, sitting between the user's browser and
[the web server and is used to anayse the trafic flowing between the two. It can test for common security flaws such
|as Subject Query Language Injection (SQLi), Cross Site Scripting (CSS/XSS).

10[saLmap [Subject Query Language _[The SQLmap tool can detect and exploit QL configuration flaws, Once exploited this can give the hacker access to
(saL) Mapper |databases and allowing them to view and modify data. This tool can be used in the reconnaissance phase to retrieve
usernames and passwords stored within a database.
11[Metaspolit Framework of Penatration | Metasploit i a collection of command line (CLI) tools which can be used during the reconnaissance phase working in
[Testing Tools |conjunction with Nmap to conduct port and vulnerability scans, it s possible to scan networks for a particular service.

in addition Metasploit can search for Microsoft SQL (MSSQL) using an area of reconnaissance known as footprinting.
[Metasploit tools can then be used to exploit vulnerabilites found.

12[Hashcat Password Recovery Tool _|Hashcat s officially a password recovery tool but can be used by Pen testers and hackers as a password cracker. 1tis
|able to recover passwords encrypted with a variety of algorithms, Message Digest 5 (MDS), Secure Hash Algorithm
(SHA) - SHA1-3 of various bit lengths, Kerberos 5, MSSQL to name a few.

13 Netcat Remote Access Tool Netcat (nc) can establish connectivity to remote devices on a network over the Transport Control Protocol (TCP) /
User Datagram Protocol (UDP) protocols. nc can be used in conjunction with other hacking tools providing
|connectivity to launch attacks. Its also capable of conducting port scans.

14[Neat Remote Access Tool Ncat is an improved version of nc from the developers of Nmap. Ncat provides additional features such as encryption
|support and proxy connections.
15{lohn the Ripper _|Password Recovery Tool _|Originally developed to assist systems administrators to identify systems with weak passwords, this tool is commonly

used for recovering/cracking passwords. John can be used with a variety of applications, or to decrypt live network
[traffic but this would take a considerable amount of processing power and time.

16[Hydra Password Recovery Tool | Hydra s used as a log in password cracker, using a file known s a password lst, automatically generates login
|attempts. Amyriad of protocols can be sed which includes HTTPS, Lightweight Directory Access Protocol (LDAP),
MSSQL. The LDAP protocol s of particular interest as this is used by Microsoft Windows authentication.
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[scanning determines which devices are live on the network, which ports/services are running on a device, which 0S is
[running on a system and finally any vulnerabilities which can be exploited.

Network Scanning

[This technique can use a variety of different IP Scans to determine which devices
Jare live on a network.

Ping or hping3

ltoa port or service. Vulnerability Scanners such as Nessus will provide
lbackground information and usually any associated CVES, these can be used to
|g2in more information on the exploit.

Port Scanning [This provides a list of active listening ports on a system. Each port is associated |Nmap,
|with a particular service e.g. Port 53 is used by the Domain Name Service (DNS).

05 Fingerprinting | This is crucial part of an attack, if the hacker can determine the OS runningona _|Nmap
|system, they can then seek for vulnerabilities specifically for that OS.

[Vulnerability Scanning [The vulnerability scan will highlight vulnerabilities of the target device associated |Nessus

INetwork shares, DNS in

formation.

Enumeration is the next phase of the reconnaissance phase. Using the data gathered in the Scanning phase, to gather further|
details to further progress an attack. The Enumeration phase will gather, Usernames, Passwords, System Hostnames,

NetBIOS Queries Using NetBIOS it is possible to determine the hostname of a device and also the _[nbtstat
username of a user.

[Windows system itis possible to gather details of PCs and Servers remotely using PSinfo, issuing _|Psinfo

Queries [this command along with the IP Address of the target will list system information
|such as Processor, Memory, and System Uptime.

DNS Queries/ Zone | DNS queries can provide information of device hostnames based on IP Addresses. |nslookup.

Transfers It s also possible to conduct a DNS Zone transfer giving IP Address and Hostname
|details of all PCs and Servers on the network.

Network Share Once the servers have been identified, the next stage is to determine which netview

|Queries

network shares are available.

the final stage of

the attack whereby the hacker attempts to compromise either the Confidentiality,
service depending on their motive.

Integrity or

[This form of attack attempts to overwhelm a device starving it of resources to the
point that it can no longer function. From the previous stages it can be determined
|which are the critical servers, and there would potentially be targeted first.

hping3

[As with the Dos, the DDOS variant differs as the attacking machines are
lgeographically dispersed. Usually they are compromised devices that have been
infected with malware forming a BotNet.

Low Orbit lon
|cannon (Loic)

impersonate another device on the network. An example can be impersonating a
pC that has already been authenticated on the network.

[t injection (sQLi) | Data is inputted, and the results are analysed that can give details of the backend |Browser/SQlMap.
Database structure. If conducted successfully, data can be extracted.
[spoofing [There are number of spoofing attacks, essentially the attacker attempts to Ettercap.
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Mean |average [=AVERAGE(AL:AB0) 37.7375|The mean will provide the average value of alerts for a specific time interval,
land can be used to compare Snort and Suricata effectiveness of detecting
reconnaissance traffic at  particular time interval.

Median Middle Number in data set EDIAN(AL:A80) 38[The median will provide an middle value of alerts for  specific time interval.

Mode |Value that appears most frequently in dataset IODE(AL:AB0) 38[The mode will provide the most common value of alerts for a specifictime
interval.

Range Highest value minus the lowest value in dataset |=RANGE(A1:A80) 36[The range will provide range of alerts for a specific time interval.

|standard Deviation (sD) [This s the variation away from the mean value _|=STDEV.S(A1:A80) 8.259622{SD will be used to determine the variation away from the Mean (Average) value.

[Variance [The spread of numbers in a dataset /AR.S(AL:A0) 68.22136|The variance will provide the spread of alerts generated for a time interval.
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r pearsone correlation coefficient __|Indicates the strength of relationship between two variables
= Indicates the sum of [This part of the equation are added together

B [Value of the variable X within sample [This is the value of X that the PCC will be based upon

B [Mean of the variable X [This s the average value of X

¥ [Value of the variable Y within sample [This is the value of Y that the PCC will be based upon

y [Mean of the variable Y [This is the average value of Y
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[Notation

[Additional Details

3

Pearsone correlation coefficient

Indicates the strength of relationship between two variables

oy, Covariance of X and Y How the variables X and Y change together
o Standard Deviation of X Provides the distance of the X variable away from the Mean
oy Standard Deviation of Y

Provides the distance of the Y variable away from the Mean
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PCC Strength Table

RValue

Interpretation

1>r208 strong Positive linear correlation
0.8>r204 [Moderate Positive linear correlation
045120 Weak Positive linear correlation

r=0 [No Correlation

0>r2-08 Weak Negative linear correlation
08204 [Moderate Negative linear correlation
0.4>r2-1 Strong Negative linear correlation
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Spearman Coefficient (r;) | 0.948332648| CORREL(ES:E14,F5:F14) This shows a strong positive relationship

n 10 This i the sample size, number of pairs in the sample, 10 in this case.

T statistic (t) 8.454073908| (ABS(L4)* SQRT(L5-2))/(SQRT(1-ABS(L4)*2))) |This requires the Spearman Coefficient (r;) and the Number in the sample.
DF 8[n-2 Degrees of Freedom

p Value 1.46429E-05| TDIST(L6,L7,1) p Value 1 Tail Test

p Value 2.92859E-05| TDIST(L6,L7,2) p Value 2 Tail Test
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[Spearman's Coefficient Strength

A Interpretation
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