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I. Introduction

This report is intended to highlight the changes to the IT industry during the shift towards cloud computing, with a particular emphasis on networking.
Cloud computing has revolutionised the way both software and hardware are provided from physical delivery of goods to a premise, shifting to remote delivery as a service. 
With the networking industry based on dedicated hardware to deal with networking traffic, the impact of cloud computing has taken longer to reach the networking industry than other areas, but with the arrival of SDN, the impact has been quite profound. This report attempts to cover the changes from traditional networking to the use of coding for efficiency, scalability and granularity that brings networking up to date with the cloud computing era.

II. Traditional Networking & Its Limitations
The term “traditional networking” would refer to fixed-function hardware such as routers and switches to direct network traffic in accordance with networking protocols. Such equipment would ordinarily lack any degree of flexibility.
In the book, Network Programmability and Automation : Skills for the Next-Generation Network Engineer, the authors attribute the first point of industrial change to Martin Casado, who highlighted a requirement for fundamental changes in network operability and management.  It is stated that whilst working for the US Government, Casado was required to react quickly to security threats. Whilst being able to program computers and servers, traditional network devices such as switches and routers were far more problematic as they lacked the flexibility of software. It is this point that Casado set out to create more flexibility in controlling network devices by dynamically changing packet forwarding policies and configurations [1].
Aside from migration from Telnet to Secure Shell, allowing a safe method of remote access to devices, traditional networking methods had not changed at all for several decades. The authors state that Casado’s work with OpenFlow marked the beginning of the SDN movement by providing an interface for layer 3 network devices, instructing them in how to forward traffic by modifying the traditional packet matching rules such as MAC tables. Providing granularity, this eventually allowed for Policy Based Routing (PBR) across different manufacturers of hardware [1].
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Figure 1. Decoupling the control plane from data plane [1]

III. Software Defined Networking & its Impact on Network Engineers
As opposed to the hardware-based traditional networking methods, Software defined networking (SDN) utilises software to manage network traffic. With the (software-based) control plane decoupled from the (hardware-based) data plane, network administrators are given greater flexibility by virtually managing resources with a full scale view of the network topology [2].
Traditional routers and switches are only aware of the devices they are directly connected to. Through the use of Network Functions Virtualisation (NFV), a single piece of network hardware can be replaced by multiple pieces of software in the form of virtual appliances. These NFV-enabled devices allow for granularity regarding how network traffic is managed. Rather than allowing a hardware device to act as an all-in-one management of traffic flow, NFVs can be far more specific in managing multiple aspects of traffic by providing visibility across the entire network, with the abstract, virtual layout centralising control for the network engineers [2].
At first, network professionals had been somewhat resistant to change. With the industry largely remaining the same for the first few decades, many engineers may have become set in their ways, having to repeat the same CLI commands many thousands of times without any need for coding. Network professionals are now faced with the need to change with the times [1]. These changes so far amount to engineers needing to develop software fluency in order to understand basic scripts for use with APIs.
In their book, authors Lowe, Oswalt and Edelman indirectly give a definitive answer to whether network engineers need to learn programming. At first stating they aren’t giving such an answer to the question, they go on to state that network engineers should at least be able to read and write basic script, without the need for the coding knowledge of a software developer [1]. 
In a 2012 article by media company PacketPushers, the author describes network engineers of the day being irritated by the idea of SDN. With an already tight schedule of troubleshooting performance issues and configuring firewalls, they did not want to be tasked with coding APIs. However, with standards like OpenFlow now embraced by the industry, and vendors adapting to its compatibility, SDN has since become a solution to the pre-existing problem [3].  
As stated in a journal by Abdulhakim Sutah et al, a significant issue of SDN is security. With the network infrastructure being hybrid, legacy hardware can pose as a weakness. The advantage of scalability has posed a concern in regard to increasing security threats. Network administrators rely on Attack Representation Methods (ARM) and Attack Graphs (AG) to understand and respond to traffic flow within the ever-growing networks [4].
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Figure 2, lateral network movement [4]
This has led to a growing demand for cybersecurity expertise within the networking industry. An article by Matt Conran explains that the response to this issue lies with micro segmentation [5]. Instead of having a single firewall in the form of hardware, network engineers could deploy as many firewalls as required for individual services, applications, or tenants using a distributed firewall. This freedom being another example of granularity reduces the failure domain per firewall, and in turn compartmentalises threats. Through the use of micro-segmentation, access can be restricted to specific segments of a servers’ network. For example, if a user gained access to a public facing network, they could be restricted to just that segment, without any risk of them gaining access to more secure segments of the sever that may contain sensitive data. This is what the author calls the zero trust approach [5].
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Figure 3, SDN vulnerability scanner, [6]



IV. Cloud Computing & It’s impact on Industry

The official definition of cloud computing from the National Institute of Standards and Technology (NIST) is "A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction." [7] This definition highlights three important characteristics of cloud computing, Software as a Service (SAAS), Platform as a Service (PAAS) and Infrastructure as a Service (IAAS).
The profound impact of cloud computing has revolutionized almost all sectors of IT industry. Traditionally, computing technology has been delivered as a goods, but the shift towards cloud computing means this has now evolved into a (cloud) service for both software and hardware. This has resulted in implications for development and deployment by vendors, along with maintenance, and cost to organisations [8]. 
In the journal Technological Forecasting and Social Change, the author highlights this profound shift from goods to services is based on the change from on-premises delivery of resources to off-premises, remote delivery instead. Whereas software would usually be delivered and installed to the existing hardware infrastructure of an organisation, which may require staffing resources, it can now be supplied as an on-demand, pay as you go service which can include the hardware itself [8]. 
The authors explain the impact this has on a specific sector known as Value-Added Resellers (VAR). The VARs that would ordinarily provide valuable knowledge in on-premises installation, utilisation and standards, are now faced with the need to understand the cloud based services in accordance with the latest available resources. By doing so, VARs can still provide highly sought-after services to organisations by advising the most suitable cloud services in a cost-effective manner. This typically involves a hybrid cloud environment of combined on-premises hardware and remote infrastructure to suit the enterprise needs whilst avoiding the realistic threat of spiralling costs [8].
[image: Diagram

Description automatically generated]
Figure 4, supply/demand of VAR [8]



V. The Role of RESTful Web Services

As stated in the book Restful.net, author Jon Flanders describes Representational State Transfer, known as REST, is an architectural style used for creating services between a client and server, with the style based on the architecture of the world wide web [6]. The author does state that it is possible to use some, or even all the features of rest over other protocols, however it is, in terms of web services, explicit in its use of HTTP.
Rest is a stateless communication, this being the server does not need to save the previous state of the client and vice-versa. Any previous or future interactions are not relevant, only the present communication at any given interaction. As implied in the name, REST transfers a representation of state with each individual communication. It is this simplistic restraint that allows scalability, high-speed performance and reliability [6]. 
Rest requests follow the CRUD design principle. That being four operations from HTTP methods, create, read, update and delete. These operations are represented as a POST to create new resources on a server and GET to retrieve them, with PUT requests updating existing resources and DELETE permanently removing them [6].
Beyond the HTTP verb types, communications use headers that contain an accept field to specify the data type, known as Multipurpose Internet Mail Extensions, or MIME types. Examples could be text/html or text/plain. Examples of pictures could be image/jpeg. This information provides the required type and subtype.
Requests also require a path to the desired resource in the form of Uniform Resource Identifiers. These paths should be nested and easy to understand.
Much like requests, responses are sent with a header stating the MIME type accompanying the data payload and a response code to indicate whether the request was successful or for what specific reason it was unsuccessful.
An example might read;
GET / pictures/1  Accept: image.jpg  
Response 200- OK content type : image.jpg

Restful web services use the stated protocols for an Application Programming Interface (API) between client and server in a highly flexible manner. By utilising the restful architecture style, web service APIs can communicate between any different software, allowing for greater scalability, integration, and ease of maintenance. These key features are the reason for why rest APIs are used as gateways between many different endpoints on the web today [6].


VI. Programming Standards for Interoperability
Before the REST standard became widely utilised, APIs were integrated with the SOAP standardised protocol, (Simple Object Access Protocol). This had its advantages in strict protocol rules providing strong security features such as A.C.I.D (Atomicity, Consistency, Isolation, Durability) [6]. 
Originally developed by Microsoft as a solution to the existing binary messaging formats, Distributed Component Object Model (DCOM) and Common Object Request Broker Architecture (CORBA), Soap exclusively uses XML for transmitting data, with the intention of making it more suitable for web services. The drawback of XML is that it can become very complex to use. With XML being function driven, messaging can become very lengthy and increase the payload, in turn reducing performance speeds as a web service. It also requires a strong understanding of the markup language to write the requests. Another drawback of SOAP web services is it that its unable to cache requests from clients. Any change made to a web service would require the requests to be re-written and submitted again. It is this lack of interoperability that led to the rise of Restful web services [6].
With Soap being well suited to enterprises for its standardised protocols and security features, there has been a greater need for interoperability for web services.
As opposed to the strict rules associated with the SOAP protocol, REST was created as an architectural style that focuses on URIs, much like the way of the web [6]. 
Restful web services are more efficient with Python than XML, allowing for interoperability across multiple platforms of software and hardware. It is also more human readable and typically requires shorter code, making it more efficient across HTTP [9] The significant advantage of Python is that it can utilise the JavaScript Object Notation (Json) format that it is supported by many different programming languages if not natively, then by libraries. With Json being text-only, it can be easily parsed in many programming languages unlike XML. Most web services rely on Json for their APIs such as Google, Twitter and LinkedIn to name a few [10].
In his journal What is JSON? A better format for data exchange, author Jonathan Freeman does state that Json has some drawbacks, such as no data types. This issue leads to string representations of numerical data such as dates. He also states that no comments can be made to annotate fields, which can increase the chances of misunderstanding. He also states there may be more efficient data formats for high-volume or special purpose services [10]. 
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